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ABSTRACT
Social engineering is one of the most common attacking vectors in mobile money
transactions. With the increasing rate of mobile money use, it has directly increased
the number of social engineering incidents in mobile money services. It is therefore
important to evolve a framework for detecting malicious and phishing messages.
This could help to reduce threats posed by mobile phone criminals. As of now, some
customers and agents have already lost thousands of shillings due to social
engineering attacks. This study, investigated the common social engineering
techniques used by cybercriminals to steal money from mobile money users. PIN
sharing, lack of security awareness, PIN requests and storing PINs in address books
were recognized as major sources of vulnerability in mobile money theft. The study
revealed that, mobile money users were conned by social engineers using techniques
such as, business collaboration benefits, alleged wrong remittance of money, SIM
swaps, impersonation of mobile company officials, promotional benefits,
employment opportunities, SMS phishing and fraudulent SMS from lost or stolen
phones.
The study recommends that mobile network operators set time limit for customers to
reset their PINs. They should also periodically provide security education to their
customers through advertisements and SMS. Customers are also advised not to share
their PINs or store them in the address book of their phones to reduce exposure to
cyber criminals. Furthermore governmental institutions are advised to acquire
professional knowledge, get educational trainings and form strong collaboration to
fight against cybercrimes in general and social engineering particularly.
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CHAPTER ONE
OVERVIEW OF THE STUDY
1.0 Introduction
This chapter is about background information of mobile money transaction and
social engineering crimes in mobile money in Tanzania. The statement of the
research problem with main and specific objectives are presented. Then, research
questions, scope of the study and significance of the research are also given.
1.1 Cybercrimes in Mobile Money Services
Mobile money transaction is a mobile-phone based money transactions that offers
variety of services including: mobile banking, and mobile payments for services such
as water, electricity, television bills and many more services. Mobile money services
in Tanzania took its first step in the year 2008, when the Bank of Tanzania (BOT)
allowed the partner banks of Vodacom and Zantel to commence the service (di Castri
and Gidvani, 2014). Vodacom’s M-PESA and Zantel’s Z-Pesa (now known as
EzyPesa) were launched in 2008. Zain’s Zap in 2009 (now has become AirtelMoney), Tigo-Pesa in 2010 and recently Halotel’s V-Moneyfollowed, in 2015.
Reports show that by September 2015 mobile phone subscribers had reached
35,950,090 from 2,963,737 registered in 2005(Daily News, 2015).Also, since the
launching of mobile money transfer services to December 2013, eleven million
accounts of mobile money and about 153,369 agents had been registered by mobile
network operators (MNO) across the country serving 41% of the population.
Furthermore, TSh 3 trillion worth transactions of mobile money took place by
September 2015. The data show that, in Tanzania, out of 35% households; there is at
least one user of mobile money service (di Castri and Gidvani, 2014). Mobile money
1

transfer services cover areas like P2P (remittances), P2B (bill payments, loan
repayments, etc) and P2G (tax payments).
Mobile money services or mobile money transaction is a broad term that describes
using the mobile phone to access financial services. The term does not assume any
specific deployment model, or any particular transaction type; it merely describes a
service where a customer uses mobile technology to trigger a financial event. As
such, it encompasses information-only services e.g. a balance enquiry and
transactional services e.g. the use of mobile technology to send money to another
person or to pay for goods and services, as well as government payments of salaries
and benefits. Mobile payments and mobile banking are both part of mobile money
(Solin and Zerzan, 2010).
In this research, electronic transaction means any transaction which includes mobile
banking in banking system, e-payments such as electricity and water bills through
mobile phones.
The United States (U.S.) government officials, law enforcement, and policy makers
have described electronic crime as cybercrime in terms of computer, internet, or
advanced technology-related offences. The Federal Bureau of Investigation (FBI)
views cybercrime as an online fraud in many forms including Intellectual Property
Rights, Computer Intrusion, Online Extortion, Money Laundering, Identity Theft and
any internet facilitated crime (Finklea and Theohary, 2015).
The progress and development of electronic transaction of using mobile phones in
Tanzania which include mobile banking services, mobile to mobile money transfer
services and mobile money payment transactions is increasing each moment. Due to
2

this rapid improvement, security measures should be taken so as to ensure these
transactions are done in safe environment. Therefore, secure electronic transactions
environment must be formed. This should be done by skilled information technology
personnel and maintained by legal and regulatory framework. Given the development
of Science and technology, cybercrimes and cyber criminals will increase. Cyber
criminals are always looking for vulnerability points through which they can
penetrate and perform their illegitimate activities. Given this fact, various crimes are
committed by means of internet and mobile phones in the world. There are many
cases related to mobile money transaction theft and illegal uses of mobile phones.
Based on considerable cybercrime threat posed to the development of electronic
transactions and mobile money transactions, Tanzanian Laws have recognized
criminal activities on the internet and mobile financial services. For example, illegal
intrusion into a computer system can now be prosecuted with the current legislations
enacted by the Parliament of the United Republic of Tanzania through the Electronic
Transaction Act of 2015(The United Republic of Tanzania, 2015).
1.1.1 Mobile Money Services and Crimes in Mobile Money Transaction
Numerous studies on mobile money services and electronic crimes in mobile money
transaction have been conducted. These research works took place in different parts
of the world, including Africa, East Africa and Tanzania specifically. In this regard,
few instances are as noted below.
Mtewele (2011) conducted a study which examined the trends and impacts of
electronic transaction crimes in banking systems in Tanzania. The study discovered
that electronic transaction crimes in banking systems have different reasons for their
occurrences and also have strong impacts to various banks’ customers. It was
3

exposed that electronic transaction crimes are mainly contributed by unfaithful bank
staff who coopere with outsiders. Again, since no user or customer education is
provided regularly by banks regarding security related issues to customers, such
customers are generally vulnerable to electronic transactions crimes.
Senso and Venkatakrishnan (2013) examined the challenges of mobile-phone money
transfer services’ market penetration and expansion in Singida, Tanzania. The study
implemented cross-sectional survey to collect quantitative data from customers of
mobile money services. The study found out that there were significant challenges
affecting market penetration and expansion and regular use of mobile money. These
were such as lack of financial capital problems for agents, unavailability of network
coverage and regulatory barriers to mobile money payment systems which were
leading to low penetration level in Singida and Tanzania in general.
Mshangi et al. (2014) reported that 12.8% of users are victims of cybercrimes due to
visiting unhealthy websites in cyberspace. The research discovered that internet users
have risen to 5.63 million users in 2012 out of 46.9 million of population in
Tanzania. The trend is increasing at the rate of 416.98% per year hence expectation
of 7.34 million users of internet by December 2015. The increase in the number of
internet users has direct implication to the increase in cybercrimes affecting
information system. The Government of Tanzania has declared that about 320 people
were apprehended between July and December 2011 of which over one billion
Tanzania Shillings, Euro 8,897 and USD 551,777 were reported to have been stolen
through cyber.
Lubua (2014) acknowledged the provision of mobile money services by both
telecommunication companies and local banks. Data were collected from Forensic
4

Section of the Tanzania Police Force and users of the mobile money services. The
research used survey and experimental methods to obtain relevant data. It was
observed that, about 33.9% of the respondents were confident that they were secure
from the unsolicited use of their information submitted for mobile money use.
Furthermore, about 43% of the respondents perceived employees of the mobile
money companies to operate with low efficiency. This was due to delayed response
to requests submitted to the organization for support.
Harris et al. (2013) undertook a study on the privacy and security concerns
associated with mobile money applications in Africa. The study revealed that the
rapid adoption of mobile money use in Africa has been raising concerns regarding
the privacy and security of users. The transparency required of the now-financiallyincluded (particularly in nations with weak adherence to the rule of law and limited
privacy protections) have been leaving users vulnerable to abuse. Further, the
increasing complexity of mobile phone use that is indicative of mobile money
applications has been raising concerns regarding Africa’s preparedness for
heightened security threats that come hand in hand with increased use.
Mbuguah and Karume (2013) studied about trends in electronic money transfer in
Kenya. They argued that since 1990s there has been an increased use of electronic
money transfer in Kenya. For example, the clearing house has been automated; the
Central bank of Kenya has enforced a rule that requires banks to transfer funds over
one million Kenya shilling via electronic means. Given this fact, all banks have
automated teller machines, while telecommunication companies have since then
involved mobile money transfer. This has resulted in a trend where mobile money
transfer is increasingly being used.
5

The increasing use of mobile money services indicates a larger trend of greater and
more complicated mobile telephone use. While clients’ experience become more
mature and the acceptance of smart phone increases, mobile phones will become a
more attractive target to a wide range of cyber threats. Due to this, the hackers will
increase interest to mobile phones due to their linkage to financial accounts and
richness of information and data. In this situation, the customer might lose private
information and money, and be vulnerable to other forms of crime through exposure
via mobile device. Therefore, without appropriate consideration to security on the
devices that facilitate mobile money, the customer may be exposed to criminal
activities.
1.1.2 Major Trends of Crimes in Electronic and Mobile Money Transaction
The use of mobile financial services in Tanzania is increasing tremendously. It is
stated that about 45% of matured population in Tanzania uses a variety of mobile
money financial services (Lubua, 2014). In 2012 about Tshs 1.7 trillion passed
through different transactions by mobile phones. This has shown a relevant change of
financial operations from usual cash option to the application of mobile money and
internet (Ndulu, 2012). However, what is sad to reflect is, the increase of mobile
money uses in financial transactions have been coming with new problems. The most
prominent problem is the impact of cyber-crimes. Below are few mentioned cases
that have occurred in different locations in East Africa.

In Tanzania, information shows that 627 cybercrime cases were registered in 2012 to
Forensic section of Tanzania Police Force. As depicted in Figure 1.1, it is observed
that the rate of cybercrimes in Tanzania is increasing year after year. This
observation can be analyzed to mean that the growing rate of crimes related with
6

mobile money is caused by the increase of mobile uses for financial purposes like
mobile banking and mobile payments.

Figure 1.1: Cybercrime Trends in Tanzania
Source: Tanzania Police Force, 2012
In Uganda, a mobile money agent named Timothy Arinanye, 32, lost UShs 3.5m in
September 2013. He reported that a client came to the office with the aim of
depositing UShs 356,600. When the client was given the phone to put the pin
number, he transferred UShs 3,566,000 to his phone. Arinanye came to know latter
on while balancing the sales and when the client’s number was called, the owner
denied receiving the money and switched off the phone. When Arinanye called the
mobile operator (MTN) to block the money, MTN said that they could not block the
money without an order from the court. After Arinanye received the court order, the
money had been already withdrawn (Lake, 2013).
In Kenya, mobile money customers use phishing tactics i.e. fraudulent consumers
send fake SMS to mobile money agents from their phones. For example, one mobile
money agent receives an SMS from a person who claims to represent the largest
supermarket chain. The person claims that the agent has won US$ 1,200 in a draw
7

that was carried out recently by the company. However, the received SMS requests
the agent to send some money to the person’s account in order for the winnings to be
activated. The agent obliges and transfers the funds. Next time when the agent talks
to the customer about the winning funds, the customer claims that the funds
transferred were not enough, and additional money was required. The agent borrows
the additional funds from another source promising to repay with interest of 10% per
month. After sending the money a second time, when she tries to call the recipient,
she finds out that the number is not available. When the agent contacts the mobile
operator’s call centre, the reply given is that there is no such promotion going on and
several consumers have complained of being defrauded in a similar manner (Mudiri,
2012).
As explained in this subsection, it is clear that mobile money-related crimes are
increasingly becoming essential. The data depicted in Figure 1.1 have shown that
over the past few years, several serious cases of fraud have been reported and which
have raised concerns within the industry. As mobile payments begin to scale up in
many markets, new products are introduced and customers are increasing rapidly,
there is direct implication to the increase in crimes. Therefore, there is growing need
to conclusively address fraud in Tanzania.
1.2 Social Engineering
Security threats and security risks are significant parts of organization’s practices.
Most of the well-known security risks have been addressed by either of the following
approaches: technology, policy, or education. As technology grows, new types of
threats emerge. Threats that take advantage of human weaknesses rather than
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technical vulnerabilities have risen. Social engineering is the best example of these
types of threat that have emerged in the context of information security.
Social engineering activities have caused many financial and social costs to the
society. For example, Global online consumers lost US $110 billion when 556
million consumers were offended in more than 30 million hacking incidents like
phishing in the year 2012 (Nagunwa, 2014). Again, Tanzania lost six million US
dollars through cyber-related fraud crimes, which include card skimming and
Automated Teller Machine (ATM) thefts. As a result of this, more than 300
cybercrime cases were investigated; some of them are in the court of law
(Kiishweko, 2014). Tanzania Communication Regulatory Authority (TCRA), has
been receiving complaints from consumers regarding unsecure environment in
communication services that endangers consumer by allowing fraudsters to send
false, deceitful and misleading messages. In October and November 2015, TCRA
and police received 42 cybercrime incidents in which each was expected to cause the
loss of about twenty five million shillings (Mhagama, 2015). Moreover, TCRA
claimed to arrest two individuals for fraudulent use of communication networks.
These operated international gateway to receive and transmit telecommunication
traffic without TCRA’s licence. The incident caused the loss of over Tshs 4.3 billion
(PRNewswire, 2015).
There are many definitions of social engineering from different scholars and
perspectives. Here few of them are mentioned in a general way and in the context of
information security specifically. Social engineering, in the context of information
security, is manipulation of people to get them to unwittingly perform actions that
cause harm (or increase the probability of causing future harm) to the confidentiality,
9

integrity, or availability of the organization’s resources or assets, including
information, information systems, or financial systems (Software Engineering
Institute, 2014). It is the act of criminals to send SMS phishing or voice phishing and
trick the victims by convincing them to provide their details such as bank details,
ATM PINs and mobile money PINs (Kileo, 2014).
ASSOCHAM and PwC (2015)defined social engineering as the act of a thief
convincing an employee that he is supposed to be let into the office building, or he
convince someone over the phone or via e-mail that he’s supposed to receive certain
information. It refers to the techniques used by thieves to attack human elements
especially in organizations to bypass technical controls and steal personal
information. It involves exploiting the natural tendency of a person to trust others,
especially people with whom they have some sort of relationship (Mlay, 2015).
Mitnick and Simon (2013) assumed a general meaning of social engineering as uses
of influence and persuasion to deceive people by convincing them that the social
engineer is someone he is not, or by manipulation. As a result, the social engineer is
able to take advantage of people to obtain information with or without the use of
technology. Social engineering stands for a type of assurance plot intended to gather
information, get computer system access or commit crime. It takes advantage of
human psychology, such as cognitive limitations and biases, which the invader
utilizes to trick the victim. Social engineering is a use of psychological knowledge to
trick a target victim into trusting the engineer, and ultimately revealing information
(Allen, 2007).
The criminal organizing the social engineering events may have one or more
malicious purposes that correspond to the planned impact to the institute, such as
10

disruption, or information compromise and financial loss. It is not necessary for a
social engineer to have huge technical skills, but it depends mainly on social ability.
For example, a social engineer can call mobile network operator’s customer care unit
and act as if he /she is an IT help desk technician inside the company something
which may result in achieving the essential information to commit the offence. Social
engineering involves establishing trust, invoking sympathy, instilling fear, and any
other human emotion that will result in taking the next step towards obtaining the
perpetrator’s goal (Hall, 2012).
1.2.1 Psychology of Social Engineering
All of the above mentioned authors have the same opinion that the most important
intention of a Social Engineering attack is the human. Human being is considered by
the majority of the writers to be the weakest point of vulnerability. Therefore, social
engineering attacks control personality nature of human being. Social engineers learn
to influence the human traits such as lack of caution, helpfulness, ignorance, fear,
greed, trust and desire to be liked to direct their objectives. Each of these personal
behaviours grant the opportunity for the offender to trick the victim into doing the
criminal’s desired actions. The study of psychology shows that, a human being has
the nature of fear to get into trouble and tries to escape from it, to be helpful for
needy people, the nature to trust people, the nature of getting something free or
without doing much of work. Social engineers try to attack this nature, thus people
need to be trained to defend against it (Hasan et al., 2010). Therefore, social
engineers learn to make use of human characteristics so as to collect information of a
certain organization or individual.
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Trust is the main characteristic used by social engineers to explore their wishes. It is
the most useful alternative to deceive the victim. During early stages of conversation,
social engineers fool around on the natural desire of most people to believe another
person. When talking about trust, the world’s most famous hacker, Kevin Mitnick
clarifies in his book The Art of Deception – Controlling the Human Element of
Security:
“…Why are social engineering attacks so successful? It isn’t because
people are stupid or lack common sense. But we, as human beings, are
all vulnerable to being deceived because people can misplace their
trust if manipulated in certain ways. The social engineer anticipates
suspicion and resistance, and he’s always prepared to turn distrust into
trust. A good social engineer plans his attack like a chess game,
anticipating the questions his target might ask so he can be ready with
the proper answers. One of his common techniques involves building
a sense of trust on the part of his victim. How does a con man make
you trust him? Trust me, he can.” (Mitnick and Simon, 2013).
1.2.2 Social Engineering Attack Lifecycle
There is a regular pattern related to social engineering attack. Mitnick and Simon
(2013) mentioned four phases of a social engineering attack as depicted in Figure
1.2. The phases are Information Gathering, Developing Relationship, Exploitation
and Execution. It is called the lifecycle of social engineering attack. The phases can
be recursive and iterative until the offender attains the objective.
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Figure 1.2: Social Engineering Attack Cycle
Source: Mitnick and Simon, 2013

Information Gathering: a social engineer uses different techniques to acquire
information of the organization or individual. Information can be obtained from
public sources or open source information, for example, phone lists, website content,
organization charts, organizational magazines and marketing brochures. Personal
information and identifiers like passwords, personal homepage, employee number,
date and place of birth, social security number, mobile money PIN and driver’s
licence number

are desired individual’s information. The main purpose of this

phase is to achieve as much information as possible about the intended victim in
order to build a relationship and trust in the second phase.
Developing Relationship: Developing the relationship between the attacker and the
victim is about building trust, or rapport as it is commonly referred to within the area
of research of Social Engineering. This is done by the human nature of being trusting
13

and helpful. The attacker here focuses on being trusted and liked by the victim as
well as keeping away doubts about their criminal target.
Exploitation: The third phase is exploiting the relationship by getting the target to
expose information, such as credit card numbers, passwords and secret information
to the aggressor. This could be the final target of the attack, or the initial point of the
becoming phase.
Execution: This is the final phase of the attack cycle. It utilizes the gathered
information from previous stages. The attackers will either implement a technical
attack, a non-technical attack or use the gathered information to start another social
engineering attack.
1.3 Statement of the Problem
Social engineering as a form cybercrime tactic is rampant and persistent worldwide
and in Tanzania specifically. The rapid growth of use of mobile money services
directly will increase the cybercrime activities through social engineering. This
endangers the safety of mobile money customers and their mobile money accounts.
Several attempts have been made to mitigate social engineering cybercrimes such as
user educational campaigns, technology and legal frameworks.
So far there is no a generally accepted body of information that identifies typical
phishing messages or conversation and other social engineering activities. Lack of
such information renders the mobile money users vulnerable to criminals. This study
proposed a framework for analyzing messages and conversations and identify
suspicious messages typical of cybercrime related activities.
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1.4 General Objective
This research intended to investigate the social engineering techniques used by
criminals and propose a framework that could be used to discover deceptive
messages and conversations used in mobile money theft in Tanzania.
1.4.1 Specific Objectives
The following specific objectives accompanied the main objective:
i.

To investigate the common and effective social engineering techniques
used by social engineers to steal mobile money information in Tanzania.

ii.

To propose a framework that can be used to discover deceptive messages
and conversations used in mobile money theft.

1.5 Research Questions
This research was conducted by answering the following research questions
i.

What are the common and effective social engineering techniques used by
social engineers to steal mobile money in Tanzania?

ii.

Can there be a framework to discover suspicious social engineering
activities in mobile money theft?

1.6 Significance of the Study
In view of contribution to knowledge, the study will reveal the common social
engineering techniques, organize them in a systematic body of knowledge and
propose a framework for discovering social engineering techniques. This will help to
provide some information for education of mobile money users so as to improve
security. The research will also help to recognize social engineering as a threat. It
will show why it is insufficient to only depend on technical controls when protecting
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information assets of an individual and organization, but also there is a need to
consider non-technical approach on defending information.
1.7Scope of the Study
This study was confined to investigate matters concerned with electronic transaction
in part of mobile money services only which are offered by mobile phone network
operators. For example, transferring money from one mobile number to another
electronically, mobile money payment services such as electricity and water bills.
Other electronic transaction services such as ATM and e-commerce computer-based
payments were not taken under consideration in this study because they were not
directly connected with mobile phones. Also the study will not take under
consideration web and email based social engineering matters.
The research was based on services provided by M-PESA, TIGO-PESA, AirtelMoney, Ezy-Pesa and V-Money. These services are offered by the most mobile
network operators in Tanzania and together they contribute a large number of
customers.
1.8Organization of the Study
This research is structured as follows. Chapter deals with literature review of the
research. It gives brief explanation of mobile money transaction in Tanzania.
Theoretical and conceptual frameworks of the study are also explained. The
methodology that was used to carry out this research is explained in chapter three.
The strategies, sampling and data collection methods that used were discussed here.
Also the chapter presents validity, reliability and data analysis techniques that were
applied.
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Chapter four is about the results generated by the study. The significant results to
cybercrimes, electronic transaction and mobile money transaction crimes discussed
in this chapter suggest appropriate and suitable measures to be taken on minimizing
or eliminating electronic transaction crimes associated with mobile money in
Tanzania.
Chapter five gives the summary of the findings and recommendations. These
recommendations are made to mobile money transaction stakeholders including
mobile network operators, mobile money agents and some governmental institutions
like law enforcing organs. Also the areas for further research related to this study are
given in this chapter.

17

CHAPTER TWO
LITERATURE REVIEW
2.0 Introduction
According to Kombo and Tromp (2006) literature review is the works the researcher
consults in order to understand and investigate the research problem. They add that it
is an account of what has been published on a topic by accredited scholars and
researchers (Kombo and Tromp, 2006). They point out that it is a critical look at the
existing research which is significant to the work that the researcher wishes to carry
out and examine in detail. This involves examining books, magazines, internet
articles, journals and dissertations reflecting on the study to be conducted.
2.1Mobile Money Services
Solin and Zerzan (2010) definemobile money as a broad term that describes use of
the mobile phone to access financial services. The term does not assume any specific
deployment model, or any particular transaction type; it merely describes a service
where a customer uses mobile technology to trigger a financial event. As such, it
encompasses information-only services (e.g. a balance enquiry) and transactional
services (e.g. the use of mobile technology to send money to another person or to pay
for goods and services, as well as government payments of salaries and benefits). It
also includes mobile payments and mobile banking as the types of mobile money
(Solin and Zerzan, 2010).
According to United Nations Conference on Trade and Development (2012) mobile
money is used to refer to money stored using the Subscriber Identity Module (SIM)
in a mobile phone as an identifier as opposed to an account number in conventional
banking. It is value issued by Mobile Network Operator (MNO) and is kept in a
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value account on the SIM within the mobile phone that is also used to transmit
transfer or payment instructions, while corresponding cash value is safely held in a
bank. The balance on the value account can be accessed via the mobile phone, which
is also used to transmit instant transfer or payment instructions.
2.1.1 Mobile Money Services in Tanzania
Commencement of mobile money services in Tanzania started in April 2008 when
Vodacom launched its mobile money transfer platform, known as M-PESA. In the
same year Zantel introduced its mobile payment service called Z-PESA where was
upgraded and re-launched in 2012 as Ezy Pesa. Later on the service was also adopted
by other mobile network operators. Zain launched Zap (now Airtel Money) in 2009
and Tigo Pesa followed in 2010 (di Castri and Gidvani, 2014).
The mobile money services penetrated to banking service where National
Microfinance Bank (NMB) was the first bank in Tanzania to introduce the mobile
banking services. NMB branded its mobile banking service as NMB – MOBILE.
Other banks such as Corporative Rural Development Bank (CRDB) introduced
SIMBANKING, Tanzania Postal Bank (TPB) came up with the service called
UHURU MOBILE. In mobile banking, customers use mobile phones to access their
bank accounts via their SIM cards registered to mobile network operators. Banks
have shown an increased interest towards mobile money services, for example the
NMB bank has its own mobile platform called “Pesa Fasta” that lets its customers to
use their mobile phones to send money to any person in
Tanzania (InterMedia, 2013). The platform requires both sender and receiver to hold
NMB account (Hawaiju, 2013).
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2.1.2 Information and Network Security
By definition, social engineering entails the risks posed by social engineering
activities by compromising the three basic aspects of security i.e. confidentiality,
integrity and availability. Security attacks whether a social engineering or any other
attack, can cause a loss of control over information, information system, network or
data. Here the definitions of basic terminologies and concepts associated with
information security are provided:
Information Security: It is also referred to as computer security or network security.
(Stallings, 2006) defines computer security as the protection afforded to an
automated information system in order to attain the applicable objectives of
preserving the integrity, availability, and confidentiality of information system
resources (this includes hardware, software, firmware, information/data, and
telecommunications). In this definition, the main purposes of information security
were mentioned. That is to protect confidentiality, integrity and availability,
terminologies that are frequently referred to as the CIA triad.
Confidentiality: This refers to preventing illegitimate access or disclosure of
sensitive information, incorporating with the protection of privacy of users and
proprietary information.
Integrity: This refers to guarding against improper modification or destruction of the
data and thus ensure non-repudiation and authenticity of information.
Availability: This refers to guaranteeing timely and reliable access to and use of
information.
To ensure that the organization achieves the objective of information security, it must
identify the security requirements and describe the roadmap to meet the
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requirements. For this reason, Open Systems Interconnections (OSI) provides a
systematic structure for defining security attacks, mechanisms and services.
Security attack: This means any action that compromises the security of
information owned by an organization. There are passive and active attacks. Passive
attacks include unauthorized reading of a message of a file and traffic analysis, while
active attacks are like modification of messages or files, denial of services,
masquerade and replay.
Security mechanism: This is a process that is designed to detect, prevent, or recover
from a security attack. Examples of security mechanisms include encipherment,
digital signature, access control and authentication exchange.
Security service: This means processing or communication service that enhances the
security of the data processing systems and the information transfers of an
organization. The services are intended to counter security attacks, and they make
use of one or more security mechanisms to provide the service. Security services
include data confidentiality, data integrity, nonrepudiation, authentication and access
control.
2.1.3 Social Engineering Attack
As previously stated, social engineering is all about influencing people to become
interested in giving out classified information, or doing wrong actions without their
consent. It is like a trap of acquiring someone’s trust and confidence; in consequence
people are defrauded after attaining their trust and confidence. Social engineering
relies predominately on establishing and exploiting trust (Spinapolice, 2011). By
means of generating trust with organization’s staff, the attacker is capable of
achieving confidential information that he or she would not obtain otherwise. The
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main purpose of social engineering attack is to obtain understanding or permission to
gain access to information system.
Standing on what social engineering tries to achieve, a social engineering attack can
be defined as an attack that uses social means such as deception and manipulation in
order to gain access to information technology (Evans, 2009). For example an
aggressor calling up a staff and acting as if he is from the IT team and attempting to
persuade them to give up a password or pretending to be someone in a position of
authority like technical expert for the purpose of gaining desired information of an
organization.
2.1.4 Taxonomy of Social Engineering Attacks
Due to the fact that social engineering is making use of human traits, social engineers
apply numerous ways of deceiving victim to reveal information. This fact has
resulted in the existence of many types of social engineering attacks. These attacks
fall under two main categories: human-based social engineering attack and technicalbased social engineering attack (Stergiou, 2013; Software Engineering Institute,
2014). The attack that is being engaged is based on the capability, strength and skill
of the attacker.
2.1.4.1 Human-based Attack
The attacker interacts or communicates directly with the people without using
technology, for instance face to face interaction or using telephone. Among these
types include impersonation, shoulder surfing, reverse social engineering, dumpster
diving and quid pro quo.
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Impersonation: Is creating a character and playing out a role to deceive others. An
attacker who uses impersonation usually pretends to be someone in a position of
authority, such as a phone company representative, bank representative, or technical
support expert. The attacker calls or physically approaches a victim and attempts to
persuade the victim to provide sensitive information.
Shoulder Surfing: Looking over the shoulder of an individual as he types in his
access code, password and PIN on a keypad for the purpose of committing this to
memory so as to reproduce it later on (Allen, 2007).
Reverse Social Engineering: The main aim of reverse social engineering is to get
information by having the victim ask the questions rather than the attacker.
Normally, when employing this type of attack, the attacker will disguise the person
of an authority figure within the organization. Utilizing this authority characteristic
can yield a great deal of information to the social engineer based on the questions
asked by the victim.
Dumpster Diving: This involves searching through garbage of an individual or
organization thrown away in order to obtain potentially useful information that
should have been disposed of more secured place.
Quid Pro Quo: It is a Latin word that means “something for something” or “give
and get”. In social engineering, the attacker promises the victim something in return
for cooperation. The attacker makes the victim believe that he/she will benefit from
helping the attacker in achieving his/her target (Spinapolice, 2011).
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2.1.4.2 Technical-based Attack
The attacker communicates with people by means of technology such as email and
internet, generally using electronic media. This group of attacks includes pretexting,
phishing, social media, malware, and so on.
Pretexting: Many social engineers use this technique. It is the practice of getting
personal information under false pretenses (Federal Trade Commission for the
Consumer, 2006).
Phishing: It is the most common computer based form of social engineering.
Phishing attacks search for the victim meaning the attacker is not waiting for the
victim to come to him. These attacks normally extract on the friendliness and
scarcity of human traits. Phishing attacks are attempted via a message, phone call,
email and in person (McQuade, 2006).
Social Media: Social Engineers use information they get from several places
including social networks profiles such as facebook, Twitter, etc, to attack individual
or organization. Many companies use social media to broadcast their information
messages to the world. This is specifically marketing information messages for the
purpose of advertising the company’s products. But also, sometimes, they show the
organization’s structure. It is therefore easier for a social engineer to access them and
apply them against the company (CSO Business Risk Leadership, 2012).
Malware: It is a type of malicious software that is secretly downloaded against the
victim’s device. The main aim is to activate malware to capture sensitive information
such as passwords, PINs, keystrokes, and transmit them to the attacker (Hall, 2012).
Viruses, Trojans, worms and bots exemplify types of malicious software.
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2.1.5 Mobile Money Social Engineering Attacks
The rapid growth of mobile money services acceptance has resulted into increasing
number of variety forms of types of fraud. Mobile attacks have rapidly grown
recently and promise to be the future of phishing (Nagunwa, 2014). Among such
potential key fraud and security attacks to Mobile Money Services include social
engineering. Some of the types of mobile money social engineering attacks are
mobile malware, smishing, vishing, mobile phone phishing, impersonation of
company officials and theft of mobile device (Subex, 2012).
Mobile Malware: The increasing attractiveness of smart-phones use in the world has
led to the advancement of mobile services such as mobile payments, mobile banking
and mobile money remittance. This makes mobile phones prone to criminals.
Different types of malwares have been developed by Fraudsters to capture data from
smart-phones. Mobile Malwares are designed to steal personal data from the phone
and then transmit them to the attacker.
Smishing: It is also known as SMS Phishing. Smishing is a social engineering
technique used by criminals to send deceitful and misleading text messages (Short
Message Service –SMS) to the victim’s mobile phone. The sender’s aim is trying to
take sensitive information such as passwords, mobile money PINs or credit card
details of the recipient.
Vishing: Vishing or Phone Phishing is a social engineering technique that fraudsters
use the telephone to lure customers into providing personal details to phishers.
Victims are contacted by means of telephone and asked to provide sensitive
information. This technique involves using voice over IP (VoIP) to imitate a
legitimate sound of employee of a company that the customer trusts (Hall, 2012;
Nagunwa, 2014).
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Mobile Phone Phishing: The development of smartphones made the android
operating system as the main target of mobile threats. More than 1,300,000 android
malware were observed in 2012, raised to 58% compared to 2011 (Symantec
Corporation, 2013; TrendLabs and TrendMicro, 2012). These malwares are used by
phishers to generate phishing SMS. The generated phishing SMS is then transmitted
by a malware to a phishing website which when accessed by the recipient’s cell
phone, the personal data are compromised.
Impersonation of Company Officials: Fraudsters are disguised as MNO company
representatives and visit to mobile money agents for the purpose of stealing money
from agent’s accounts. A good example of this form of social engineering attack is as
explained in the following scenario. “A lady and a gentleman visited an M-PESA
outlet, claiming to be Safaricom supervisors. The two wore valid looking M-PESA
badges and even carried M-PESA promotional material for the outlet. The two
inspected the outlet’s log books then left. About 20 minutes later, a man came to the
same outlet requesting to withdraw KSH 35,000. The man was allowed to withdraw
the desired KSH 35,000 and went ahead to initiate the withdrawal from his phone.
Shortly after, the outlet attendants received an SMS purporting to record and
authenticate the old man’s withdrawal transaction. The SMS received by the
attendant had a valid looking M-PESA transaction number and the old man’s
purported names which were verified against an original national ID which he
presented. The M-PESA attendant, convinced about the validity of the transaction
paid out the KSH 35,000. The M-PESA attendant continued with the next customer,
expecting their float to have increased by KSH 35,000 as a result of the withdrawal.
The expected float was then not reflected in the valid M-PESA SMS after the next
customer’s transaction. The M-PESA attendant shortly after called Safaricom’s M26

PESA service line for clarification and the service support person on the other end
reported that the transaction withdrawing KSH 35,000 was not reflected in the MPESA system” (Subex, 2012).
Theft of Mobile Device: It is very important to maintain and protect the control of a
mobile device specifically the one which uses mobile money. The device should be
handled with care at all times and it should be made sure it is securely stored in the
situation that is left unattended. The loss of mobile phone could possibly set the
confidential information stored in it to the hands of criminals.
2.2 Theoretical Literature Review
A theoretical framework is a collection of interrelated ideas based on theories. It is a
reasoned set of prepositions, which are derived from and supported by data or
evidence. It attempts to clarify why things are the way they are based on theories. It
is a general set of assumptions about the nature of phenomena (Kombo and Tromp,
2006). This study was guided by Theory of Deception (ToD) and Principles of
Influence.
2.2.1 Theory of Deception
According to Grazioli (2004) “the Theory of Deception describes the information
processing involved in both deceiving and detecting deception. It states that
individuals detect deception by noticing and interpreting anomalies in their
environment in light of the goals and capability for action that they ascribe to others
with whom they interact. The interpretation process is triggered when individuals
notice inconsistencies between their experience and their expectations about their
experience”. The procedure by which customers can discover deception is clarified
by this theory. According to ToD, detection is a cognitive process that consists
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investigating different cues such as body language, tones and words. The four factor
model reveals that people are disposed by four behaviours when they are lying which
are arousal, attempted control, felt emotions and cognitive effort (DePaulo et al.,
2003; Zukerman and Driver, 1985).
The first behaviour is due to the fact that people become extra aroused or nervous
when they are telling lies rather than when they are speaking truth. The second is due
to the reason that people do not want to be caught when they are lying. They hardly
try to control their behaviours when lying, in consequence some parts of the body
give away the hidden deception. The third behaviour, emotion, expose the criminals
because the deceptive character is the companion of negative pessimistic emotions
such as guiltiness and possibility of being caught. The last behaviour is a cognitive
effort. This necessitates a liar to go on with his/her story wherever he/she goes. The
liar is required to tell the same story as has already said. He/she must possess big and
good memory. This situation will force the liar to take more time when responding to
questions because of thinking what has been said before. Therefore, investigators
look for cues that will direct them to know and conclude whether the received
message is a deceptive one or not.
2.2.2 Principle of Influence
According to Cialdini and Guadagno (2005) influence refers to the change in one’s
attitudes, behaviour, or beliefs due to external pressure that is real or imagined.
Besides, there are principles recommended by Mitnick (2013) in his book The Art of
Deception – Controlling the Human Element of Security. These principles explain
why social engineering works. The book mentions some of human behaviours that
Cialdini and Guadagno talk about. They give explanations of the reasons why people
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react as they do on influence. They define six basic principles that force the tendency
of human being. The following are six principles that derive the individual’s
influence and their description taken from Mitnick (2013).
Liking: People have a tendency to comply when the person making a request has
been able to establish himself as likeable, or as having similar interests, beliefs, and
attitudes as the victim.
Authority: A person can be convinced to comply with a request if he or she believes
the requester is a person in authority or a person who is authorized to make such a
request.
Social Proof: People have the tendency to comply, when doing so appears to be in
line with what others are doing. The action of others is accepted as validation that the
behaviour in question is the correct and appropriate action.
Reciprocation: Humans may automatically comply with a request when they have
been given or promised something of value. When someone has done something for
another person, the person feels an inclination to reciprocate. This strong tendency to
reciprocate exists even in situations where the person giving the gift hasn’t asked for
it i.e. willing to repay kindness with kindness.
Consistency: People have the tendency to comply after having made a public
commitment or endorsement for a cause. Once people have promised to do
something, they don’t want to appear untrustworthy or undesirable and will tend to
follow through in order to be consistent with their statement or promise.
Scarcity: People have the tendency to comply when it is believed that the object
sought is in short supply and others are competing for it, or that it is available only
for a short period of time.
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2.2.3 Applicability of the Theories in this Study
The theory of Deception suits this study in the sense that the victim’s capability of
detecting phishing, deceptive messages and conversations relies on his/her ability to
discover criminal’s behaviour. In this applicability, the victim is responsible for
studying cues shown by the criminals during their conversation so as to successfully
note suspicious traits like words, sound tones and body languages. This theory offers
a clear picture of how to find out a criminal when trying to use his/her behaviours to
deceive people. The opportunity of offenders to succeed in their missions of cheating
is cancelled. Moreover, the governmental authorities and the society at large can use
this theory in combating crimes so as to eradicate mobile money theft in Tanzania.
The second theory i.e. the principle of influence can be used by everyone for their
assistance. They can apply the six principles of influence to help them keep away
from engaging in conversations that will lead them to give away individuals or
organizational information. The theory through its six principles gives a clear
depiction on how to know conversations that aimed at enforcing people into
revealing secret information. The individual in particular can use this theory to divert
himself from this type of conversations. Furthermore, the government can use this
theory in fighting social engineering crimes by educating citizens on how to
understand social engineering attacks. As a result, people will be capable of
defending themselves against these crimes and therefore the whole nation can be free
from the effect of social engineering crimes.
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2.3 Empirical Literature Review
2.3.1 Types of Mobile Money Frauds
There are several definitions of cybercrime given by different scholars and industry
professionals. Symantec Corporation has defined cybercrime as any crime that is
committed using a computer or network, or hardware device (Finklea and Theohary,
2015). This includes frauds in computer systems and in mobile financial services.
Computer fraud in its most simplistic form can be described as stealing something of
value by means of computers. This can extend to as far as fraudulently giving
instructions to computer to transfer funds into a bank account or using a forged bank
card to obtain money from a cash dispenser.
Fraud in the context of mobile money is the intentional and deliberate action
undertaken by players in the mobile financial services ecosystem aimed at deriving
financial gain either in cash or e-money and/or denying other players revenue or
damaging the reputation of the other stakeholders (Mudiri, 2012). Mudiri, outlines
five categories of fraud in mobile financial services namely, Consumer Driven Fraud,
Agent Driven Fraud, Business Partner Related Fraud, Mobile Financial Service
Provider Fraud and System Administration Related Fraud.
2.3.1.1 Consumer Driven Fraud
Consumer driven fraud is fraud that is initiated by impostors posing as customers. Its
targets are agents, other consumers, businesses and mobile financial service
providers. It is the most common fraud in mobile money industry and goes beyond
different stages of the deployment. Some of the examples of types of consumer
driven frauds are Counterfeit (fake) money, Phishing, Unauthorized access of agents’
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transaction tools, SMS spoofing, Fake SMS, Unauthorized PIN access and
Impersonation of business organizations.
2.3.1.2 Agent Driven Fraud
Agent driven fraud is facilitated from within the agent network. It is started and
operated by agents or their employees. Among the types of agent driven frauds are
unauthorized access to customers’ transaction PINs, registration of customers with
fake details, registration of non-existent customers, money laundering on mobile
financial service platform, theft of funds, unauthorized withdrawals from agent
accounts and illegal sale of agency transaction tools.
2.3.1.3 Business Partner Driven Fraud
Business partner driven fraud is illustrated by the fraudulent activities committed
from the business partner’s network. These activities may be committed by
employees on the company, employees on customers and partner businesses on the
mobile money operator. Business partner driven frauds types include, illegal
transfers from business mobile money account, employees and fraudsters link wrong
numbers to bank accounts and illegal reversal of customer payments to the business.
2.3.1.4 Mobile Financial Service Provider Fraud
A mobile financial service provider fraud is a range of fraudulent activities carried
out by the mobile financial service providers’ employees. The fraudulent activities
are carried without authorization of the business. The best incident to exemplify
mobile financial provider frauds is how MTN Uganda lost USH9 billion. Press
reports that the members of MTN staff took advantage of loophole that appeared
during the upgrade of the system to steal the money (Mbaga, 2012; Lake, 2013).
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Examples of these types of fraud include unauthorized SIM swaps, illegal transfer of
funds from customer accounts, unauthorized access of suspended/dormant accounts,
unauthorized access of customer payment records and unauthorized access of agent
transactional data.
2.3.1.5 System Administration Driven Fraud
System related fraud consists of all fraudulent activities that affect the mobile money
operation through system weaknesses and processes. This type of fraud cuts across
many mobile money services stakeholders such as agents, businesses, and mobile
money operators. The key examples of system drive frauds are abuse of passwords,
creation of fake or non-existent users, individual users with multiple rights and weak
password or transaction PIN strength.
2.3.2 Vulnerabilities of Mobile Money Services
Vulnerability can be defined as a weakness in a specific system or sector arising
from weak control measures that are endogenous in nature. Vulnerability also arises
from the inherent nature or environment of the particular sector as a result of the
products and services offered (Chatain et al., 2011). Based on Word Bank’s risk
factors, there are four generic vulnerabilities of mobile transactions namely:
anonymity, elusiveness, rapidity, and poor oversight.
Anonymity: In mobile money perspective, anonymity refers to the risk that a
criminal may get access to mobile money using a fake identification or may be
allowed to access the services by not disclosing his identity to the mobile network
operator (MNO).
Elusiveness: In the use of mobile money to allow easier movements of money
elusiveness can occur. It is the act of hiding the true originator and receiver of a
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transaction, for example, mobile phone pooling. One person is responsible for
controlling a mobile phone which is used by many people in the community. The
phone will be registered by only one owner, and not every person who uses that
particular phone in the community. A criminal can use the phone to do illegal
transactions with confidence because the phone is not registered to criminal’s
identity.
Rapidity: This can be achieved by the simplicity of mobile money programs. It is
the capacity of people to use mobile money platforms rapidly and practically
anywhere at any time. This can aid efforts to layer a transaction. Layering is the
practice of obscuring the origin of funds by complicating their path (for example,
transferring them frequently through different accounts within an authority, and even
between authorities). A criminal sitting in one spot with several phones in hand could
easily move funds across multiple mobile money accounts.
Poor Oversight: The risk of poor oversight has emerged because current and
emerging

mobile

money

programs

may

fall

outside

anti-money

laundering/combating the financing of terrorism regulations in some countries.
2.3.2.1 Vulnerabilities of Human Psychology
Because human beings pose the greatest threat to information assets and that is
regarded as the weakest point of vulnerability to organization, on this particular
regard Mitnick says:
“…The biggest threat to the security of a company is not a computer
virus, an unpatched hole in a key program or a badly installed
firewall. In fact, the biggest threat could be you” (BBC NEWS, 2002).
It is therefore very essential to mention some of the human psychological
weaknesses that social engineers use to exploit information from the
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company. There are twelve categories of social psychological vulnerabilities
(Jordan and Goudey, 2005; Nohlberg, 2008):
Inexperience: People who are ignorant of the security needs are obviously at risk.
Curiosity: Human curiosity can make people do things that can be dangerous, such
as opening attached files.
Greed: Classic examples here are the Nigerian scams, as well as emails informing of
free bonuses etc.
Diffidence: Respect for authority.
Courtesy: It is in human nature to be helpful, and humans have hopes for
reciprocation even when helping a stranger.
Self-Love: Humans pay close attention on how others regard us, something that can
be exploited for instance by someone asking one’s opinion on something.
Credulity (Gullibility): Most humans take everything at face value, an approach
which probably is required for society to work. It does, however, present a notable
vulnerability.
Desire: In this case it is the material desire to own, and the fear of being left out of
potential gains.
Lust: One of the most powerful emotions. Not the same as desire, because it
motivates on its own accord. For instance the promise of nudity, or even sex, can act
as a motivator using lust.
Dread (Fear): The fear of harm to oneself, or something/someone treasured. An
example is a threat of data loss if specific patches are not installed.
Reciprocity: The obligation to repay favours and injuries, perhaps one of the most
fundamental requirements for a working society. This can be done by suggesting that
the mark is indebted to the attacker in some way.
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Friendliness: When being approached in a friendly manner, the reaction is likely to
be friendly. An example of attack is for instance Christmas Greetings, birthday gifts
etc.
The aforementioned psychological characteristics together with six principles of the
tendencies of human behaviour can explore much vulnerability and can be applied to
know the human factor.
2.3.3 Security Threats to Mobile Money Services
According to Stallings (2006) a threat is a potential for violation of security, which
exist when there is a circumstance, capability, action, or event that could breach
security and cause harm. That is, a threat is a possible danger that might exploit
vulnerability. In the context of mobile money, a threat is defined as the likelihood
mobile money may be attempted to be stolen (Chatain et al., 2011). Actions such as
loss of mobile devices, malware, poor security design within mobile money apps and
money laundering are identified as the factors that threaten the security of mobile
device.
The probability that a mobile device can be stolen, misplaced or lost is very high.
Therefore, there is a danger of losing money when the device falls under physical
control of an attacker. Harris et al. (2013) report that nearly 5 percent of mobile
devices issued to employees are lost annually and that only 30 percent of mobile
users protect their devices with passwords and data encryption. Hence, the possibility
of someone other than device’s owner using it to gain access to mobile money is
large.
Another threat posed to security of mobile devices is malware. Activities such as
SMS sending and receiving, bluetooth massages and internet downloads are used to
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spread viruses in communication network. Hence, malware can be used by the
attacker to steal sensitive information from user’s device (Afanu and Mamattah,
2013). A poor security design within mobile money apps also poses another threat to
mobile money security. A weakly implemented encryption inside mobile money
application can give the loophole to a technically skillful enemy to breach the
security of the device. As a consequence, the enemy will gain access to mobile
money account and steal the money. In fact, mobile apps have become the new threat
vector because cybercriminals use the advantage to supply malware and phishing
attack under the appearance of legitimate apps (EMC Corporation and RSA, 2013).
Cybercriminals take advantage by installing malware programs into mobile devices,
specifically android smartphones which appear to be legitimate apps.
2.3.4 Security Protection Against Fraud and Recovery
The primary security protection against mobile fraud is to recognize and deal with
potential vulnerabilities and threats (Solin and Zerzan, 2010). Protecting sensitive
and confidential information stored into mobile device such as passwords, PINs,
account numbers and any other customer related data is inevitable. Data collected by
providers like customer’s transaction history, customer’s income level and
customer’s profile information must also be protected. To safeguard the
abovementioned information and any other information that may risk the security of
mobile money transaction the following mechanisms should be deployed.


Customer (account holder) and mobile device registration through Know
Your Customers (KYC) procedures



Mobile device must be under physical control of its owner at all time

37



Encryption of confidential data that are stored or transmitted on mobile
device



Mobile phone owner should ensure that he/she always installs only trusted
applications on his/her device



Installation of preventive and detective software such as antivirus and
malware scanners in order to defend the device against malicious
applications



Avoid storing sensitive information on to mobile device



Controls over password length and number of entry attempts



Limits on transaction amounts



Monitoring for compliance and internal controls



Raising security awareness of mobile money through training

2.4 Related Works
Various studies have been undertaken trying to address problems related to humans
and security in general and social engineering particularly. Here previous researches
performed in the area of information security as well as findings significant for the
undergoing study are discussed.
Stergiou (2013) studied the social engineering and influence, a study that examined
Kevin Mitnick’s attacks through Robert Cialdini’s influence principles. The study
used interpretative approach on Social Engineering, by Cialdini’s principles of
Influence. Firstly, the attacks were interpreted by examining Mitnick’s documented
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attacks. Secondly, the attacks were abstracted and grouped into four categories which
are Gain Physical Acces, Install Malware, Information Extraction and Perform an
Action. Then the attacks were modelled by graphically depicting the execution path
of the attack and lastly, interpret how victims were manipulated to assist the criminal.
The author generated Social Engineering attack models based on the findings in the
literature executed by examining the principles of Influence, Social Engineering
models and other psychological principles used in Social Engineering. The study
explains how the principles of Influence are used in Social Engineering attacks. The
psychological findings and the models created led to the conclusion that it is possible
for them to be used as a framework for solving Social Engineering attacks.
Afanu and Mamattah (2013)proposed that it is very important to design a holistic
approach to mobile money security that will reduce security exposures and prevent
fraud, as some mobile money service providers have lost millions of dollars to this
growing threat. Moreover, the authors recommended that to tackle mobile money
fraud, service provider should give mobile money security tips to the users through
short message service (SMS) to alert them of ways to enhance the security of their
mobile phones. The research found that the general perception that there is no direct
linkage between mobile phone protection and mobile money protection could be
certified by the fact that users believe the service provider has put in place adequate
measures to protect the mobile money service. In addition, the study revealed that
one of the major causes of consumer driven fraud is PIN sharing. To eliminate this
problem the authors suggested that the service providers must set up password age
parameters for the users to change their passwords every quarter. The password
should further be authenticated through answering personal identification questions.
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Henningsen (2013) investigated how popularity of Social Engineering is in Norway,
what are the affective and most common vectors of attacks as well as what defense
mechanisms one should implement to stand strong against these threats. The
researcher revealed that Social Engineering by email is the most used vector of
attack, followed by attacks originating from websites. He argued that, most
organizations have mechanisms to defend against Social Engineering. He added that,
organizations consider the security risk of Social Engineering is leaning towards
medium-high and the crucial economic consequences due to Social Engineering
attacks which result in loss of millions of money. Further, it was recommended that
security awareness is a very important factor for defending against Social
Engineering.
Harris et al. (2013) discovered that mobile money users have the key role to play in
securing their mobile money. The lack of appropriate awareness to basic security
features on users’ mobile phones make customers vulnerable to several threats, the
most damaging of which is the loss of money if an attacker gains physical control of
the mobile phone. Furthermore, security is a two-sided role between both user and
the service provider because it is possible that a technically skillful opponent may be
able to take advantage of poor security design within mobile money apps or
circumvent poorly implemented encryption. Therefore, it is critical that both users
and financial institutions consider a range of risk model activities to protect the
service.
Hall (2012) described the evolution of identity theft, identity fraud, and social
engineering and their impacts on credit card and financial services industries. The
research found that the technological solutions that financial institutions invested in
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to reduce the losses attributed to identity theft have not proven to be sustainable due
to the impacts of social engineering. It is the human factor that will remain a key
vulnerability that nullifies the effectiveness of the identity theft control. However, it
was recommended that increased consumer awareness, employee education and
training are critical components of an effective anti-fraud, identity theft and social
engineering attacks prevention programme. Technology must be accompanied by a
robust awareness and education programme in order to be fully effective and
sustainable.
Snyder (2015) researched on handling human hacking – creating a comprehensive
defensive strategy against modern social engineering. The paper illustrates the
danger posed by social engineering attacks and gives details on comprehensive
strategy to defend against the threat, specifically for the danger posed by social
media and psychology. It was explained that to defeat social media threat, the
company should not block these sites from employees when they are at work because
users could possibly utilize proxy servers which will create more security problems
to the company. Rather, the company should maintain a balance between security
and the needs of the users. The employees should not be allowed to publish the name
of their employer and any confidential information on these sites. Further, employees
should be made aware that posting personal information on social media sites, could
give an attacker a great potential to utilize them to impersonate a friend in order to
deceive other coworkers.
Moreover, the author suggested that employees should be educated on the company’s
information security policies, social engineering and its threats, psychological
manipulation that social engineers utilize in order to carry out the attacks and how
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social media sites provide weapon for social engineer to use in a targeted attack. It
was concluded that through effective security awareness training programme and
extensive audits, a company can ensure that its employees understand the threats that
are posed by social media, social engineering and the psychological manipulation of
social engineers. Hence, the security of the company could be much stronger.
Hedayati (2012) reviewed the major crimes leading to ID fraud, the unique effective
techniques for sustainable development of prevention methods and the most effective
ways for people and business to protect them against ID theft. The study revealed
that out of four major factors of political, economic, social, and technological that
influence cyber frauds; social and technological factors are the significant origins of
ID theft. The researcher examined different types of frauds that are the major
outcomes of ID theft. The outcome comprised of different types of frauds such as
financial fraud, tax fraud, medical fraud, resume fraud, mortgage fraud, and
organized crimes such as money laundering, terrorism, and illegal immigration.
Numerous methods used by thieves to attack individuals and organizations are
discussed. The methods fall into two main categories, (i.e. physical and
technological). Physical techniques include several traditional ways such as theft of
wallet, mobile device theft, mail theft, and insider theft. Technology-based
techniques are such as phishing and social engineering used to steal personal
information. It was exposed that in spite of the existence of modern technological
techniques, more than 70% of ID theft incidents are facilitated by insiders. This is
due to the fact that often thieves attempt to bypass security systems by means of
human elements. Lastly, the author recommends that significant emphasis should be
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taken in developing individuals’ awareness through public and organizational
training.
2.5 Knowledge Gap on Problem under Study
After revising various literatures, the researcher found out that there was no
researches conducted in Tanzania on social engineering tactics used in mobile money
theft in the context of mobile money transaction services. A number of researchers
that have discussed about social engineering were done out of Tanzania. These
studies generally discuss about understanding, managing, protecting, impact and the
influence of social engineering. There are also researches conducted in Tanzania but
they generally discuss about cybercrimes concerning electronic banking and mobile
banking. Therefore, in this study, the researcher took the opportunity of differences
in geographical, ethical and cultural backgrounds together with the absence of
studies conducted in this field and hence decided to research on the social
engineering tactics used in mobile money theft in Tanzania.
Moreover, money transfer services from one account to another, mobile banking
services, mobile payment services and balance requests using mobile phones are
tremendously increasing in day to day financial activities. The growing use of
abovementioned services has led to the evolving of new technological threats rather
than traditionally known ones and policy of organization. Criminals are trying to
exploit human vulnerabilities because organizations use advanced tools and
technologies to defend their systems against technological attacks. Hence, this study
concentrated on these kind of threats posed to mobile financial services in Tanzania,
on which studies have not been conducted within the Tanzanian context.
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2.6 Conceptual Framework

Figure 2.1: Conceptual Model for Secure MMS Delivery
Source: The Researcher’s Conceptualisation

In Tanzania, there has been a remarkable increase in the number of mobile phone
users. Majority of these subscribers mostly use their phones for making and receiving
calls as well as sending and receiving text messages. Mobile network operators have
taken advantage of this increase in number of users by introducing value added
services to the traditional services that were before being offered. One among the
services is mobile money transaction services. The aim of this innovation was to
make easier for customers to remit money to friends, relatives a family back home,
especially in remote areas where bank network services are not yet available.
However, there are security challenges that face these services such as electronic
crimes in general and social engineering frauds in particular. Therefore, this study
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was guided by the following conceptual framework to ensure secure service delivery
of mobile money transaction.
2.6.1 Description of the Conceptual Framework
Firstly, the author believes that criminals have initially set their goal they want to
achieve (financial gain, information access or disruption of information assets) and
the victim – the target of their fraudulent activities - (individual or organization). In
order for a social engineer to hit his/her target and achieve his/her goal is motivated
by the following factors: human social psychological vulnerabilities – Influence
Principles - (Inexperience, Curiosity, Greed, Diffidence, Courtesy, Self-love,
Gullibility, Desire, Lust, Fear, Reciprocity or Friendliness), means of gathering
victim’s information – medium of communication - (telephone, SMS or face-to-face)
and types of social engineering attack used – social engineering techniques (Impersonation, shoulder surfing, phone theft, vishing, smishing, malware or Quid
pro Quo). Therefore, it can be said that, in order for the criminal to victimize an
individual or organization it depends on human psychological vulnerabilities, means
of communication and social engineering techniques as independent variables.
Therefore, ensuring secure service delivery output in mobile money transaction in
other words protecting a social engineer from achieving his goal, is another thought.
This output is achieved by undertaking electronic transaction process after several
inputs into mobile money system. These inputs into the electronic transaction process
include customer awareness, technological developments and adoption, educating
users and IT personnel, enforcement and prosecution, and legal and regulatory
frameworks. Therefore, secure service delivery output, represented by mobile money
transaction crime depends on input factors.
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The main concept consists of output (secure service delivery), mobile money crime
and inputs (customer awareness, technological development and adaptation,
educating users and IT personnel, enforcement and prosecution and legal and
regulatory frameworks). The study is tried to figure out, how the relations of the
inputs of secure service delivery with mobile money systems may affect secure
service delivery output (mobile money crime).
2.6.1.1 Customer Awareness
Consumers are the weakest spot in the network of cyber protection. For example,
highly skilled professionals can create significant cyber threats (e.g. creating and
distributing malicious mobile applications). Then let users install this harmful
application onto their devices. Further, users with low awareness and skills on cyber
security can provide serious vulnerability threats (e.g. ignoring device protection best
practices like password or sharing mobile money PIN with family members). It is
therefore very important that purposeful efforts are taken to raise awareness, and
teach skills on cyber protection. Awareness can be given through media such as
newspapers, televisions, radios, social networks and brochures.
2.6.1.2 Technological Development
Tanzania has made a considerable improvement in ICT recently. Among definite
instances are on the acceptance of mobile technologies and implementation of the
National ICT Broadband Backbone (NICTBB). Probably, this infrastructure will
support local communication, encourage development of local contents, and lower
communication cost. The availability and adoption of mobile and broadband
technologies has led to the development and adoption of other applications in
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Tanzania. A distinctive example is the use of Mobile money with its corresponding
services.
The progressive development of technology explained above produces an ideal
growth of complicated situation for cyber threats. The situation consists of a learning
information society with knowledge, skills, technologies and opportunities for cyber
threats in Tanzania. This situation cannot be left ignored. Thus, it is very important
that the country takes essential and sustainable steps to deal with and control the
situation. This can be attained by utilizing the high speed power of broadband
network offered by NICTBB to capture cyber criminals in Tanzania.
2.6.1.3 New Technology Adaptation
Many researches show that reliance on technical solutions is a default first line of
defence used by many countries. From new technology adaptation strategy, in
preventing the mobile money crimes the model suggests that mobile money services
should be integrated into governmental authorities like Financial Intelligence Unit
(FIU), TCRA or any agency responsible for investigating cybercrime related
activities. There should be a mechanism to capture conversation and SMS
transmitted by users. These credentials should be recorded and stored. The database
that stores the captured SMS and conversations should to be integrated into FIU in
such a way that any suspicious text message or conversation transmitted by user to
another user can be investigated. Furthermore, the database should be integrated with
another system that will classify suspicious and non-suspicious SMS or conversation.
There should also an alert or message which will inform users about these suspicious
activities. Figure 2.2 illustrates the above discussion.
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Figure 2.2: New Technology Framework
Source: The Researcher’s Conceptualisation

2.6.1.4 Educating Users and IT Personnel
Majority of IT personnel of business entities in a mobile money program play a
crucial role in justifying mobile money transaction risk. It is essential to outline their
responsibilities and to make sure that they are empowered to meet their
commitments. Companies that provide financial services underlying mobile money
programs should ensure that employees in the system are adequately trained to
handle mobile money fraud issues. Continuous education in this area is very essential
in order to cope with the level of the risk faced. This type of training should focus on
procedures to discover potential criminal misuse of the system such as social
engineering activities.
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2.6.1.5 Enforcement and Prosecution
The Government of the United Republic of Tanzania enacted The Electronic
Transactions Act, 2015 and The Cybercrime Act, 2015(The United Republic of
Tanzania, 2015). These regulations are there specifically to provide a comprehensive
guidance and an oversight on cyber issues. Even though there are still in infant
stages, but they can be used to prosecute wrong doers in the field of cybercrime.
Now it is the part of law enforcement agencies to fulfill their responsibilities by
prosecuting cybercriminals to the court of law.
2.7 Summary
This chapter provided the literature review on the study. The main areas discussed
are: mobile money services in Tanzania, information and network security, social
engineering attack, taxonomy of social engineering attacks, mobile money social
engineering attacks, the theories and applicability of the theories in this study. The
chapter also discussed types of mobile money frauds, vulnerabilities of mobile
money services, security threats to mobile money services, security protection
against fraud and recovery, previous works related to this study, knowledge gap on
problem under study and concluded with the description of the conceptual
framework adopted in this study. To accomplish the objectives of a particular
research, the approaches, techniques and tools must be well defined. In the same
way, chapter three presents the methodology adopted by this study in order to
achieve its objectives.
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CHAPTER THREE
METHODOLOGY
3.0 Introduction
This chapter discusses the research design adopted, population, the sample of the
research and the sampling techniques that were employed in the study. The chapter
also discusses the data collection methods and data collection instruments used. It
concluded explanations on data analysis techniques, reliability, validity and ethical
matters.
3.1 Research Design
This study was designed to adopt a descriptive survey. The data were collected at
once and analyzed to identify the common and effective techniques use by social
engineers to steal money from mobile accounts. Similarly, the survey was singled out
as a suitable strategy because it allowed the researcher to collect large amounts of
data, which in turn produced a wide range of social engineering tactics.
For better interpretation and presentation of the findings, both quantitative and
qualitative approaches were used. These approaches were adopted in this study by
various reasons. Questionnaires were given more emphasis in this study. This is
because they are flexible and suitable. They give alternatives to ask quantitative or
qualitative questions or a combination of both. In this research, questionnaires were
used to get data from mobile money customers and agents. The data harvested from
questionnaires were then analyzed to provide ideas from both customers and agents.
Interviews were organized to some managerial staffs of governmental and private
institutions working in cybercrime departments and mobile money security units.
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The data obtained from interviews were used to make more elaborations to data
collected from customers and agents. Documents concerning social engineering,
mobile money security, technical documentations and audit reports were reviewed.
3.2 Area of the Study
The research was conducted in Dar es Salaam region. The study included both public
and private organizations together with individual stakeholders. Private organizations
such as financial institutions, Governmental institutions like TCRA and Police Force
and individuals such as agents and customers of mobile money services were
incorporated. Dar es Salaam region was used in this study simply because it is an
area where many mobile money transactions generally take place. In Dar es Salaam
customers and agents of mobile money services can be easily obtained. Also, most of
the offices of organizations that were used to conduct this study are located in Dar es
Salaam.
3.3 Population
The population refers to an entire group of persons or elements that have at least one
thing in common (Kombo and Tromp, 2006). The population of the study were
stakeholders of mobile money services. It included employees of the Tanzania Police
Force, specifically Cybercrime Unit, TCRA, mobile phone companies, as well as
agents and customers of mobile money services.
3.4 Sample
A sample is a part of target population, carefully selected to represent that
population. The basic idea of sampling is that, by selecting some of the elements in a
population, we may draw conclusions about the entire population (Cooper and
Schindler, 2003).
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The researcher took a sample of 103 respondents from different categories of the
population of the study. About 71.8% of the sample size were customers, 24.3%
agents of mobile money services. Other remaining categories of the study’s
population contributed 3.9% of the sample.
Customers (Consumers): The researcher used 74 respondents in this category. All
of the respondents from this group were obtained in Dar es Salaam. This group took
a greater number of respondents because it is the most effected with social
engineering activities. Also, majority of social engineering frauds are directed
towards this group.
Agents: In this group, 25 respondents were taken from. The respondents were
selected from all MNO services (M-PESA, TIGO PESA, Aitel Money, Ezy Pesa).
Managers and administrators: In this category the researcher used 4 respondents.

Table 3.1: Distribution of Respondents
Category

Number of respondents

Customers

74

Agents

25

Managers and Administrators

4

Total

103

Source: Field Data August, 2016
3.5 Sampling Design
A sampling is a procedure a researcher uses to gather people, places or things to
study. It is a process of selecting a number of individuals or objects from a
population such that the selected group contains elements representative of the
characteristics found in the entire group (Kombo and Tromp, 2006).

52

In this study, the non-probability sampling technique was used to collect data from
customers and agents group. Convenience sampling method was employed to get
data from customers who visited mobile money agents seeking for services. Snow
balling method was used to get respondents from customers and agents of mobile
money services. In this method, the researcher asked respondents if they knew any
person who had experienced social engineering attack, and convince them to
participate in this study. The researcher also begged people who were walking in
streets of Dar es Salaam and showed a special interest of playing a part in this study.
This method was used until a reasonable number of respondents were obtained. For
the other remaining groups purposive non-probability sampling technique was
employed. The respondents from mobile network operators and from governmental
institutions such as TCRA and Tanzania Police Force were purposely selected and
asked to participate in the study.
3.6 Research Instruments and Data Collection
Research instruments include the following: questionnaires, interview schedules,
observation, and focus group discussions (Kombo and Tromp, 2006).
Questionnaires: This study adopted questionnaires for the data collection from
customers and agents of mobile money services because this group comprised of
large number of the sample size. The questionnaires consisted of open and closedended questions for the purpose of collecting qualitative and quantitative data.
Interviews: Interviews were employed to managers and workers of the remaining
group, because they were few and it was difficult to conduct questionnaires to this
group. The semi-structured interview was used in this group because the sample size
taken was not too large. The researcher just wanted to get detailed explanation and
depth knowledge of the study. Data concerned with operation of mobile money
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platform, security incidents/social engineering cases/frauds and security controls
were collected. The data obtained from this group were purely qualitative and they
were used for supplementing data obtained from customers and agents.
Documentary Review: Documentary review involves the use of text books in
libraries, health reports, newspapers and government publications, published
statistical information, medicine records and even slide tapes (Kothari, 2004). In this
study, documentary review was also used as another source of data. The data
obtained from this source are always stable because they have been reviewed several
times. In this research, key documents related to electronic transaction crimes and
mobile money crimes were analyzed and examined.
3.7 Data Analysis
Data analysis usually involves reducing accumulated data to manageable size,
developing summaries, looking for patterns, and applying statistical techniques.
Scaled responses on questionnaires and experimental instruments often require the
analyst to derive various functions, as well as to explore relationships among
variables. Further, researchers must interpret these findings in the light of the client’s
research question or determine if the results are consistent with their hypothesis and
theories (Cooper and Schindler, 2003).
3.7.1 Analysis of Quantitative Data
A pre-processing to correct problems identified in the raw data such as differences
between results obtained by multiple interviewers was done earlier before data
analysis. The data were firstly verified, compiled, coded, and summarized and then
analyzed statistically. The data were coded in such a way that Statistical Package for
Social Scientists (SPSS) could make sense. With the aid of SPSS version 20,
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quantitative data obtained from multiple choice questions were analyzed to give
Tables of frequencies and percentages. Some of the multiple choice questions, were
graded in Licket Scale. Values were assigned as Strongly Agree = 5, Agree = 4,
Undecided = 3, Disagree = 2 and Strongly Disagree = 1. In this case Strongly Agree
and Agree represented Agree where Disagree and Strongly Disagree represented
Disagree, Undecided represented Neutral decision (neither Agree nor Disagree). The
tabulated data were then with the help of Microsoft Excel software represented in
graphs and charts and expressed in simple percentages and frequency distributions.
Then the data were discussed and interpreted, for instance demographic data such as
sex, age-group and level of education of participants were described and
summarized.
3.7.2 Analysis of Qualitative Data
Qualitative data were analyzed using content analysis method. The data were
transcribed verbatim in order to protect respondents’ confidentiality, customers and
agents in this case, names were not used throughout the transcribed data (Denzin and
Lincoln, 1996). A content analysis was carried out by three linked sub processes,
namely, data reduction, data display and conclusion drawing or verification.
Data reduction process, was accomplished by selection of conceptual outline,
research aims and anticipatory approach. Qualitative data obtained from open-ended
questionnaires and interviews were summarized, coded and themes were verified.
Then data were displayed in terms of these themes. Clustering, data selection and
condensation were also conducted. The conclusion was drawn based on the research
questions and objectives.
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3.8 Reliability and Validity
In order to reduce the possibility to getting wrong answers, attention needs to be paid
to reliability and validity (Saunders et al., 2009).
3.8.1 Validity
Validity – the validity of a test is a measure of how well a test measures what it is
supposed to measure (Kombo and Tromp, 2006); Validity is concerned with whether
the findings are really about what they appear to be (Saunders et al., 2009).
In this study; in order to ensure the validity of the data to be collected, in terms of
correctness and integrity of measurements, the questionnaire was pre-tested to get
content validity. Often, when discussing the validity of a questionnaire, researchers
refer to content validity (Cooper and Schindler, 2003). Content validity refers to the
extent to which the measurement device, in our case the measurement questions in
the questionnaire, provided adequate coverage of the investigative questions
(Saunders et al., 2009).
3.8.2 Reliability
Reliability refers to the extent to which your data collection techniques or analysis
procedures yield consistent findings (Saunders et al., 2009). It is a measure of how
consistent the results from a test are (Kombo and Tromp, 2006).
Because of the tendency of respondents to provide false answers to some interview
questions, in this study, the researcher attempted to minimize such effects. For
example, more questions were asked for a particular primary question that the
researcher thought its answer was not true. Other case related to reliability of data is
that the interviewee can try to give incorrect answers in order to impress the
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interviewer. Although it is difficult to prevent this type of error, in the context of this
study the answer was compared with other answers that were obtained from other
respondents. Then the decision of appropriate answer was deduced and taken as the
correct one.
3.9 Ethical Consideration
Research ethics involves obtaining respondent's informed consent, observing their
right to privacy, protecting them from harm which may be physical or emotional by
the way a researcher asks questions and report findings. Also it is identified as means
to protect those who are being researched by the researchers from the events that
may be unsafe, or may make either part feel uncomfortable (Kothari, 2004).
After the approval of the research proposal by the postgraduate coordinator of the
College of Informatics and Virtual Education (CIVE) at the University of Dodoma,
data collection was conducted in Dar es Salaam region. The letter stated the aim of
the study and its importance in order to justify

the need for data collection. The

purpose and importance of the study was clearly explained to the authorities,
customers and agents. It is important to know that the study is a voluntary and that all
information obtained would be confidential. The data were collected from only those
who agreed to participate voluntarily in the study. The feedback of information also
guaranteed and the findings of the study would only be used for academic purposes.
3.10 Summary
This chapter provided the methodology adopted by this study. Generally, the chapter
provided discussions on research design, study area, population of the study, sample
and sampling techniques, research instruments and data collection, data analysis,
validity and reliability of research instruments and the chapter ended with ethical
57

consideration. Based on the objectives of this study chapter four proceeds to present
discussions on the research findings.
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CHAPTER FOUR
FINDINGS AND DISCUSSIONS
4.0 Introduction
This chapter presents the major findings which were obtained from the field survey
and documentary review; data were collected using different tools like
questionnaires, documentary review and interview. The research objectives that were
mentioned in chapter one are the primary guiding factors in this chapter. The data
collected were interpreted according to research objectives and questions.
Appropriate data analysis and presentation methods were used. The findings were
based on the following research questions: What are the common and effective social
engineering techniques used by social engineers to steal mobile money in Tanzania?
Can there be a framework to discover suspicious social engineering activities in
mobile money theft in Tanzania?

4.1 Response Rate
A total of 107 questionnaires were distributed to respondents, out of which 79 were
disseminated to customers and 28 to agents of mobile money services. Out of 107
questionnaires, 74 respondents from customers and 25 respondents from agents
returned answered questionnaires to the researcher. Also, previously 10 managers
and administrators from different private and governmental institutions were
expected to participate in this study. But hardly the researcher collected data from 4
managers or administrators by using interview. Therefore, a total of 117 participants
were asked to participate in this study in which 103 were customers, agents and
managers respondents answered questionnaires and interview. This made the
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response rate of 88% which was fairly good enough to be taken as sufficient sample
to answer the research questions.

Table 4.1: Response Rate
Category

Number of respondents (n)

Percentage

Responded

103

88

Not Responded

14

12

Total

117

100

Source: Field Data August, 2016

4.2Factors that Influence Social Engineering Activities
Figure 4.1 shows that some of the most common actions done by customers and
agents of MMS were positive gestures likely to stimulate social engineering
fraudulent activities. These actions are PIN sharing, PIN requesting and unauthorized
money transfer from one account to another.

Factors Influencing SE Activities
100.00%
80.00%
60.00%
40.00%
20.00%
0.00%

70.70%

85.90%

73.70%

29.30%

14.10%

26.30%

Mobile Money
Mobile Money Money Transferred
Account PIN Sharing Account PIN From MMA Without
Requesting
Permission
Yes

No

Figure 4.1: Factors Influencing Mobile Money SE Attack
Source: Field Data August, 2016

60

4.2.1 Mobile Money PIN Request
With regard to mobile money account PIN request, data depicted in Figure 4.1 show
that 14.1% of the respondents confirmed that they had experienced PIN request from
other people. These requests were mainly from family members, friends and agents.
It was reported that agents asked PINs when customers visited their offices for
money withdrawals. Some agents revealed that they had received calls from persons
who disguised themselves as MNO officials. They asked them to give their PIN for
the purpose of fixing problems that had occurred to their accounts while receiving
commission from the company. The remaining 85.9% of the respondents answered
that no one had ever requested their mobile money PIN.
4.2.2 Mobile Money PIN Sharing
The study discovered that 29.3% of the respondents confirmed that their mobile
money PINs were known by other people. Majority of them were sharing their PINs
with family members, for example daughter or son, sister or brother and wife or
husband. Some of customers at times gave their PINs to mobile money agents simply
because they did not know the process of withdrawing money from their accounts.
They did so to seek assistance from mobile money agents’ employees. On the other
hand, mobile money traders thought that their PINs were known by people who
bought business SIM from them. This is because they got the line from other agents
who closed their business because of going bankrupt. When they went to MNO
offices to change SIM they did not succeed simply because they were not real
owners that were registered to do business by the said SIM.
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The other part of the respondents, which is 70.7%, admitted that they never gave
their PINs to anyone. Most of the members of this group believed that sharing mobile
money PIN is to open the door for fraudsters to rob their accounts.
4.2.3 Transferring Money from MMA without owner’s Consent
Figure 4.1 illustrates that 26.3% of the respondents noticed money transfer from their
accounts without their authorization, whereas 73.7% had not seen that kind of a
problem. One agent told the researcher that:
“I left the phone in my office, as I always do. When I came
back the next morning, I found out that all the money had
been withdrawn from my mobile money account.”
Some respondents related this kind of mobile money loss without the authority of
account’s owner to MNO. They are accusing MNO workers that they are associating
with criminals to commit this type of mobile money fraud.
4.3Relationship between Mobile Device and Social Engineering Risks
The researcher in this section presents some incidents that motivate mobile money
social engineering attacks. The risk of losing a mobile phone to untrusted person will
be analyzed. Also, the study investigated if one possessing a secured mobile device
could also make mobile money account safe.
4.3.1 Physical Control of Mobile Device
The data presented in Table 4.2, shows that 65 respondents equivalent to 65.7% of
participants agreed that their mobile money accounts would be at high risk, if
someone gained physical access to their mobile phones. They assumed that if they
lost their phone either by misplacing it or if it got stolen, the money in the account
might be stolen as well. Majority of them are worried losing their money and
information because of the following reasons:
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They were sharing their account PINs. Some of customers when asked to
clarify about this they simply had this to say:
“My friend and I trust each other. She gave me her mobile money PIN
and I also gave her mine”.



They store their account PINs on their phonebooks. Other participants said
that they used to save their mobile money PINs in their phones. For
example one respondent said:
“I usually store my mobile money PIN in my phonebook because of the
feeling that I might forget it. Next time I can reveal it in case I forgot it”.



They are not using locking mechanisms such as passwords, PINs or
patterns to protect their phones



They were worrying that if the phone landed into hands of technically
skilled IT professionals or under untrusted MNO Admins, they could gain
access to their mobile money accounts



They were worrying of someone who might use the phone to commit
offences such as sending fraudulent SMS to saved contacts in the phone,
because the assailant would be sure that the SIM was not registered in their
name. In response to this one respondent said:



“Someone stole my phone at Kariakoo and used it to send messages to my
relatives explaining that I was in trouble, so they have to send some money
to a certain number for me to solve the problem.”
They thought that the rapid advancement of technology and high availability
of electronic devices was a major threat, because any person could have
means of exploiting the account PIN

The other 34 respondents which make 34.3% admitted that there was nothing to
worry if it happened to lose their phone by any means, even if an adversary gained
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access to it. Many of them had strong faith that the person could not access their
mobile money accounts. Their faith lay on the following reasons:


They relied on mobile money account PINs, such that they never gave it to
any one and they were not storing it in their phone. When asked the reason
for this, one mobile money customer said:
“I believe the security of my M-Pesa account depends on the secrecy of the
PIN. Since no one knows my account PIN they can‟t withdraw money from
it”.



They would call MNO service centre to block the phone and MMS
immediately after losing it. For instance some of the respondents had this to
say:
“I will call the company operators to inform them that I lost my phone, so
they shouldn‟t allow anyone to do any transaction until I renew my SIM”.



They were using locking mechanisms to protect their phones. One
participant when asked about losing his phone, could it risk his account? He
firmly responded:
“Anyone who will get my phone will not access anything without being asked
to enter password. I use passwords to access almost every application. You
can‟t switch on my phone, receive a call or read a message without the
phone asking you to enter password”.



They believed that if any person attempted to guess the account PIN and try
to gain access to mobile money account, the service would be locked after 3
repeated failed PIN attempts.
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Table 4.2: Physical Control of Mobile Phone Related to SE Threats
Opinion
Valid

Frequency

Percent

Yes

65

65.7

No

34

34.3

99

100.0

Total
Source: Field Data August, 2016

4.3.2 Possession of Secured Mobile Device
The study inspected if possessing a secured phone resisted social engineers to
manipulate the security of mobile money account. To get the results, the question
was presented to respondents that; what about the safety of mobile money account
when someone owned a secured phone? Table 4.3 displays that 31 respondents
equivalent to 31.3% of total participants approved that if they owned a secure phone
it would directly imply that their mobile money accounts were not in danger.
Conversely, 68.7% of the respondents were against this thought. They reasoned that
supporting the said thought was the same as disclosing vulnerabilities for fraudsters
to engage in social engineering activities.
Table 4.3: Possession of Secured Phone Related to SE Threats
Opinion
Valid

Frequency

Percent

Yes

31

31.3

No

68

34.5

99

100.0

Total
Source: Field Data August, 2016
4.4 Social Engineering Tactics

The results and discussion regarding social engineering tactics are presented here.
Various attacks experienced by respondents have been outlined. The discussion starts
by looking at users’ awareness on social engineering, then it proceeds to frequency
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of occurrences that participants had already been exposed to social engineering.
Lastly, the channel used by attackers when trying to manipulate victims by social
engineering tools.
4.4.1 Users’ Awareness about Social Engineering Attacks
The responses received on the question which asked if respondents were aware of
social engineering attack are represented in Figure 4.2. The results indicate that a
total of 57 respondents which included38 customers and 19 agents, confirmed that
they had knowledge about social engineering attacks. However, 36 customers and 6
agents a total of 42 respondents were not aware about social engineering attacks. The
data also revealed that most agents had some knowledge about mobile money
security and social engineering compared with customers. This was due to attending
periodic security awareness programmes organized by MNO. One agent pointed out
why he knew the threats posed by social engineering:
“I have attended about four programmes which were organized
by Voda, Airtel or Tigo companies. They taught us different
techniques used by people to manipulate agents for their
personal interests. We were insisted to be careful on mobile
money con men”.
Also, one customer commented on that:
“I don‟t know anything about mobile money security except not
to expose my mobile money PIN. This is because we repeatedly
hear from media not to share it, in order to avoid the
consequences of losing money from our mobile accounts”.

66

U sers' Awaren es s on SE Attacks
Yes

No

42
36

CUSTOMERS

57

6
19

38

AGENTS

TOTAL

Figure 4.2: Users’ Awareness on Mobile Money SE Attack
Source: Field Data August, 2016

4.4.2 Social Engineering Experience to Respondents
Two questions were asked to elaborate a number of social engineering incidences
that a mobile money user had already experienced. Firstly, the researcher asked:
“how many times have you experienced a social engineering attack?” And the
second question was: “how many times the attack was successful?”

Table 4.4 displays the opinions of 99 users of mobile money services about their
experience with social engineering attacks. The results show that 69.7% of
respondents had already been exposed to 1 – 2 social engineering attacks, of which
52.5% of these attacks were successful. That means the attacker was able to
manipulate the victims. In other words, either money was stolen from user’s mobile
money account or user’s information was disclosed.
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Table 4.4: SE Attack Incidences to Respondents
Categories
SE Attacks
Incidents Exposed
to Users

Incidents

Frequency

Percent

1–2

69

69.7

3–4

18

18.2

5–6

7

7.1

7 and Above

5

5.0

99

100.0

Not Successful

45

45.5

1–2

52

52.5

3–4

2

2.0

5–6

-

-

7 and Above

-

-

54

54.5

99

100.0

Total

Successful
Attacks Incidents

Total Successful
Incidents
Total
Source: Field Data August, 2016

Also, 18.2% of all the respondents had experienced 3 -4 social engineering attacks,
whereas 2% of the attacks were successful. 7.1% and 5% of all participants
experienced 5 – 6 and 7+ social engineering attacks respectively, in which there was
no reported successful attack in these categories. Similarly, out of all the attacks
54.4% of respondents were victimized while only 45.5% of them remained safe after
the attack.
4.5 Channels Used by Attackers to Conduct Social Engineering Attacks
Four channels that social engineers use when trying to manipulate mobile money
users were identified as attack by: SMS, Phone call, Physical approach and
unauthorized transaction. Table 4.5 shows the number of SE attacks which users
experienced through each aforementioned channels.
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Table 4.5: Channels of Conducting SE Attack
Responses

Channels of Conducting SE
Attacks

Percent of

Frequency

Percent

Cases

SMS

38

28.8

38.8

Phone Call

54

40.9

54.5

Physical Approach

28

21.2

28.8

Unauthorized Transaction

12

9.1

12.1

Total

132

100.0

133.3

Source: Field Data August, 2016
4.5.1 SE Attacks by SMS
The data represented in Table 4.5 indicate that Short Message Services (SMS) was
the second most common method used as a channel for conducting mobile money
social engineering attacks. About 28.8% of the respondents said that they had
experienced at least one SE attack via SMS. This attack is called SMS phishing,
abbreviated as SMishing. Where social engineers send out fraudulent and deceitful
SMSs to Mobile money users. The most common types of these SMSs include:


Social engineers send text messages to customers to inform them about
winning a prize in a promotion. For example one customer commented:
I received this text message “you won in draw of the best customers that uses
our services. Please contact the following number in order to get procedures
of how to collect your prize”. The customer continued “when I called the
number, the man instructed me to use number 46 as an identification for
prize collection. Then he wanted me to send Tsh 60,000 to activate the prize.
I sent the money, but when I called the number another time, it was out of
service”.



Fraudsters store their contacts in agents’ mobile phones by the owners of
mobile money point of service name (agents). Then they send deceptive text
messages to employees of mobile money agents to send money to them. For
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instance, an agent of mobile money service published a report in Mwananchi
newspaper of 20 July, 2016 as:
Wabuni mbinu mpya ya kuiba fedha kwenye simu
“Matapeli wanafika kwenye vibanda vinavyotoa huduma za fedha kwa njia
za mitandao ya simu. Kisha wanajifanya wanafedha nyingi wanataka
kuzituma mahali fulani, lakini hawana simu. Kwa hiyo wanaomba kutuma
kwa kutumia simu ya mhudumu wa kibandani.
Mhudumu akiwapa simu wanaingia kwenye „phone book‟ halafu
wanabadilisha namba ya mmiliki wa kibanda hicho, ambaye wanakuwa
wanamfahamu. Jina linabaki la mtu unayemjua lakini namba ni yao.
Wakiondoka wanakutumia ujumbe mfupi utume fedha. Kwa kuwa jina ni la
„bosi wako‟ unawatumia fedha bila hata kuhoji. Baadae unakuja kugundua
uliyedhani umemtumia fedha hana taarifa yoyote. Unapofuatilia ndiyo
unabaini kuwa umeibiwa. Wameniibia Sh 800,000 wiki iliyopita kwa kutumia
njia hii” (Mwananchi Newspaper, 2016).
The above Swahili text is translated into English as follows:
Money swindlers come with new technique of stealing mobile money
“They come to mobile money points of service intending to make
transactions. They pretend as if they want to send some amount of money to
somebody. They ask a service attendant if they should be allowed to use the
agent‟s phone to complete the transaction because they didn‟t come with
mobile phone. When you hand over the phone to them, they soon open the
address book and change the number of the owner of the mobile money point
of service. The name of the agent remains in the phone but stored with the
criminal‟s number. Shortly after they leave the office, they send a short
message that you should send some amount of money to a certain number.
Since the message received is the agent‟s contact, you send them the money
without any other queries. Later on you come to realize that you have sent
the money to a wrong person, because your boss has no information about
the said transaction”.


Social engineers store their number in the users’ mobile phone as mobile
network operators. They use names such as AirtelMoney, M-PESA or
TIGOPESA. Then they send false messages to the users informing that they
received some amount of money. Example of this kind of fraud was
commented by one customer who received the following SMS:
I received the following text message from a person who saved his number
in my phone as mobile money operator “You have received Tshs 50000 from
255799654827 – (name of sender). New balance 67850.00 Tshs. Trans ID:
PP151127.1428.B28570. 27/11/15 14:28”.
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Claimed wrong remittance of money
Impostors send deceitful text messages to customers that they sent some
amount of money unintentionally. They claim that they have mistakenly
transferred money to a wrong person. Then the social engineer calls the
customer informing that he accidentally sent some money to his account,
hence he is asking the customer to resend the money. A mobile money
customer had this to say:
“I received an SMS that appears as if it comes from M-PESA. The message
showed that I had received Tshs 40000 from a number registered by name
(name withheld). A few minutes after reading the message, someone called
and introduced to me that he is from Vodacom customer care service. He
asked if I had received an SMS that increased my account balance by Tshs
40000. Yes, I replied. Then he requested me to resend the money because it
was sent to wrong account. To avoid service charge he told me to send Tshs
39000 only. When M-PESA replied that the transaction had been
successfully completed, I realized that my balance had been decreased. At
that point, I discovered that I have been deceived”.



Social engineers use customers’ lost or stolen phone to send phishing SMSs
to mobile money users. These type of messages usually come from a relative
or a friend, whose phone have been lost or stolen to deceive a customer of
mobile money into revealing information or sending money to another
person. One customer had this to say as an example of this type of SMS:
“I received the following SMS from my mother‟s number, whose phone was
stolen at that time – Hallo, excuse me. William will come from Selous –
Morogoro, please send Tsh 50,000via his number. I gave him your contact,
use message only, my phone has a problem”.



Charitable donations
Fraudsters use events such as funerals and weddings to create fake SMSs for
charitable donations. These messages originate from a trusted person
(usually relatives or closest friends) trying to trick a customer or an agent of
mobile money services into sending money to another number. The
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following text message was received by one of the respondents from his
friend’s contact exemplify this scenario:
“I‟m at the funeral; please send twenty thousand shillings to the following
phone number. I will pay back your money later. (Phone number withheld
for confidentiality, the number was different from that an SMS was received
from)


Unauthorized SIM swap
Social engineers collaborate with untrusted mobile money employees to do
unauthorized SIM swaps. Then they use the number to send fraudulent SMS
to mobile money users impersonating the SIM owner. The number of user
that his/her SIM has been swapped goes out of service. Most of users see this
as a network problem or a problem with his/her line. One mobile money
service attendant had this to say related to this type of attack:
“I received this SMS from my boss‟s number – I (name withheld) please send
me three hundred thousand, I‟m in a meeting – By the time I received that
SMS the number of my employer was out of service. I decided to call him
using another number, he told me that he was not him who sent the SMS
because his line had a problem”.

4.5.2 SE Attacks by Phone Call
Table 4.5 shows that the use of phone calls as a channel for conducting social
engineering mobile money attacks is very common. Almost 40.9% of the
respondents said they had experienced this attack. It is also called voice phishing,
denoted as Vishing. The most common forms of mobile money phone call attacks
include:


A call from a person pretending to be working at customer care unit of
MNO. This is called Reverse Social Engineering, where a social engineer
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gets information by letting a victim ask questions rather than the attacker.
One agent narrated:



“I received a call from someone who told me that he was calling from
customer care unit of the mobile phone Companies. He asked if I had
received any commission in my account. No, I replied. He told me that: Your
account has been blocked. What is the problem? I asked him. It can‟t receive
a commission, he answered. So, what do you want me to do? I responded.
Then, he gave me instructions to press phone buttons that led me to make a
transaction at the end”. An attacker in this case employed the social
engineering tool called trust.
A call from a person who promises something in return for cooperation. It is
known as Quid Pro Quo in which a social engineer makes a victim believe
that he will benefit from helping an attacker. For example, one customer
said:
“I received a call from a person who told me that he was a Rufiji District
agricultural officer. He wanted my cooperation on doing his business. He
claimed that he was working with KILIMO KWANZA project. He wanted me
to go to Mwenge SUMA-JKT to meet someone who would give me some
agricultural equipment spare parts called hydraulic pipes. He directed me to
take about 100 pieces, each of which would cost Tsh 150,000.We would buy
them at the price of Tsh 300,000 for each spare, in which we would get a
profit of Tsh 15,000,000. After accomplishing this deal I would get Tsh
5,000,000 in return for my cooperation. But I was supposed to send Tsh
1,000,000 to another man who was supposedly working with SUMA-JKT, to
book an order before I went to Mwenge”. In this case the social tool used by
an attacker is greed.



A call from someone who pretends to be in a position of authority in a
certain organization. This is known as impersonation where a social engineer
calls a victim trying to trick him to provide sensitive information. One
respondent provided an example of this kind of attacks:
“I received a call from a person who claimed that he was a human resource
officer at airport. He told me that my job application letter had been
received. Therefore, I was supposed to send him Tsh 300,000 so that he
would persuade his bosses to select me for the post”. Greed was also used in
this case as a social engineering tool.
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4.5.3 SE Attacks by Physical Approach
In this method of social engineering attack, the attacker physically shows up in
person. It is the most dangerous technique of conducting a social engineering attack.
This is because the attacker has to meet the victim face to face. Even though it is
risky to engage in this type of fraud, 21.2% of the respondents said they had
experienced it.
One of the most common examples of this type of SE attacks is Spoofing Attack.
With regard to this social engineers send messages to customers or agents that appear
as if they were sent by MNO. Attackers store their contacts in address book of
mobile money users’ by names like TIGOPESA, M-PESA or AIRTEL MONEY.
Then they send SMS to users’ mobile phone. When the SMS is received by a
customer or an agent of mobile phone, the mobile phone checks whether the sender’s
mobile number is stored in the phone book. Consequently, the stored name in the
phone book will correspond to the phone number and will be displayed as the
sender’s identity. Regarding this case, one agent narrated:
“One customer came to my mobile money point of service. He wanted to deposit
some money in his account. I started transaction process, when I reached the point of
entering his phone number I asked him to tell me his number. He told me to give him
the phone so that he would enter his number himself. I gave him the phone, he
entered his number, but also he saved his number in the address book as TIGOPESA.
I finished the transaction that day.
Next morning he came again, this time he wanted to withdraw some money from his
mobile money account. He started the transaction, and asked agent‟s the number. I
showed him, then I received an SMS that the transaction was completed. I gave him
the money he wanted to withdraw. Few minutes after he left, I realized that the SMS I
had received was not from MNO provider. It was from that customer‟s number but
saved in address book as company‟s mobile money operator”.
Another type of physical approach SE attack is impersonation of MNO officials,
especially staff of customer care unit. One customer had this to say about what
happened to her:
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“I was conned by people who introduced themselves to me that they were from one
mobile company. I met these people when I went to visit my friend. They told me they
were rewarding permanent customers of their mobile company. That is, those who
had used and stayed with the company‟s SIM by more than one year. But first I was
supposed to give them full name and my mobile money PIN. They gave me a contact
to send that information.
Immediately after I had sent my name and PIN to that contact, they called someone
whom they told me that he was from customer care unit of the company. They give
the phone to talk with him, and the man on the phone told me that he knew my name
and PIN. Moreover, he asked me to tell him my SIM serial number. I switched off my
phone so as to look for serial number of my SIM card. Then I sent it to him, he told
me to keep the phone off for about forty five minutes in order for the reward to be
activated. When I switched on the phone, 125,000 Tsh had been already withdrawn
from my account”.
4.5.4SE Attacks by Unauthorized Transaction
This is the last channel used by social engineers to attack mobile money users. It
happens when a transaction is done without the customer or agents’ knowledge
consent or authority.9.1% of the respondents admitted that they had already
experienced money withdrawn from their accounts without their consent. Therefore,
customers and agents who share and store their mobile money PINs on address book
are most affected by this attack.
Mobile money PIN is one of the very personal information to users. However, this
information can be used by fraudsters to do malicious activities. Once a mobile
money user shared an account PIN, a weak point or vulnerability to fraudsters will
have also created. By knowing the PIN a social engineer can use it to attack
customer’s mobile money account. The social engineer can easily access anything
from the account. Additionally, the PIN can also be used by imposters to impersonate
the user. The following incidents exemplify the situation:


“I left my phone at home, I was charging it. When I came back, I realized my
money has been transferred to another account. I suspected members of my
family because, they all knew my PIN. My wife, my son and his sisters, all of
them knew it”.
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I gave my phone to a man who told me he could swap my SIM from 3G to
4G. When he returned it to me, my account was empty. He stole my money, I
think because my PIN was in the address book of my phone”.

4.6 Defence against Social Engineering Attack
In this subsection, the presentation on how respondents defend themselves against
social engineering attacks is outlined.
4.6.1 Means of Protection against SE Attacks

No Comment
6%

0%
I don't know
11%

Yes
33%
[CATEGOR
Y NAME]
[PERCENTA
GE]

Figure 4.3:Users’ Mechanisms of Protection against SE Attack
Source: Field Data August, 2016

Respondents were asked if they had any means of protecting/defending themselves to
counter social engineering attacks. Figure 4.3presents the opinions of respondents on
this question. Majority of respondents, i.e. 50% they did not have any means to
counter social engineering attacks. This situation is very risky, since it is easy to
swindle a customer or an agent without a defence mechanism rather than the one
who is protecting himself. These were the reasons given by most of the respondents:
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It is the responsibility of MNOs to protect their customers against SE attacks



It is the responsibility of governmental institutions such as TCRA and Police
Force to protect citizens against mobile money frauds.



They did not have knowledge on IT matters specifically cybercrime issues



Social engineers are always implementing new techniques of attacks



They were not aware on how to protect their mobile money accounts against
SE attacks



They did not bother to protect their accounts because they believed that IT
professionals and untrusted MNO workers could steal their money even if
they protected it

In contrast to the above responses 33% of the respondents answered yes, they had
mechanisms of protecting their account against social engineering. Many of them
mentioned the following as their defence mechanisms when asked to elaborate their
defence strategies:


Being aware of social engineering matters



Being careful on responding to received fraudulent SMSs



Not answering any suspicious calls



Disconnecting any conversation likely to provide secret information



Never sharing mobile money PIN with any one

Some of the agents added that they would hire security guard and introduce Closedcircuit Television (CCTV) cameras as their future plan to defend their offices against
social engineers.
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4.6.2 Reasons for Encountering Social Engineering Attack
Figure 4.4 shows the results obtained from respondents when asked if they had
encountered social engineering attack because different reasons. The findings
revealed that31.3% of the respondents answered yes. The main reason for majority of
them was that, it was easy to attack someone without a defense than the one who had
one. They further elaborated that, since a social engineer first gathers information of
the targeted person it is possible that they were attacked because of that reason.
53.5% they said no. Most of them believed that, lack of defence mechanism was not
the reason for them to be attacked. Since social engineers always come with different
approaches it was difficult to protect them, because if they had some means of
defending themselves against one tactic, next time they would be attacked with
different techniques.

Reasons for Encountering SE Attack
Lack of Defense Mechanism

44.40%

31.30%

YES

36.40%

53.50%

NO

Lack of Awareness on SE Attacks

11.10%

8.10%

7.10%

8.10%

NO COMMENT

I DON’T KNOW

Figure 4.4: Reasons for Encountering SE Attack
Source: Field Data August, 2016
Equally, when respondents were asked if they thought that they encountered a social
engineering attack because of not being aware about social engineering attacks, the
following were their responses. 44.4% of the total participants agreed. Some of them
78

said that, the first time to know about mobile money social engineering frauds was
when they faced consequences of money that had been stolen from their accounts.
36.4% responded no, they had not encountered social engineering attacks because of
lack of awareness. Most of them told the researcher that they had already faced these
types of frauds more than once. Therefore, they were aware about that kind of fraud
before they were attacked.
4.6.3 Perceived Security Risk of Social Engineering Attack in MMS
Table 4.6 indicates that 17.2% of the respondents perceived the security risk of social
engineering in mobile money transaction to be very high, 30.3% they saw the risk to
be high, 26.2% found it to be medium, 16.2% considered the risk to be low and
10.1% viewed it to be very low. However, the common perspective of all
respondents fell under the weight of 3.3. This means respondents they generally
regarded the security risk of social engineering attacks in mobile money services as
medium. Therefore, it can be concluded that the risk is neither high nor low.
Table 4.6: Perceived Risks of SE Attacks
Categories VH(5) H(4) M(3) L(2) VL(1) ∑f

∑fwt Mean Decision

Frequency

17

30

26

16

325

Percent

17.2

30.3

26.2

16.2 10.1

10

99

3.3

Medium

100.0

Source: Field Data August, 2016
Key: VH = Very High, H = High, M = Medium, L = Low, VL = Very Low, wt =
weight, ∑f = sum of frequencies
4.7 Data from the Interviews
In this subsection data obtained by interviews are presented. The researcher
employed semi-structured interview method. Respondents answered a predetermined
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set of open questions. Each interview took the duration of about 40 to 45 minutes.
During the interview, the researcher took notes only because most of the respondents
refused to cooperate in case of audio visual recording. The following personnel were
interviewed:


The Principal Research Officer



The Information Technology Manager (IT Manager)



The Cybercrime Officer



The Mobile Money Operation Manager

At the beginning of every interview, the researcher started to ask a variety of
questions associated with occupation of interviewees as well as their opinion about
mobile money security. The data collected were about operation of mobile money
system, social engineering incidents and security measures.
4.7.1 Operation of Mobile Money System
At the beginning of the interview the researcher wanted respondents to explain how
the mobile money system operates. This category of questions included customers’
registration, general platform of mobile money and how transaction took place.
4.7.1.1 User Registration
Interviewee were asked on how a person got registered to use mobile money
services. They answered that anyone who wanted to get mobile money services had
to register his/her SIM card. Then mobile money services were made accessible to
his/her phone. Customers were registered using Identity cards such as voters’ ID,
driving licence, passports, student ID and national ID. After completion of
registration, the user would be able to make transactions through Unstructured
80

Supplementary Service Data (USSD). Using USSD a user could send and receive
text between their mobile phones and an application program in the network. These
applications include mobile money services in this case.
4.7.1.2 General Platform of Mobile Money
Mobile money users interact with mobile money system via USSD code from their
mobile phones. Message from the user goes through the USSD to the operator’s
network. USSD is a platform that a network operator uses to host messaging
services. It consists of menu-oriented services creation architecture. In this case, the
menu consists of a list of mobile money services. Base Transceiver Station (BTS)
receives SMSs from user’s mobile phone through USSD. The BTS is interacts with
Mobile Switching Centre (MSC), which allows communication within a network.
The Home Location Register (HLR)is a central database that stores particulars of
each mobile phone subscriber that is authorized to use the GSM network. Figure 4.5
shows

the

components

of

mobile

Figure 4.5: Mobile Money Architecture
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money

platform

architecture.

4.7.1.3 Transaction Process
Mobile money customers are able to perform a variety of transactions such as money
remittances, bill payments, airtime top up and cash-in and out money from their
accounts. In order to complete any transaction, the user must enter mobile money
PIN. The customer account must also have enough money to carry out any service.
The mobile money PIN is used as a means of authentication between the user and the
system. Money is deposited and withdrawn from the account by the use of USSD
technology. USSD gives the agent the necessary information to receive money from
a customer as well as necessary information for the customer to deposit money to
his/her account.
4.7.2 Some of reported Social Engineering Incidents
One of the most common incidents that has been reported frequently is giving out
secret code. The respondents said that many customers especially ladies aged 45 year
and above, were reported to go to neighbourhood mobile money point of services for
the purpose of making transactions. However, they also submitted their phones and
mobile money PINs to agent’s staff. They gave them to seek assistance of
transferring money from their accounts. The Mobile Money Operation manager
commented that:
“We had received complaints from our customers that agents
were withdrawing money from customers‟ accounts. But when
we made a follow up, we discovered that most of them were
handing over their PINs to agents. For example, one of the
customers told us that she gave an agent her phone to withdraw
Tshs20, 000.But instead he withdrew Tshs50,000 that was in her
account and gave her only Tshs20,000. It is difficult to deal with
kind of fraud, since it is the customers‟ responsibility to hide
their PINs.”
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Another type of fraud is SIM swapping. According to the Principal Research Officer,
customers reported cases where their phones got network outage. Their mobile
number stopped working for some minutes, sometimes hours. When they reported to
customer care service department, MNO officers simply answered that someone had
appeared to their office to activate a new SIM card with the same numbers. They
argued that they swap the SIM card because the person had shown true Identity card
of mobile number owner explaining that he was permitted to swap the SIM by its
owner. They further added that they wanted to renew the number because the phone
had been stolen with SIM inserted in it.
Therefore, customer care service officers renewed such numbers. As the result, they
gave fraudsters full control of such numbers. The criminals would then resetthe
mobile money PINs and use the number for committing crimes. They would
impersonate SIM card owners to do fraudulent activities. The Principal Research
Officer commented:
“For incidents like this (he meant SIM swapping), service
providers are fined. Since it is the result of careless MNO
officers. They are supposed to ensure that, SIM card swapping
does not take place without physical appearance of the owner
with all the necessary documents.”
Confusing the origin of the fund is another reported fraud. Criminals were reported
to disguise the origin of money to avoid legal consequences. They would complicate
the path of the stolen money by transferring it via different mobile money accounts
before they finally withdrew it. When talking about this kind of fraud, the
Cybercrime Officer explained:
“I received a case where a criminal withdrew some money from
his friend‟s phone. Then he sent the money to five different
mobile money accounts in just twenty minutes.”
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In addition to the aforementioned frauds, generally, all respondents admitted that the
following incidents were often being reported:


Customers receiving deceitful phone calls and SMSs informing them that
they had either won a prize or they had got a job in some company. But in
order to receive their prize or start working with the company, they had to
send some money to a certain number so as to secure the prize or the job.



Customers received SMS that some amount of money hadwrongly been
deposited in their mobile money accounts.



Customers who lost their phones with some amount of money in mobile
money accounts, complained that when renewing their numbers they found
out that the money had been withdrawn without their consent



Registration of customers using fake identity cards so as to impersonate
someone other than the registered user

4.7.3 Security Measures
Responses on the available measures that were being taken to minimize social
engineering frauds are presented here. All interviewees emphasized the importance
of taking necessary steps to secure mobile money service delivery. Generally, the
following measures were being taken to minimize social engineering incidents and
safeguard mobile money platform.


Conducting customers education and awareness campaign about social
engineering threats



Using SIM card serial number for customer registration



Giving education and awareness training for mobile phone company
employees to avoid insider threats
84



Having procedures in place to respond to current incidents



Cooperating with other organizations (private and governmental) in the
same field



Capacity building and training for employees about social engineering
frauds



General awareness to organizations’ security policies, procedures and
standards



Information campaigns to customers and employees on mobile money
security in general and social engineering threats specifically

Some of the respondents said that they were also planning to implement the
following security controls:


Use of biometric characteristics for customers’ registration



Assessing the risk of social engineering attacks so as to improve security
measures to counter mobile money frauds



Testing of social engineering vulnerabilities

However, the Cybercrime officer as one of the respondents pointed out that lack of
hard and soft forensic tools and ease access of electronic devices were the major
challenges that were slowing down the efforts to tackle social engineering attacks.
Lack of awareness of social engineering matters among mobile money users was also
another major problem reported to hinder safeguarding of mobile money system.
Moreover, the Information Technology Manager added:
“We have deployed most of technological security tools,
software and hardware so as to protect the system against
frauds. But it is still hard to deal with social engineering frauds.
This is because, social engineers play with emotional feelings of
customers and also try to toy with employees‟ psychological
behaviours.”
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4.8 Proposed Mobile Money Social Engineering Attack Detection Framework
Technology only cannot stop social engineering attacks. Likewise, training and
awareness alone, cannot stop social engineering attacks. Thus, technology and
awareness must go together as tools to fight against social engineering. This is
because, a social engineer first with human psychological emotions to build
compliance in order to acquire confidential information. Then he/she applies the
gained information to launch more attacks. For instance, a social engineer
manipulates a mobile money customer for the purpose of gaining his account PIN.
The he uses the PIN to withdraw money from the customer’s mobile money account.
According to Mitnick’s phase of social engineering attack, before a social engineer
launches an attack, he sets the targeted victim and the aim. In this case, the target is a
mobile money user and the aim is stealing money from such user. Then the attacker
starts to collecting information about the victim. Majority of victimized respondents
told the researcher that, when the attacker called them, mentioned full name, working
place and living place of the user, etc. But this can be outlined by the mobile money
system itself as the first source of information. When the person knows another
person’s number, he is able to know his name by trying to send money to him/her.
Respondents believed that they were targeted by the attackers because they knew
their information.
The next step taken by the attacker is establishing communication. The medium of
communication in this case is either through telephone, SMS or face-to face. The
purpose of communicating with victims is to build compliance. In this case, building
trust, friendship and greed are most applied human psychological behaviours. At this
step, the attacker is trying to put the targeted victim in emotional disorder. This
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situation will make the victim obey the aggressor so as to give out confidential
information easily. The last phase is utilizing the information obtained from the
previous stages.
The attacker in the final stage, will either convince the mobile money user to send
some money to a certain number or hand out mobile money PIN to him/her.
4.8.1 Proposed Framework Architecture
The framework incorporates data preprocessing, feature extraction and classification
components. Figure 4.6shows the system architecture.

Figure 4.6: Framework for Detecting SE Attack
Preprocessing
This component of the system filters the unnecessary vocabularies and fixes the
linguistic mistakes. It removes symbols, escape characters and all special characters.
It performs encoding/decoding and converts all characters into lowercase. It also
represents features like phone numbers, amount of money and other non-frequently
occurring features by a general concept like replacing it to space character rather than
actual value.
Feature Extraction
This component extracts certain characteristics from documents provided to the
system after preprocessing phase. These features represents the document, and are
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used to categorize them. Thus, they put the features into either suspicious or no
suspicious documents. Examples of features are such as number of sentences in a
document, total number of words, number of unique words, number of characters and
number of telephone numbers in the document.

Classification
After extraction of set of features from documents, feature are passed into
classification techniques. These techniques are such as Support Vector Machine
(SVM), Naïve Bayes, Multilayer Perceptron (MLP), K-Nearest Neighbour (KNN),
etc.
4.8.2 Components Details of Proposed Framework
Figure 4.7, shows details of system. The features are generated from text documents,
based on some identifiers found in textual data set. A set of features associated with
identifiers are extracted from documents. A parser is used to extract features from
documents. In this case, a text parser extracts linguistic features from the text. These
features are then used to generate wordlist. The acquired wordlist vocabularies are
then used to form feature vector by mapping each text to number. Now, the
document is represented by a feature vector. The feature vector is passed into
classifier trainer. The trainer then categorizes the document into classification results.
Some examples of features that can be extracted from a text document are:


Number of sentences in a document



Total number of words in a document



Number of unique words in a document



Number of characters
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Phone numbers

As away to generate a feature vector from a given document, the following texts
which were sent to three different people from the same number are used in this
study as an example:
First message:
“Tafadhali mtumie pesa William, mimi mama yako. Mtumie shilingi elfu hamsini.
Tuma meseji simu yangu mbovu.”
Second message:
“Habari, nina udhuru kuna kijana anatokea Selous Morogoro anaitwa William.
Naomba msaidie shilingi elfu hamsini. Nimempa namba yako, simu yangu mbovu,
tuma meseji.”
Third message:
“Mimi mama yako mdogo, nitumie pesa kiasi cha shilingi elfu hamsini kwa namba
ya William. Nina mgonjwa Morogoro.”
The wordlist from the document above is:
[anaitwa, anatokea, cha, elfu, habari, hamsini, kiasi, kijana, kuna, kwa, mama,
mbovu, mdogo, meseji, mgonjwa, mimi, morogoro, msaidie, mtumie, namba,
naomba, nimempa, nina, nitumie, pesa, selou, shilingi, simu, tafadhali, tuma, udhuru,
william, ya, yako, yangu]
The feature vector from the wordlist is:
[0,0,0,1,0,1,0,0,0,0,1,1,0,1,0,1,0,0,2,0,0,0,0,0,1,0,1,1,1,1,0,1,0,1,1]
[1,1,0,1,1,1,0,1,1,0,0,1,0,1,0,0,1,1,0,1,1,1,1,0,0,1,1,1,0,1,1,1,0,1,1]
[0,0,1,1,0,1,1,0,0,1,1,0,1,1,0,1,1,0,0,1,0,0,1,1,1,0,1,0,0,0,0,1,1,1,0]
After generating feature vector, it is passed into classifier trainer so as to predict the
class of the message, if it is deceptive or non-deceptive, in this case.
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Figure 4.7: Detailed SE Attack detection Framework
4.8.3 Data Processing and Flow
Figure 4.8 shows the steps of data process through the system. The documents
received from clients are passed to preprocessing phase for the removal of escape
characters and character conversion. Then the data are passed to feature extractor to
get a set of feature vector that represents the document. The feature vector is passed
to a classifier to classify it as deceptive or not.
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Figure 4.8: System Flow Chart
4.9 Summary
This chapter provided the detailed discussion on findings of this study. Discussions
on factors influencing social engineering activities, the relationship between mobile
device and social engineering, social engineering tactics, channels used by attackers
to conduct social engineering attacks, defence against social engineering attack, and
the proposed mobile money social engineering attack framework have been
presented. Based on these findings, the study proceeds to provide the conclusion and
recommendations in chapter five.
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CHAPTER FIVE
CONCLUSIONS AND RECOMMENDATIONS
5.0 Introduction
This study aimed at investigating the social engineering tactics used to steal mobile
money in Tanzania. This chapter contains challenges of the study, conclusion and
recommendations of the research findings, and identifies research gaps for future
studies.
5.1 Challenges of the Study
In conducting the study, the researcher encountered various problems including the
following:
The first one was the unwillingness of some respondents to provide the required
information. Their reluctance was due to their harbouring suspicious about the
researcher. Some saw the researcher as an investigator from the Police Force. So,
they expected that someday they would be taken to police station for further
investigation or they would be taken to court to reveal testimonials.

Other

respondents who had already faced mobile money frauds, perceived the researcher as
a social engineer. They expected that a few minutes after the researcher left their
place, their mobile money accounts would be defrauded. Most interviewees refused
the researcher voice recording them. They reasoned that, the researcher would
publish the recorded audios to social networks. To solve the problem, the researcher
opted for those who volunteered themselves to participate without conditions.
Another challenge encountered was refusal of MNOs to give access of messages
related to mobile money frauds, since they could not violate the privacy of their
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customers. The researcher tackled this problem by asking users to comment about
what happened regarding the attacks they had already faced.
5.2 Conclusions
The general objective of the study was to investigate the social engineering
techniques used by criminals and propose a framework that could be used to discover
deceptive messages and conversations in mobile money theft in Tanzania. It was
revealed that the major channels that are used by criminals to conduct social
engineering attacks are through phone calls and SMSs. The research revealed that,
mobile money users were at times being conned by social engineers using techniques
such as, business collaboration benefits, alleged wrong remittance of money, SIM
swaps, impersonation of mobile company officials, promotional benefits,
employment opportunities, SMS phishing and fraudulent SMS from lost or stolen
phones. Moreover, social engineers were known to employ human traits like trust,
greed and authority as psychological vulnerabilities to steal money from users’
accounts. They used reverse social engineering, quid-pro-quo and identity theft as
tools to manipulate mobile money users.
Furthermore, the researcher found out that factors that were influencing social
engineering frauds in mobile money services were PIN sharing, lack of security
awareness among users, lack of implementation of locking mechanisms to protect
phones, PIN requests and storing PINs on address book of mobile phone. It can be
deduced from this that, PIN sharing could be done based on trust. Users were giving
others their PINs simply because they trusted them. Mostly, they shared PINs
through relationships and friendships. In addition to that, imposters first tried to win
the trust of users before requesting them to hand over their mobile money PINs.
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Greed was revealed as another behaviour that put mobile money users into problems.
They were eager to gain benefits when they were called or received SMSs informing
them that they had either won a prize or got employment opportunity. They easily
cooperated with criminals in responding to phone calls and SMS even when they
were directed to make some settings of their mobile phones.
It was also discovered that, most users of MMS, did not have any mechanisms in
place to defend themselves against social engineering attacks. They believed that the
task of securing the MMS was the responsibility of organizations such as TCRA,
Police Force and particularly MNOs. This group of users were seen to fully depend
up on service providers and governmental agencies to protect their mobile money
accounts against social engineering frauds. Lack of security awareness concerning
social engineering frauds was revealed as another reason to why people were
defrauded. Some mobile money users came to know about social engineering threats
the first time when they were attacked. This means they had not even heard about
someone who had been cheated. On the other hand, another group of users solely
depended on privacy of their PINs for the safety of their accounts. They were sure
that without sharing mobile money PINs, no one could withdraw the money from
their accounts.
Since the use of technology alone cannot tackle social engineering attacks, due to its
nature of bypassing human element of security; most of the interviewees emphasized
the need for awareness campaigns. They insisted on educating users and service
provider employees on mobile money security in general and social engineering
specifically. This should go together with knowledge and use of technological
defence mechanisms so as to achieve mutual mobile security from both sides, i.e.
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users and MNOs. Despite the fact that it is obvious that the security of mobile money
is the responsibility of a customer and service provider, and that technology and
human are supplements in preventing social engineering mobile money assaults.
Therefore, first and foremost mobile money customers should take all precautions to
guide their accounts against any possible social engineering acts.
Because majority of mobile money customers they did not have any means of
protection against social engineering attacks, this study proposed a mobile money
social engineering detection framework. It could be used to detect suspicious text
messages and conversations which in turn could help to protect mobile money users
against social engineering attacks.
5.3 Recommendations
Based on the research findings, the following recommendations are here being made.
They might be useful to MNOs, the government institutions, MMS customers and
other stakeholders. Therefore, they could be used to minimize social engineering
frauds in MMS and make secure electronic transaction environment through mobile
phones.
5.3.1 Recommendations for Mobile Network Operators
To ensure mobile money services are delivered in a safe environment, mobile phone
companies are obliged to do the following:
Based on the findings of this research, PIN sharing is one of the major causes of
social engineering frauds. Therefore, service providers must have mechanisms in
place for their customers to set their PINs. They should enforce their customers to
change their PINs periodically.
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Lack of security education is another cause of social engineering frauds in mobile
money services. As it was revealed in this study, some customers thought that, it was
the sole responsibility of MNO to secure their accounts. In the light of these findings,
MNOs are asked to inform their customers that, they are accountable for protecting
their MM accounts. This can be fulfilled via advertisements. Most of the providers as
it was revealed, have been focusing on advertising for recruiting new customers
rather than advertising for educating customers to fulfil their security obligations.
Also, these companies can do this by giving users periodic notifications via SMS on
matters concerning with the security of their customers’ MM accounts.
5.3.2 Recommendations for the Government
Governmental agencies such as the Cybercrime Unit of Tanzania Police Force,
TCRA, CERT, FIU and Prosecution departments are required to have professional
knowledge on how to combat cybercrimes. They have to get training programmes so
as to raise their awareness about mobile money security in general and social
engineering particularly. In order to fulfil their daily duties of fighting against
cybercriminals, these agencies are advised to establish strong collaboration between
them.
Moreover, one of the challenges that hinder efforts of combating cybercrimes is lack
of forensic tools. The researcher recommends the government to have forensic
laboratory. This laboratory will assist them in collecting electronic evidences stored
in electronic devices such as mobile phones, personal digital assistants, storage
devices and computers. The laboratory must be fully equipped with hard and soft
tools so as to be able to store, retrieve and analyze large amount of bytes (data).
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5.3.3 Recommendations for the Users
Customers and agents of mobile money services are advised to report any threats and
fraudulent incidences to law enforcement agencies immediately after they have
encountered them. Also they should not share their PINs with anyone nor should
they store their PINs in address books of their mobile phones. Furthermore, since
social engineers often target human emotional behaviour as psychological
vulnerability to trigger an attack, customers are asked to be aware, careful and
capable of assessing their emotional states. This will help them in making decisions
when they receive fraudulent calls and SMSs.
5.4 Suggestions for Further Studies
Further researches should be conducted to address areas where this study did not take
into consideration. Firstly, future research should be conducted concerning social
engineering as a vector of attack in electronic transaction services such as ATM and
mobile banking. The second part that the researcher did not put into consideration is
web and email based social engineering attacks. Therefore, further study should be
taken to address issues concerning with web and email based social engineering
attacks in electronic transaction in Tanzania. Thirdly, there is a need for future
research in the same or related topics to be conducted using different methodologies
and locations within Tanzania on other electronic crimes against mobile money
transaction. Lastly, in this study, the mobile money social engineering detection
framework was proposed. Hence, further research should be conducted to test,
validate, and to do impact assessment of the framework.
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APPENDICES
APPENDIX I: QUESTIONNAIRE TO RESPONDENTS
Dear Respondent,
This questionnaire aims to collect data regarding Social Engineering Tactics Used
in Mobile Money Theft in Tanzania. The results from this survey will be used in
aggregate, without referring to any one individual, and will be used solely for
academic purposes. Your response will be kept confidential and there is no right or
wrong answer.
It is the researcher’s hope that you could spend some of your time to answer this
survey.

Thanks for your willingness to participate in answering this questionnaire.

A. DEMOGRAPHIC INFORMATION
Please put a tick (√) into the check box for the correct answer unless directed
otherwise

1. Sex

Male

Female

2. Age

Below 18 years

Between 18 and 30 years
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Between 31 and 40 years

Between 41 and 50 years

Above 50 years

3. Education Level

Primary Education

Secondary Education

Bachelor degree or above

Other

B. MOBILE MONEY SECURITY

1. Have you ever shared your mobile money PIN with any one?

Yes

No

2. Is there anyone who has ever requested your mobile money PIN?

Yes

No

3. Is there anyone who has ever transferred money from your mobile money
account without your knowledge?
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Yes

No

4. If someone gains access to your mobile phone, do you think that your mobile
money is at risk?

Yes

No

5. Please give reason(s) for the above (question 4)
…………………………………………………………………………………
…………………………………………………………………………………
…………………………………………………………………………………

6.

If you own a secure phone, does that make your mobile money account safe?

Yes

No

C. SOCIAL ENGINEERING

1. Have you ever experienced money theft via mobile phone?

Yes

No
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2. Are you aware of social engineering attack?

Yes

No

3. How many times have you experienced a social engineering attack?

None

1

2

3

Others (please specify)

4. What mechanism did the attacker use?

SMS

Phone call

Physical approach

Others (please specify)

5. Was the attack experienced targeted to you or you were non-targeted?

Targeted

Non-targeted
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I don’t know

6. Are you able to say some words about what happened with regard to the
attacks you have experienced?
…………………………………………………………………………………
…………………………………………………………………………………
…………………………………………………………………………………
How many times was the attack successful?

None

1

2

3

Others (please specify)

7. Are you able to say some words about what happened with regard to
successful attack?
…………………………………………………………………………………
…………………………………………………………………………………
…………………………………………………………………………….........
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8. What do you estimate as the loss you got because of the attack?

Loss of money

Loss of device

Loss of information

Others (please specify)

D. ABOUT DEFENSE
1. Do you have any means of protecting/defending yourself to counter social
engineering attacks?

Yes

No

No comment
I don’t know

2. Are you planning on implementing or to have some defence mechanisms to
counter social engineering attacks?

Yes

No

No comment
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I don’t know

3. Do you think that you countered a social engineering attack because of
not having defensive mechanisms?

Yes

No

No comment
I don’t know

4. Do you think that you encountered a social engineering attack because of
not being aware of a social engineering attack?

Yes

No

No comment
I don’t know

5. If you have some defence mechanism against social engineering attack,
would you explain what it is?
……………………………………………………………………………
……………………………………………………………………………
………………………………………………………………………...........
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6. If you don’t have any mechanism or defence against social engineering,
can you say anything about why you do not have such defensive
mechanism against social engineering?
……………………………………………………………………………
……………………………………………………………………………
…………………………………………………………………………..
7. Can you explain how successful was defensive mechanism about social
engineering attack when you experienced such attack on one way or the
other?
……………………………………………………………………………
……………………………………………………………………………
………………………………………………………………………….......
8. How big is the risk of social engineering towards your mobile money
account?

Very low

Low

Medium

High

Very high
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APPENDIX II: INTERVIEW QUESTIONS
1) Can you briefly explain how a person is registered to use mobile money
services?
2) Give a brief outline on how mobile money system operates.
3) Can you explain the components of mobile money platform?
4) How does the transaction take place in mobile money service?
5) What are the common mobile money social engineering incidents reported to
your organization?
6) What are the common techniques that social engineers use to manipulate
mobile money users?
7) What should be done/ what measures should be taken to minimize social
engineering fraud in mobile money services?
8) What challenges are you facing when doing your daily duties of tackling
against mobile money social engineering frauds?
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