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ABSTRACT 

Network complexity continues to grow as enterprises add and remove different 

communication technologies. Software tools that identify network elements, provide 

logical and physical network views, track network changes, and provide accurate 

documentation for all network components which are needed and should be 

employed in the organizations. It has been observed that most of the Higher 

Learning Institutions (HLIs) in Tanzania facing serious problems in monitoring and 

managing network because of neglecting documentation. 

This study intended to assess the impact of lack of network documentation in Higher 

Learning Institutions in Tanzania. Specific objectives were; to identify factors that 

contribute to negligence of network documentation in HLIs, to identify the effects of 

lack of network documentation in HLIs and to develop a prototype that will be 

adopted in higher learning institutions to document network. 

Methods used in data collection were in depth interviews and observations. The 

study population comprised of system administrators from the University of 

Dodoma. Purposive sampling was employed to get the sample size of 22 system 

administrators. 

The researcher discovered that awareness and negligence are among the factors 

which contributed to the lack of network documentation in HLIs. In addition, 

researcher found out that troubleshooting and managing network without network 

documentation is difficult. Finally the researcher develops prototype and use 

NetBrain Workstation to document UDOM network.  
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CHAPTER ONE 

INTRODUCTION 

1.1 Background Information 

Network documentation is a paper or electronic record of network devices, network 

topology and a series of steps that identify the problem and their solutions (Cardone, 

2006). Different procedures are taken to document network, some are willing to buy 

different software which create and maintain network documentation but others try 

to develop their own scheme of documenting network information (Mueller, 2005). 

According to Global Information Assurance Certification Paper (2000), network 

documentation can be done using two approaches, the first is handwritten using 

paper and pen and the second is electronic which is by means of software. Network 

documentation using paper and pen consume time and it is difficult to find records 

because it end up with a huge amount of papers (Warner and Sunderraman, 1999), 

using electronic form, loss of functionality to access drives, media and hardware 

failures, software failures, communication channel errors and network service 

failures can be the major problems (Gladney, 2007; Ross, 2012). However, most of 

system administrators maintain network documentation details in personal databases 

or spreadsheets which is an electronic form but handwritten is still important (Nance, 

2005; Tomsho, 2011). 

Network documentation helps to identify security issues, poor network performance, 

misallocation of servers and storage and license compliance. Good network 

documentation helping as a network blueprint, remembering what was done to the 

network, facilitates good communication between users, IT personnel and vendors in 

case of any staff leaving. Therefore, when system administrators designed, 
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configured and installed network, the network documentation is important though in 

many organization, network documentation is lacking or confusing (Ben, 2011). 

Five years ago at the University of Dodoma, simple tasks such as looking up the 

serial number of a computers was often repeated endlessly because the required 

information was not recorded.  On top of that, it was difficult to get documents 

showing an IT plan, applications to be developed or bought, functional areas to be 

covered, priority of tasks and justification for the equipment and software to be 

bought. All those happened because there were no network documentation. 

The first thing of system administrator is to create network documentation (Amato 

and Graser, 2001; Miller, 2006), which is a living process and not a single process 

(Castelli, 2002).  For that case, the researcher created rough documentation which 

specify devices inventory of UDOM-library which include a computer name, serial 

number, office name, room number, internet connection description, antivirus 

notification and signature of the person  who use it, which helped the researcher on 

identifying the location of computers ( appendix-II). 

Having done that, the researcher considered the effects and the importance of 

network documentation and thought that there is a need to improve such rough 

documentation created by developing prototype as well as using network automation 

software such as Netbrain Workstation to document network. That’s why the 

researcher came up with this idea of assessing the impact of lack of network 

documentation in higher learning institution a case of UDOM in order to explore the 

reasons of lack of network documentation, its effects and develop the model which 

will help UDOM to have an accurate documentation. 
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1.2 Statement of the Problem 

Creating and keeping network documentation is the most important task in order to 

bring business efficiency (Nance, 2005). The higher learning institutions with a 

documented disaster plan for their network, illustrate the superiority of network 

infrastructure more positively (Piran and Salaway, 2005). Also, a well-documented 

network is easier to support and troubleshoot (Toshom, 2007). Big companies such 

as HEWLET-Packard, IBM, Motorola, Departments of Commerce and Labor, and 

United States Army have network documentation which helps in network monitoring 

and troubleshoot (Network World Executive guide, 2006). 

Many higher learning institutions in Tanzania neglect network documentation 

(Global Information Assurance Certification Paper, 2000). The study conducted by 

Matogoro (2011) shows that at UDOM, system administrators had no document 

which describe the internet connection to their respective colleges as well as 

connection to the university backbone network. In addition, Mutembei (2012) 

reports that at UDOM there are no any documents which show network 

infrastructure. Resulting to poor monitoring of network. While it has a considerable 

impacts to the institution, but studies which determine the causes for this laxity are 

very limited. The situation which necessitates the need of assessing the impact of 

lack of network documentation in a higher learning institution. 

ICT policies of the HLIs in Tanzania such as Mzumbe Universty, Sokoine 

University of Agriculture and University of Dodoma does not include sections 

concerning network documentation policy of which defines the need of network 

documentation requirements such as documentation of switch ports connected to 

which rooms and computers, who will have access to read network documentation 
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and who will have access to change it. The absence of section of network 

documentation in ICT polices of HLIs lead to a lack of network documentation. No 

evidence of another study that has been performed concerning lack of network 

documentation in HLIs in Tanzania. This study is an attempt to assess the impact of 

lack of network documentation in HLIs in Tanzania. 

1.3 Research Objectives 

1.3.1 General Objective 

The general objective of the study is to assess the impact of lack of network 

documentation in Higher Learning Institutions of Tanzania. 

1.3.2 Specific Objectives 

1. To identify factors that contribute to neglecting of network 

documentation in HLIs, specifically UDOM. 

2. To identify the impact of lack of network documentation at UDOM and 

other HLIs. 

3. To device a model that will be adopted by UDOM and other HLIs to 

stimulate the practices of network documentation. 

1.4 Research Questions 

The following are research questions:  

1. What are the factors that contribute to the attitude of neglecting network 

documentation in HLIs? 

2. What is the impact of lack of network documentation? 

3.  Is there a model that can be suitable for network documentation at 

UDOM and other HLIs? 
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1.5 Significance of the Study 

Knowledge obtained from this study will serve as a guide to help system 

administrators to adhere to the practice of network documentation. Also, the study 

will raise the level of awareness of the impact resulting from lack of network 

documentation. Furthermore, the study will help in the establishment of baseline 

information that can serve as a guide for any study which assess network 

documentation. The results of this study can be used by the management of the HLI 

to develop policies related to network documentation.  

1.6 Organization of the Dissertation 

Chapter one provides background details about the need of network documentation. 

In additional problem statement and research objectives are outlined. Chapter two 

reports on the recent literature and discusses about the factors contributed to the lack 

of network documentation, the effects and how the network documentation can be 

done using different software. Chapter three explores the methods used to collect 

and analyze data and show how Netbrain Workstation software document network 

of UDOM. Chapter four explores the major findings of the study and the discussion 

which was made based on the findings. Chapter five delves on the prototype 

development. Chapter six concludes the dissertation and gives some suggestion and 

recommendation for future related works. 
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Overview of Network Documentation 

Network documentation is a critical component of network management. Many 

organizations use network documentation for configurations, training new staff, and 

maintaining quality assurance of the system. 

The Universities from developed countries and few African Universities like 

University of KwaZulu-Natal of South Africa practices network documentation 

whereby the network structure and configuration are documented, the document 

include network drawings, information and location of different network devices 

such as (computer, switches, routers), software used, IP address of all devices on the 

network and server documentation (Network documentation policy, 2010). But in 

Tanzania, HLIs specifically UDOM, neglect network documentation.  

2.2 Factors that Contribute to Neglecting of Network Documentation 

Reasons for neglecting network documentation vary.  Many organizations do not ask 

for the documentation, others are not willing to pay so as to have the documentation 

created or maintained. Sometimes system administrator claim “the system is self-

documenting” but this statement will be true only to the extent that equipment and 

software can be accessed when needed. Likewise, outsource companies who 

designed the network may not think about providing documentation, they don’t want 

to spend the time creating the documentation (Burford, 2008). 

Warshawsky (2005) posits that, most of the system administrator hate 

documentation, hate to write it, the process of writing it and to read it and claim that 
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it is a boring task. Chick (2006) maintains that, system administrators do not take 

time to document the details of network devices and network problems and their 

solution instead, keep those details safely in their heads. Additionally, producing 

documentation is neglected due to the higher priority work (Global Information 

Assurance Certification Paper, 2000). Furthermore, system administrators have 

several daily tasks and new ones a cropping up all the time. In such environment, 

task such as documentation sometimes are neglected (Harwood, 2009). 

The factors mentioned above, might be the same factors which cause UDOM and 

other HLIs in Tanzania to lack network documentation. Though, the presence or 

absence of network documentation can causes different effects to the HLIs network.  

2.3 Effects of Network Documentation 

2.3.1 Positive Effects of Network Documentation  

Shimonskie et al. (2012) posit that, a good network documentation is a key to 

solving major problems. Shimonskie et al. (2012) maintain that the most important 

steps in problem resolution is to get accurate documentation, so as to understand 

network topology. Without knowing the physical layout and application flows of the 

network, it is difficult to know where to start analyzing problem. Sosinsky (2003) 

agrees that, creating a historical record of network utilization is an important tool for 

optimizing applications, planning hardware and software upgrades, and setting a 

baseline for future projects. However, in network monitoring and management, 

network documentation should be part of system administrator’s toolbox to assist 

them, but often, system administrator don’t put these tools in place until they are 

absolutely required to. 
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Tomsho (2007) provides the following areas in which documentation can positively 

affect network changes, network troubleshooting and IT staffing and training: 

 

a) Documentation and Network Changes 

In a network, a change is some procedure that requires modifications at 

workstations, such as changes of addresses, a NIC replacement, a software change, 

or a complete change in the workstation. Moves, additions, and changes in network 

are much easier with accurate documentation. When a workstation is moved, the 

system administrator doing the moving must know which patch panel and switch 

ports were being used so that they can be disconnected. After the workstation is at 

the new location, the system administrator must know which patch panel port to use 

and which switch port is correct for the workstation. Without documentation, all that 

can be difficult to trace and time can be wasted. Therefore, documentation is 

important 

b) Documentation and Troubleshooting 

The first steps in troubleshooting is gathering information. This information can be 

obtained from network documentation. For example, if the user has connectivity 

problems, network documentation give information almost immediately such as 

physical and logical addressing, connectivity to devices, and even data about cabling 

can be a useful pieces of information when trying to solve a problem. In addition, 

when troubleshooting sessions requiring protocol analysis, documentation provides 

the names and addresses of devices that are likely to be involved in a particular type 

of packet exchange required to be troubleshooted. 
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c) Documentation and IT Staffing 

The first thing to be handed to a new system administrator is a copy of the network 

documentation manual of which a new system administrator requires to read and 

learn through it. A system administrator, who knows where employees are located 

and which wiring closet their workstation, can work more autonomously and 

confidently than one who must ask questions in every step. 

Additionally, network documentation is important because when contractors and 

consultants need to visit the network for future recommendation of network or 

addition of wiring or other components they are going to need it, if it is missing, it 

would be much more difficult for them to do their job and more time and money 

probably would be required (Harwood, 2009 ). 

2.3.2 Negative Effects due to Lack of Network documentation 

Without proper documentation, it is nearly impossible to analyze a network 

efficiently (Shimonskie et al., 2012). Undocumented IT infrastructure causes people 

to waste considerable time, effort and money when those people need to repair, 

understand or modify a computing environment (Nance, 2005). Also, without good 

documentation, cables must be traced, questions must be asked, and time is wasted 

(Tomsho, 2007). 

Therefore, the positive effects above are the one can be obtained when UDOM and 

other learning institutions in Tanzania practice the process of network 

documentation. In addition negative effects are the one encountered in HLIs in 

Tanzania by neglecting network documentation. However, the study suggested the 

way forward to help HLIs to adopt best practices of network documentation to 

overcome the effects. 
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2.4 Best Practice of Network Documentation 

2.4.1 Network Components to Document 

Network hardware components that should be included in the network 

documentation are computers, servers, routers, printers, switches, and hubs. The 

important information to be recorded are manufacture name, model, serial number, 

operating system, service packs and warranty period. Once all the network hardware 

has been documented, the next step is to list each software package that is running 

on the network and clearly indicate software version, licensing, serial number and 

service packs (Crawley, 2005). 

Crawley (2005) suggest Microsoft excel software packages to keep the records of 

software and hardware information. Having all relevant hardware and software 

information in Microsoft excel, the next step is to provide the mechanism where 

system administrator can view, edit and update the information. Amato and Graser, 

(2001) demonstrate how that information can be presented using Microsoft Excel 

templates as elaborated in figure 2.1-2.3. 
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Figure 2.1: Computer Software Configuration Worksheet 

Source: Amato and Graser, (2001) 
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Figure 2.2: Computer Hardware Configuration Worksheet 

Source: Amato and Graser, (2001) 
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Figure 2.3: Computer Repair Worksheet (Amato and Graser, 2001) 

Source: Amato and Graser, (2001) 

The above figure 2.1 and 2.2 resemble with the rough inventory created by the 

researcher (appendix-II) though it does not follow the standard given by (Amato and 

Graser, 2001). Therefore the researcher thought it needs improvements. That’s why 

the researcher came up with a model for the best practice.  

2.4.2 How to Document Network Devices and Configurations 

Javvin (2006) provides the following guidelines to create network documentation:  

 Define the objectives: Define the objectives for the documentation and 

the collected data should be relevant to the objectives. 

 Determine the scope: Define which end systems are included in the 

domain of responsibility. 

 Be consistent: Use consistent terminology, abbreviations, and style. 
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 Make the documents accessible: Store the network documentation in a 

location where it is readily available for you. 

 Keep the documentation accurate: Update your network documentation 

timely when conditions and devices in the network change. 

Documentation is divided into two categories, configuration documentation and 

process documentation (Sloan, 2001). Configuration documentation classified into 

two groups, network devices, such as routers and switches and end systems such as 

servers and workstation, these devices can recorded as well as producing topology 

diagram. (Rajbar, 2004). 

In process documentation, especially when the problem occurs, Shimonskie et al. 

(2002) demonstrate steps which can be taken to resolve it and how it can be 

documented. Shimonskie et al. (2002) using problem resolution flowchart show how 

the problem can be solved and documented as presented in figure 2.4. 

 

Figure 2.4: Problem resolution flowchart (Shimonskie et al., 2012) 

 Tomsho (2007) supports that after the problem has been solved, the system 

administrator must take time to document all the steps taken, and documentation 
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should include everything pertinent to the problem such as the problem definition, 

solution, implementation and the testing. And he clearly demonstrate by using 

problem resolution flowchart as elaborated in figure 2.5. 

 

Figure 2.5: Problem-Solving Process  

Source: Tomsho, 2007 
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2.4.3 Network Documentation Systems 

There are network documentation systems which can be adopted by HLIs to 

document network. NetBrain Workstation is the one which has been proposed and 

used by the researcher to document the network at HLIs specifically UDOM. 

NetBrain Workstation is the map-based platform for network management tasks. It 

helps system administrator to quickly discover and document a network, speed up 

the troubleshooting process, safeguard network changes and collaborates easily 

within daily tasks. The following are different features and benefits of Netbrain 

Workstation: 

a) Discover and Benchmark the Network Automatically 

NetBrain provides many ways to discover a network and build a database to best 

mirror the network. Also, NetBrain allows a network to easily benchmark a network 

and manage the network data. Auto network discovery and benchmark together 

relieve system administrator from time consuming data collection tasks. NetBrain's 

discovery methods include: 

 Parse configuration files to create L3 topology. 

 Use seed routers to discover network devices (routers, firewalls, switches, 

end systems). 

 Discover devices from an IP subnet address or a range of IP addresses. 

 Auto retrieve CDP, MAC and ARP tables from the network and build L2 

connections between devices and switch ports from these data. 

b) Documenting the Network via Q-map 

NetBrain Q-map presents a total revolutionary method to document a network. It 

integrates the network diagram and network configuration to present the network 
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design and all other information. Therefore, system administrator can use Q-maps to 

present network design or troubleshooting processes.  

In Chapter three, the researcher demonstrates how Netbrain Workstation document 

network of UDOM. However, Netbrain Workstation was used in UDOM, but there 

are other software which are used by other company which will be useful to HLIs in 

Tanzania in documenting network, which are: 

i) IPplan 

IPplan is a free (GPL), web based, multilingual, TCP/IP Address Management 

(IPAM) software tracking tool written in PHP 4, simplifying the administration of IP 

address space. IPplan goes beyond TCP/IP address management including DNS 

administration, configuration file management, and circuit management 

(customizable via templates) and storing of hardware information (customizable via 

templates). IPplan can handle a single network or cater for multiple networks and 

customers with overlapping address space. IPplan managing IP addresses and space 

simple and easy. Figure 2.6 depicts a view of the network using IPplan software. 

ii) Netdisco 

Netdisco is an Open Source web-based network management tool first released 

publicly in 2003. It is mostly used by large corporates and university network 

administrators. It collects data into a postgres database using SNMP. It configures 

information and connect data of network devices by using SNMP. It also stores data 

using SQL database in order to emphases scalability and speed. It uses Layer-2 

topology protocols such as CDP and LLDP to provide automatic discovery of the 

network topology. Some of the favorite uses for this tool include: 
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 Locate a machine on the network by MAC or IP and show the switch 

port it lives at. 

 Turn Off a switch port while leaving an audit trail. Admins log why a 

port was shut down. 

 Inventory network hardware by model, vendor, switch-card, firmware 

and operating system. 

 Report on IP address and switch port usage: historical and current. 

 Pretty pictures of the network.  

 

Figure 2.6: A view of one of the networks  

Source: http://iptrack.sourceforge.net/screenshots/displaynetwork.jpg 
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Netdisco gets all its data, including topology information, with SNMP polls and 

DNS queries. It does not use CLI access and has no need for privilege passwords.  

Figure 2.7 shows example of network inventories which are captured by Netdisco 

software. 

 

Figure 2.7: Examples of Netdisco Inventory 

Source: http://netdisco2-demo.herokuapp.com 

iii) Netdot 

Netdot is an open source tool designed to help network administrators to collect, 

organize and maintain network documentation. Netdot was initially developed by the 

Network Services group at the University of Oregon, and continues to be maintained 

and expanded with support from the Network Startup Resource Center and the work 

of volunteers. 

 



20 

Netdot software has the following features: 

 Device discovery via SNMP 

 Layer 2 topology discovery and graphing, using, CDP/LLDP, 

spanning tree protocol, switch forwarding tables and router point-to-

point subnets 

 IPv4 and IPv6 address space management (IPAM) which includes 

address space visualization, DNS/DHCP config management, IP and 

MAC address tracking and BGP peer and Autonomous Systems 

tracking. 

 Export scripts for various tools such as Nagios, Sysmon, RANCID, 

Cacti, SmokePing. 

 Multi-level user access such as administrator and Operator. 

Figure 2.8 shows various functionality menu of Netdot which help system 

administrator to document its network information. 
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Figure 2.8: Netdot Network Documentation Tool 

 

iv) Netviz 

The netviz enterprise suite includes capabilities that automate task associated with IT 

documentation and data visualization. 

The netviz enterprise includes four software module: 

 Netviz enterprise project author – desktop software allows customers 

to create maps and diagram. 

 Netviz enterprise server- software enables users to securely share the 

maps and diagram they create. 

 Netviz enterprise client- software allows users to view maps and 

diagrams and collaborate on the diagrams by leaving notes and 

annotations. 
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 Netviz enterprise web server-software allows user to share diagrams 

over the web through a web browser and also perform data searches 

with built-in search engine. 

Figure 2.9 is an example of visual created by netviz tool to show which users are 

affected by a services disruption, such as an application outage. 

 

Figure 2.9: Visual Network Configuration Created by Netviz 

Source: NetViz, (2006) 

2.5 Conceptual Framework 

The conceptual framework shown in figure 2.10 illustrates the conceptualized 

drivers, issue, impacts and response for network documentation. There are various 

drivers leading to negligence of network documentation or when implemented or 

avoided in HLIs in Tanzania will result into good network documentation which are 

negligence of network information, incomplete network information, awareness and 

policy.  

Having good network documentation, saves from answering repetitive questions 

about the network infrastructure, creates more efficient working environment and 

help to know the performance of network. However, the absence of network 
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documentation causes loss of network services e.g. internet, user do not use internet 

at all, results of paying for fixing mistakes that system administrator makes which 

are based on inaccurate information and troubleshooting of network problem is 

difficult. Therefore, in order for HLIs to have both positive and negative effects, the 

implementation of network documentation prototype and the use of software such as 

NetBrain OE Workstation will be required to bring future survival of network. 

 

Figure 2.10: Conceptual Framework
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CHAPTER THREE 

RESEARCH METHODOLOGY 

3.1 Introduction 

In this chapter the detailed description of the method used to collect and analyze data 

is described. The aspects to be covered are study area, research design and data 

collection techniques.  

3.2 Study area 

The study was conducted at UDOM which is in the Dodoma municipality. The 

selection of the study is based on the suitability of the area as well as it is convenient 

for the researcher to collect data. In addition, UDOM is now regarded as among 

large Universities in Africa, whereby the university is currently undergoing 

restructuring of its network infrastructure in order to accommodate changes which 

must comply with the expansion of the University.  

3.3 Population 

The selection of participants for this study was based on a strategy referred to as, 

purposeful selection, whereby it is a selection strategy in which particular settings, 

persons or activities are selected deliberately in order to provide information that 

can’t be gotten as well from other choices (Maxwell, 2005). Selecting system 

administrators to be interviewed for this study was purposeful, in that they are 

responsible to understand and practice the process of network documentation. 

3.4 Research Design 

A case study design with qualitative method which focus in a single organization 

unit was used. The Researcher chose a qualitative approach for this study for several 
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compelling reasons. In general, it allows data to be collected from multiple methods 

such as interviews and observation which were used in this research (Baradyana and 

Ame 2007). On top of that, it provides much more detailed information than what is 

available through other methods, so that the researcher can gain an in-depth 

understanding of what is going on in relative to the topic. 

Also, qualitative methods emphasize the researcher’s role as active participant in the 

study (Creswell, 2005). For this study, the researcher was the key instrument in data 

collection, and the interpreter of data findings. 

3.5 Sample Size 

According to Kothari (2004) sample size refers to the number of items to be selected 

from the universe to constitute a sample. The study comprised of 22 participants who 

are system administrators working under IT directorate at UDOM. 

3.6 Data Collection Methods 

Two main instruments were used to obtain relevant data during the study, interviews 

and observations. 

3.6.1 The Interview 

The researcher used the semi-structured interview approach and a uniform set of 

open-ended questions to obtain: (a) factors that contribute to lack of network 

documentation (b) the effects of lack of network documentation (Appendix-I: 

Interview Guide). Open-ended questions were used throughout the interviews to 

encourage participants to respond freely and openly to questions. 

Twenty two participants (system administrators) were interviewed for this research. 

There were two reasons for using interview as the primary data collection technique 



26 

for this study. First, interviews result in thick descriptions of the subject being 

studied that enable readers to make decisions about transferability of study results. 

Secondly, the purpose of interviewing is to find out what is in and on someone else’s 

mind.  

3.6.2 Observation 

Observation is another method which was used to collect data in the study area. This 

involves the researcher making physical observation on how the different network 

devices are located, laid out and labeled so that the suggestions made by the 

researcher on the way forward, which helped UDOM to adopt best practice for 

network documentation were all included. Also, this was made to verify the data that 

were collected from interviews. 

3.7 Data Analysis Methods 

Qualitative research studies involve continuous interplay between data collection and 

data analysis (Strauss & Corbin, 1998). For this reason, the researcher analyzing data 

following the interview. Furthermore, the researcher followed the Creswell’s (2009) 

steps during the data analysis process which are: 

Step 1: Organize and prepare the data for analysis. During this step, the researcher 

reviewed papers recorded from interviews. 

 Step 2: Also, the researcher wove the emergent themes into narrative passages, so 

that the findings emerged logically from the participants’ responses. 

Step 3: The researcher’s own background, and experience as a system administrator 

help to focus on what the participants were saying, the conclusions they drew, and 

their intentions for future practice. Also themes that emerged from this study came 

directly from the researcher awareness of the network documentation 
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3.8 Network Documentation Software Adopted 

Among the aim of this study was to suggest the way forward which will help UDOM 

to adopt best practices for network documentation. Prototype development and 

NetBrain Workstation software were used to document network at UDOM.  

NetBrain Workstation was selected for this study because it alleviates the burdens of 

manual documentation by automatically creating up-to-date diagrams, inventory 

reports, and design documents leveraging live network data. Further, it has an 

additional level of functionality which is often used for troubleshooting and network 

design function, than any other network automation tools (www.netbraintech.com).  

The application offers a number of functionality that can be accessed using sub 

menus as indicated on the home page in figure 3.1 that assists the system 

administrator to navigate around the system which include: 

 Discover network quickly and accurately using a neighbor-walking algorithm 

 Automate network documentation for network assessment, troubleshooting 

and design 

 Automatically create and update visio diagrams, create asset reports, and 

design word reports. 

The researcher studied, installed and configured NetBrain Workstation trial version 

from the laptop and selected CIVE and Main administration block buildings to 

capture its network infrastructure automatically using NetBrain Workstation 

application. 
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3.8.1 NetBrain Workstation Outputs Results 

1) Discover Network  

The installed application were then used to discover network by entering credential 

such as username/password pairs, SNMP strings, and Network Servers, as shown in 

figure 3.2, which allows to customize a dedicated environment of network topology 

and design. 

 

Figure 3.1: Home Page of Netbrain Workstation Trial Version 
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2) Automatically create and update Visio diagrams, create assets reports, and 

design word reports. 

The results obtained by NetBrain Workstation was the network architecture of Layer 

3 as depicted in figure 3.3 (CIVE Administration Block) and figure 3.4 (Main 

Administration Block). This was done within few minutes without wastage of time.  

 

 

Figure 3.2: Network Discovery 

Figure 3.3 and 3.4 present the details L3 structure of CIVE and Main administration 

blocks respectively, which are captured by the help of NetBrain Workstation. As it 

shown, VLAN distribute across multiple switches that somehow interacted as though 
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they were in a single isolated LAN. The VLAN help to put all the people working 

together on a particular project whereby files and resources can be easily shared. In 

addition it is ease for partitioning of resources such as servers e.g. CIVE_DHCP_SW 

(19.168.3.2) as shown in figure 3.3 to which the administrator wishes to limit access. 

 

Figure 3.3: CIVE Administration Block Layer 3 Diagram 
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Broadcasts sent by workstations that are not in the VLAN will never reach 

workstations that are in the VLAN. In addition, another disadvantages of VLAN is 

that broadcasts sent by one of the workstations in the VLAN will not reach any 

workstations that are not in the VLAN.  

 

Figure 3.4: Main Administration Block Layer 3 Diagram 

Therefore, the above Visio diagram and other information such as devices 

information, and LAN discovered (appendixes III, IV and V) which were obtained 

from CIVE and Main administration of UDOM are network documentation which 

were created by using Netbrain Workstation.  
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CHAPTER FOUR 

DISCUSSION OF THE RESULTS 

4.1 Introduction 

The purpose of this research study was to assess the impact of lack of network 

documentation in HLIs, a case study of University of Dodoma. The following 

research questions informed this study (a) what factors that contribute to the attitudes 

of neglecting network documentation at UDOM? and (b) what are the effects of lack 

of network documentation at UDOM? The research findings and discussion based on 

analysis of the semi-structured interviews and the researcher’s observations within 

the UDOM. 

4.2 Factors Contributing the Attitude of Neglecting of Network Documentation 

in UDOM 

4.2.1 Awareness of Network Documentation 

The study wanted to know if the system administrators are aware of the network 

documentation. The study found that 40 percent of participants are aware of the 

network documentation, however they admitted that they didn’t document network, 

this is illustrated with the following quotes: 

…. I am aware of network documentation, but in here I don’t 

practice at all (System Administrator at UDOM). 

 They provide several reasons, firstly, all network devices to be documented are 

purchased by procurement office and the purchasing documents and details are 

retained in the procurement office, so it is difficult for them to trace and know the 

network information to be documented, and secondly, ICT services outsourcing is 

also the challenge to system administrators at UDOM. For example UDOM LAN 
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installation were done by more than three companies in different colleges without 

leaving any document to ICT department, whereby it is difficult for UDOM system 

administrators to understand its implementation and configuration. Results lack of 

network documentation. 

Another challenge which was experienced is inadequate budget of fund allocated to 

ICT department which is not enough to buy the network documentation automation 

software. This is illustrated with the following quotes 

……you  know, this issue of documenting the network required 

an automation software which will be very useful for us, and 

which are expensive, but the problem is budget allocation for 

our department and how will get that money… (System 

Administrator at UDOM). 

The above answer given by system administrator shows that the ICT department is 

not given the priorities on its budget and also most system administrators rely on the 

off the shelf software instead of in house development. 

Furthermore, 60 percent of system administrators seemed not to be aware of network 

documentation. This shows that, they don’t know network documentation, as 

illustrated by the following quote: 

….haa! I don’t know the process of network documentation, if it 

is important to have. Then we would have to be informed and 

educated on that. (System Administrator at UDOM). 

Therefore, awareness is one of the factors that contribute to the lack of network 

documentation at UDOM.  

4.2.2 Experience in Network Infrastructure 

The study found out that out of 22 (100%) of system administrators who were 

interviewed, 4.5% of system administrators had more than six years of experience in 

network infrastructure, 63.6% system administrators had one to two years of 
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experience, and 31.8% system administrators claimed that they had four years of 

experience in network infrastructure. Table 4.1 summarizes the findings.  

Table 4.1: Experience of System Administrator in Network Infrastructure 

System Administrator Experience(Years) 

63.6% 2 

31.8% 4 

4.6% 6 

This shows that many system administrators at UDOM do not have work experience 

of network infrastructure. This is because they came directly from school and their 

ability to know and understanding network infrastructure in practical are limited, and 

therefore resulting UDOM to lack of network documentation. 

4.2.3 Network Faults Management at UDOM 

The study wanted to know how UDOM managed to troubleshoot network if faults 

occur, the study found that out of 22 (100%) of system administrators who were 

interviewed, 45.5% of the system administrators use their brain, 22.7% use Google 

search engine and 31.8% get assistance from their friends who are working in other 

organization to find the solutions to the problem. Figure 4.1 shows how system 

administrators at UDOM managed to troubleshoot network faults. 

 

Figure 4.1:  Network Faults Management at UDOM 
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The findings in figure 4.1, have led system administrators to neglect network 

documentation. 

4.2.4 Policy of Network Documentation 

The study wanted to know that if there are principle of action adopted or proposed 

by an organization or individual concerning network documentation at UDOM. 

When system administrators were asked if there is any policy concerning the 

network documentation, all 22 administrators admitted that there are no principles 

which govern to have network documentation at UDOM. This results to lack of 

having network documentation at UDOM. 

4.2.5 Time Consumed 

The study found out that at UDOM offices are scattered and therefore becomes an 

obstacle for system administrator to troubleshoot when faults occur since it takes to 

much time to arrive at the fault location. This causes system administrators to 

neglect network documentation, as illustrated by the following quote: 

……….aah! In this organization system administrators have a 

lot to do, especially when you consider that the movement from 

one building to another takes, so it is difficult for us to create 

and maintain such kind of document….. (System Administrator 

at UDOM). 

4.3 The Effects of Lack of Network Documentation at UDOM 

The study found out that at UDOM there is a tendency of reallocating system 

administrators to work with different colleges, since there is no any document 

associated with the storage of the password of devices such as computers, 

remembering of password is very difficult for them, illustrated by the following 

quote: 
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…it’s important because of remembering the password of the 

computers especially after staff reallocating to other colleges… 

(System Administrator at UDOM). 

The results of not remembering passwords of computers, system administrators tend 

to format computer which cause the loss of data and damage of hard disk. 

Moreover, the study found out that several embarrassing situations due to lack of 

documentation as illustrated by the following quotes: 

….you see every year internal auditor’s come and ask for the 

number of computers located in my college, I fail to answer that 

question because I don’t have any document that shows the 

number of computers and their location… (System Administrator 

at UDOM). 

…aah! One day when we are doing LAN configuration with 

Zantel I failed to answer how many users currently were 

connected to the internet…. (System Administrator at UDOM). 

… Oh! Floor number two switch was not responding and 

required replacement, the principal was willing to pay using 

college budget but I failed to give the price of the switch 

…….(System Administrator at UDOM). 

From the three cases above the consequences are system administrators to be 

required to go through each office to count computers which is a very tedious work, 

it was difficult to allocate users IP address to different colleges and the switch was 

not replaced.   

Furthermore, the study found out that the following network problems occur 

frequently at UDOM: 

 IP Conflicts especially in a static IP address for printer sharing 

 Knowing specific port for switch if it  enables or dis-ables 

 Knowing the simple LAN architecture of a building 

Because of neglecting network documentation, troubleshoot the conflict of IP 

address takes time and it is difficult to know LAN architecture and the port of switch 

whether it enables or dis-ables, and  If that happens, the network services such 

Internet will be lost resulting users not to use the services at all. 
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4.4 Conclusion 

In this chapter, factors that contribute to the attitude of the neglecting network 

documentation in HLIs specifically UDOM were identified, which are awareness, 

lack of polices and experience in network infrastructure etc. Also, the absence of 

network documentation has resulted side effects at UDOM such as, troubleshooting 

network problem is difficult which result to users not to use network services such as 

internet. The following, chapter five, is about the network prototype development 

which will help UDOM and other HLIs to document network. 
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CHAPTER FIVE 

NETWORK DOCUMENTATION PROTOTYPE 

5.1 Introduction 

This chapter provides the description of the system designs as well as the modular 

approach to programming. The nature of this study was to develop a prototype for 

documenting network devices in order to help UDOM and other HLIs to eliminate 

the problems associated with undocumented network. The main objective of the 

system was well informed to the system administrators and they participated well in 

the whole process of specifying the requirements for the prototype development. 

5.2 Requirements Specification of the Prototype 

This section describes the functional, nonfunctional and stakeholder requirements of 

the proposed prototype.  

5.2.1 Functional Requirements 

The functional requirements capture the intended behavior of the system. This 

behavior may be expressed as a service, tasks or functions the system is required to 

perform (Ruth and Dana, 2011). The following is the list of the function 

requirements of the system. 

 The system administrator shall be able to add network devices on the 

system. 

 The system administrator shall be able to view a list of network devices 

from the system. 

 The system administrator shall be able to modify the details of network 

devices on the system. 

 The system administrator shall be able to update device information. 
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5.3.2 Non-Functional Requirements 

Non-functional requirements are qualities that the system should optimize. They are 

described as user’s visible constraints on the system. They describe user visible 

aspects of the system that are not directly related to the functionality of the system 

(Bernd and Allen, 2000). Under this section, the researcher discusses non-function 

requirements which define the properties and constraints of network documentation 

system:  

a) User Interfaces 

All user (system admin) interfaces are web-based HTML pages which can be 

accessed through any standard web browser. Web pages which ask for user input 

include HTML forms. These HTML forms include JavaScript code to verify that the 

appropriate information has been input before allowing the information to be 

submitted to the web server. Web pages which provide confirmation of information 

will be dynamically generated using static HTML pages. 

b) Reliability of the system 

The system is reliable as it provides functions which are useful to the users of the 

system. Functions such as login, is used to facilitate easy and supportive 

functionalities to the users of the system.  

5.2.3 Stakeholders 

Identifying system stakeholders is an important aspect of the software development 

as it guides the requirements engineering process (Nuseibeh and Easterbrook, 2000). 

The stakeholders of this system are system administrators who are computer 

specialists responsible for maintaining and managing network using network 

documentation. 
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5.3 Prototype Requirement Analysis 

System analysis is defined as those activities undertaken to produce a system 

specification which will then be used as a basis for system design and build. In this 

study use case diagrams were used to model the requirements for the construction of 

the prototype.  

5.3.1 Use Case Model 

A use case diagram describes a sequence of actions/ system behavior that provide 

something of measurable value to an actor. Also, the diagrams show the interaction 

between the outside worlds to the central system. Figure 5.1 presents the use case 

diagram of the system. In this case, the use case model shows the interaction 

between the system administrator and the network documentation system which acts 

as the main system for data storage and retrieval. 

 

Figure 5.1: Use Case Diagram Showing System Administrator Interaction with 

the System 
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5.4 Designing and Implementation 

In this section, the main designs and implementation approaches of the prototype are 

described. Based on the description and requirements of the prototype, design 

architecture of the system is determined using flow chat, and UML diagram show 

the database design. Likewise, different interfaces of the prototype which allow the 

user to interact with the system are described. 

5.4.1 Design Architecture of the Prototype 

This prototype was developed using programming tools such as Hypertext Markup 

Language (HTML), hypertext preprocessor (PHP), MySQL under Microsoft 

Windows environment. Also concept draw was used as an UML tool for database 

design. Additionally Macromedia Dreamweaver was used to make it easier to edit 

coding for the chosen PHP codes. 

 

Figure 5.2: The Process of Creating Network Documentation 
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PHP is the language of choice in programming the web application due to the ease of 

use for the programmer. It is also free to use, and there are several development 

platforms free of charge. In addition to that, PHP can be easily embedded with 

HTML. Figure 5.2 depicts the stage-by-stage process of creating network 

documentation by using flow chart. 

The system administrator is first login in the system.  After login the system 

administrator figure 5.2 record network devices in the system and thereafter 

administrator determine if there are any devices remaining undocumented, if there is, 

the administrator login again and record it. If not, it means that network 

documentation is complete.   
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Figure 5.3: Database Structure 

5.4.2 Database Design 

The basic structures of the tables comprising of the database of the system are shown 

together with primary and foreign key information. The database was developed 

under MYSQL database. MYSQL was used since it is the most popular database 

system used with PHP. Figure 5.3 shows tables constructing the structure of network 

documentation system 
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5.4.3 User Interfaces 

The prototype consists of one module which allows the system administrator to 

interact with the system. The main functionality of the module includes login to the 

system, add information to the system, modify/update the information and view lists 

of network information into the system. In this section, these modules are further 

described.  

 

Figure 5.4: Login Page 

For security purposes the system administrator must login to the system. Once the 

system administrator logins, he/she will be directed to the information authorized 

for.  
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After login, the system administrator can choose the category to add, view or edit the 

information. Figure 5.5 shows the interface that the system administrator chose 

hardware category. 

 

Figure 5.5: Choose Category Form 

After choosing hardware category and clicking continual button (figure 5.5), the next 

stage is to choose what he/she would like to do, whether to add a device, remove or 

view the details as shown in figure 5.6. 
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Figure 5.6: Add, View Or Remove Details Choices 

Then, if he/she chooses add in the category hardware and click continual, figure 5.7 

shows the details of hardware he/she will be required to fill. 

 

Figure 5.7: Hardware Filling Form 
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5.4.4 Deployment Delivery and Feedback 

Due to the limited time of the study, the prototype was not deployed live on the 

required site, however, preliminary testing of the prototype was done and the 

prototype record network information. Each function of the system was tested and 

each function worked as it was intended to work. 

5.5 Conclusion 

In this chapter, the design of the network documentation prototype was done. The 

prototype addressed the software’s architectural design followed by the software’s 

design database model and the user interface design. The prototype will help UDOM 

and other HLIs to document network in order to alleviate the effects of lack of 

network documentation. The following chapter, chapter six is for the conclusion and 

recommendation of the study.  
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CHAPTER SIX 

CONCLUSION AND RECOMMENDATION 

6.1 Conclusion 

This section contains conclusions based on the findings from the study. Conclusions 

are organized by research question and are supported by qualitative data where 

appropriate.  

Research Question 1: What are the factors that contribute to the attitude of 

neglecting network documentation in HLIs? 

The results from system administrator interviews indicate that awareness of network 

documentation, experience in network infrastructure, lack of network documentation 

policies and time consumed task are among the reasons which contributed to the 

attitude of neglecting network documentation in HLIs. 

Research Question 2: What is the impact of lack of network documentation? 

The findings indicate that without network documentation, troubleshooting network 

problem is difficult which results the user not to use network services such as 

internet. Likewise, if there is no any document associated with the storage of the 

password of devices such as computers and server, remembering of password is very 

difficult which resulted to formatting devices and led to the loss of data. 

Additionally, several embarrassing situations due to lack of documentation, were 

found, whereby the system administrator fails to give the price of the switch to be 

bought, fail to answer how many users currently were connected to the internet and 

fail to know how many computers are there in the college.  
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6.2 Recommendations 

Basing on the results of this study, the following suggestions are offered to have a 

good network documentation in order to alleviate the effects caused by lack of 

network documentation: 

One of the key factors which contributed to the negligence of network 

documentation is lack of policies concerning the creating and maintaining of 

network documentation. The researcher recommends the establishment of these 

polices in order to facilitate network documentation in the HLIs.  

HLIs should provide training for new system administrators regarding the network 

infrastructures and the potential use of network documentation.  

The researcher recommend the use of developed prototype and Netbrain workstation 

to be the tools of documenting network in HLIs. 

6.3 Suggestion for Further Studies 

The scope of the prototype was to input the network information into the system. In 

that case further study should be conducted to develop the mobile application which 

will enable system administrators remotely document the network.  
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APPENDIX- I 

INTERVIEW GUIDE 

 

A. To identify factors that contribute to neglection of network documentation in 

Higher Learning Institution, specifically UDOM. 

1. Describe your experience in network infrastructure. 

2. What is your contribution to your organization in purchasing and acquiring new 

network devices such as computers, switches, routers etc.? 

3. How did you contribute in implementation and configuration of network 

infrastructure which are in your working place? 

4. Have do you manage and troubleshoot your network if faults occur? 

5. Have you ever come across with the term network documentation? What is it? 

Explain. 

6. Describe some of the technical documentation you have created or maintained, if 

any 

7. Give reasons for not having created or maintained network documentation.   

B. To identify the impact of lack of network documentation at UDOM and other 

Higher Learning Institution. 

B) How do you manage to resolve similar faults which normally occur on your 

network? 

C) How long it takes to resolve network faults when it occurs? 

D) Your organization is not yet completed and building construction is in process, 

how do you identify areas where network cables e.g. fibers are crossing? 

E) Suppose the new system administrator is employed and he/she wants to know 

his/her network infrastructure, where did he/she get it? 



54 

C. To device a model that will be adopted by UDOM and other higher learning 

institutions to the best practice network documentation. 

F) What types of network information does your organization need to be 

documented? 

G) What are some of the things you need to take into consideration when 

documenting the network? 

H) What is the best way of keeping the records of the network? Why? 

I) What is the best way to keep documentation up to date? 
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APPENDIX –II 
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ICT EQUIPMENTS INVENTORY OF THE LIBRARY COMPUTER 

LABORATORY LOCATED AT THE COLLEGE OF EDUCATION 

Summary; 

Total number of monitor is 17 

Total number of CPU is 19 

Total number of mouse is 9 

Total number of keyboard is 18 

Total number of full computer set is 9 

 
Sn CPU number Monitor number Ant-

virus 

Internet 

access 

Comments/ 

Description 

1 UDOM/CoED/LIB/R04d/CPU/022 UDOM/CoED/LIB/R04J/CMT/015 x x  

2 UDOM/CoED/LIB/R04J/CPU/026 UDOM/CoED/LIB/R04A/CMT/003 x X  

3 UDOM/CoED/LIB/R04J/CPU/023 UDOM/CoED/LIB/R04J/CMT/023 x X  

4 UDOM/CoED/LIB/R04A/CPU/003 UDOM/CoED/LIB/R04J/CMT/016 x X  

5 UDOM/CoED/LIB/R04J/CPU/017 UDOM/CoED/LIB/R04J/CMT//022 x   

6 UDOM/CoED/LIB/R04J/CPU/029 UDOM/CoED/LIB/R04J/CMT/026 x   

7 UDOM/CoED/LIB/R04J/CPU/027 UDOM/CoED/LIB/R04J/CMT/015 x X -The CPU fails 

to boot 

-Not connected 

to the power 

source due the 

lack of power 

cable(extension) 

8 UDOM/CoED/LIB/R04J/CPU/030 UDOM/CoED/LIB/R04J/CMT/019 x X Not connected 

to the power 

source due the 

lack of power 

cable(extension 

9 UDOM/CoED/LIB/R04J/CPU/018 UDOM/CoED/LIB/R04J/CMT/021 x X -Not connected 

to the power 

source due the 

lack of power 

cable(extension 

10 UDOM/CoED/LIB/R04J/CPU/020 UDOM/CoED/LIB/R04J/CMT/018 x X -The monitor is 

not working 

-Not connected 

to the power 

 P.O. BOX 428 
 DODOMA, TANZANIA 
 TEL: +255 23 23002   FAX: +255 23 23000     
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source due the 

lack of power 

cable(extension 

11 UDOM/CoED/LIB/R04J/CPU/021 UDOM/CoED/LIB/R04J/CMT/028 x X Not connected 

to the power 

source due the 

lack of power 

cable(extension 

12 UDOM/CoED/LIB/R04J/CPU/028 UDOM/CoED/LIB/R04J/CMT/024 x X -The monitor is 

not working 

-Not connected 

to the power 

source due the 

lack of power 

cable(extension 

13 UDOM/CoED/LIB/R04J/CPU/014 UDOM/CoED/LIB/R04J/CMT/020 x X -The monitor is 

not working 

-Not connected 

to the power 

source due the 

lack of power 

cable(extension 

14 UDOM/CoED/LIB/R04J/CPU/001 UDOM/CoED/LIB/R04J/CMT/025 x X -The monitor is 

not working 

-The CPU fails 

to as it gives the 

continues 

beeping alarm 

-Not connected 

to the power 

source due the 

lack of power 

cable(extension 

15 UDOM/CoED/LIB/R04J/CPU/015 UDOM/CoED/LIB/R04J/CMT/017 x X -The monitor is 

not working 

-Not connected 

to the power 

source due the 

lack of power 

cable(extension 

16 UDOM/CoED/LIB/R04J/CPU/024 UDOM/CoED/LIB/R02H/CMT/010 x X -The monitor is 

not working 

-The CPU fails 

to boot 

-Not connected 

to the power 

source due the 
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lack of power 

cable(extension 

17 UDOM/CoED/LIB/R04J/CPU/001 UDOM/CoED/LIB/R02H/CMT/008 x X Not connected 

to the power 

source due the 

lack of power 

cable(extension 

18 UDOM/CoED/LIB/R04J/CPU/025    Not connected 

to the power 

source due the 

lack of power 

cable(extension 

19 UDOM/CoED/LIB/R04J/CPU/010    -The CPU fails 

to boot as it 

produce 

continues 

beeping 

-Not connected 

to the power 

source due the 

lack of power 

cable(extension 
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APPENDIX –III 

CIVE ADMINISTRATION BLOCK LAN DISCOVERY 

LAN Segment IP Address MAC Address Vendor VLAN User Flag Server Type 

192.168.254.16/

30 

192.168.254.

17 

C062.6BA1.B041 Cisco 

Systems 

1 auto 

discovered 

Cisco IOS Switch 

192.168.254.4/3

0 

192.168.254.

6 

C062.6BA1.B043 Cisco 

Systems 

1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.1 C062.6BA1.B040 Cisco 

Systems 

1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.2 E8BA.706B.CF40   1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.3 2037.0667.7140   1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.4 E8BA.706B.E340   1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.5 D0C2.8244.0BC0   1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.6 2037.0667.B440   1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.7 0008.3059.3E40   1 auto 

discovered 

Cisco IOS Switch 

192.168.3.0/24 192.168.3.8 B862.1F4C.3F40   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.10 0027.0D48.25AA Cisco 

Systems 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.20 0021.5ACE.EC84 Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.41 D4CA.6DD3.C35

9 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.43 D4CA.6DA4.2B5

8 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.45 0024.811F.573A Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.46 E803.9A1C.AE68   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.47 B8CA.3AB8.A9D

D 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.48 6431.5034.1241 Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.49 0021.0076.3965 GemTek 

Technology 

Co., Ltd. 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.51 D4CA.6DB6.3F8

B 

  1 auto 

discovered 

End System 
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192.168.3.0/24 192.168.3.53 D4CA.6DA6.48F

5 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.55 B8CA.3AB8.8E4

E 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.61 4C0F.6E89.8F36 Hon Hai 

Precision Ind. 

Co.,Ltd. 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.63 B8CA.3AB8.2DA

1 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.65 6431.5038.58D1 Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.67 0021.9BD5.19F1 Dell Inc 1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.70 E811.322C.32A2 Samsung 

Electronics 

Co., LTD 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.71 B8CA.3AB8.36C

7 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.72 4CEB.4268.BFD2   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.74 0CD2.9266.22A9 Intel 

Corporate 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.75 B8CA.3AB8.E68

8 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.76 18E2.C2D2.9430   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.88 0021.E9DD.2854 Apple, Inc 1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.91 B8CA.3AB8.2CD

7 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.94 B8CA.3AB8.8BB

7 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.95 70F3.95E2.33FB Universal 

Global 

Scientific 

Industrial 

Co., Ltd. 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.10

6 

0025.D329.EC8D AzureWave 

Technologies, 

Inc 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.11

2 

B8CA.3AB8.8D9

5 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.11

6 

0023.4E3A.E452 Hon Hai 

Precision Ind. 

Co., Ltd. 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.12

5 

E4CE.8F09.F030 Apple Inc 1 auto 

discovered 

End System 
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192.168.3.0/24 192.168.3.12

8 

D485.64EB.9F5A Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.13

1 

B8CA.3AB8.8BA

2 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.13

6 

7018.8B93.66C9   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.14

0 

B8CA.3AB8.8C3

4 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.15

3 

3C77.E6A9.7958   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.17

0 

2068.9D56.3CAE   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.17

5 

001D.92F4.7F8F MICRO-

STAR INT'L 

CO.,LTD. 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.17

6 

B8CA.3AB8.8EB

C 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.17

9 

6431.5034.1274 Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.18

0 

B8CA.3AB8.2A9

3 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.19

5 

B8CA.3AB8.8E3

C 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.19

8 

B8CA.3AB8.DF0

B 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.20

0 

D4CA.6DAF.D9

A1 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.20

3 

B8CA.3AB8.2A5

A 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.20

9 

001F.1674.2B17 Wistron 

Corporation 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.21

0 

D4CA.6DD3.C35

9 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.21

5 

2469.A517.C305   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.21

8 

6431.5038.3998 Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.21

9 

0024.811F.5BD6 Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.22

3 

F4F5.A58A.A956   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.22

4 

1803.73C1.4FD0 Dell Inc 1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.22

6 

001C.2320.CB7E Dell Inc 1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.22

8 

000F.FE63.A8D0 G-PRO 

COMPUTER 

1 auto 

discovered 

End System 
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192.168.3.0/24 192.168.3.23

0 

D4CA.6DA4.DB8

B 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.23

1 

D4CA.6DA4.DB8

B 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.23

3 

B8CA.3AB8.896

B 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.23

4 

001D.92F2.70FE MICRO-

STAR INT'L 

CO.,LTD. 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.23

5 

001D.92F2.7532 MICRO-

STAR INT'L 

CO.,LTD. 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.23

7 

D4CA.6DA4.DB8

B 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.23

8 

6431.5034.1166 Hewlett 

Packard 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.23

9 

8C73.6E99.C09B Fujitsu 

Limited 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

0 

D4CA.6DB4.6495   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

1 

F04D.A2C1.4937 Dell Inc. 1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

3 

A4BA.DBB0.C22

B 

Dell Inc. 1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

4 

B8CA.3AB8.AC5

C 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

5 

D4CA.6DB6.3F8

B 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

6 

D4CA.6DB4.6495   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

7 

7018.8B93.6766   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

8 

606C.668C.D296   1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.24

9 

B8CA.3AB8.C21

1 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.25

0 

B8CA.3AB8.8B5

6 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.25

1 

5C26.0A64.87C3 Dell Inc. 1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.25

2 

30AA.BD5A.E62

A 

  1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.25

3 

0026.B6F2.AFAC Askey 

Computer 

1 auto 

discovered 

End System 

192.168.3.0/24 192.168.3.25

4 

B8CA.3AB8.8A9

E 

  1 auto 

discovered 

End System 
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192.168.4.0/24 192.168.4.1 C062.6BA1.B044 Cisco 

Systems 

1 auto 

discovered 

Cisco IOS Switch 

 

 



64 

APPENDIX-IV 

CIVE DEVICE INFORMATION 

 

Hostname Management 

IP 

Mask Vendo

r 

Model Device 

Type 

Serial Number Software 

Version 

CIVE_CORE

_SWITCH 

192.168.3.1 24 Cisco catalyst37xx

Stack 

Cisco IOS 

Switch 

FOC1434W617 12.2(35)SE5 

CIVE_DHCP_

SW 

192.168.3.2 24 Cisco 296048PSTL Cisco IOS 

Switch 

FOC1523Y207 12.2(50)SE5 

Sw1-1stFLR 192.168.3.4 24 Cisco 296048PSTL Cisco IOS 

Switch 

FOC1523Z2PC 12.2(50)SE5 

SW1_2ndFLR 192.168.3.7 24 Cisco 296048PSTL Cisco IOS 

Switch 

FOC1533Y12K 12.2(50)SE5 

Sw2-2ndFLR 192.168.3.6 24 Cisco 296048PSTL Cisco IOS 

Switch 

FOC1523Y2D9 12.2(50)SE5 

Sw2-1stflr 192.168.3.5 24 Cisco 296048PSTL Cisco IOS 

Switch 

FOC1523Z2N

Q 

12.2(50)SE5 

Sw2_Grndflr 192.168.3.3 24 Cisco 296048PSTL Cisco IOS 

Switch 

FOC1523Y20X 12.2(50)SE5 
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APPENDIX-V 

MAIN ADMINSTRATION BLOCK DEVICE INFORMATION 

 

 

Hostname Management 

IP 

Mask Vendo

r 

Model Device 

Type 

Serial 

Number 

Software 

Version 

admin7 192.168.18.8 23 Cisco catalyst296024PCS Cisco IOS 

Switch 

Cisco-

switch 

12.2(50)SE

4 

Admin_Ad

mission 

192.168.18.9 23 Cisco catalyst296024PCS Cisco IOS 

Switch 

Cisco-

switch 

12.2(50)SE

4 

admincores

witch 

192.168.18.2 23 Cisco catalyst296048PSTS Cisco IOS 

Switch 

FOC1444

W06F 

12.2(50)SE

4 

admin2 192.168.18.5 23 Cisco catalyst296048PSTS Cisco IOS 

Switch 

Cisco-

switch 

12.2(50)SE

4 

admin1 192.168.18.6 23 Cisco catalyst296048PSTS Cisco IOS 

Switch 

Cisco-

switch 

12.2(50)SE

4 



66 

APPENDIX-VI 

CIVE ADMNISTRATION BLOCK LAYER 2 NETWORK DESIGN 
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APPENDIX-VII 

MAIN ADMINISTRATION BLOCK LAYER 2 NETWORK DESIGN 

 

 


