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ABSTRACT 

The usage of personal identification number (PIN) as an authentication method in 

accessing mobile money services (MMSs) conveys many security flaws as it is easy 

to be forged, not being hidden when entered, and easy to be shared among users, all 

of these may cause unauthorized access to MMSs. This study focused on proposing a 

framework to improve security on the usage of MMS by using two-factor 

authentication (2FA) of PIN and iris biometric authentication method in Tanzania. 

With this framework secured access to MMS can be archived.  

The study used the mixed research approach to achieve the study objectives, 

observation, and literature review applied in designing the framework to improve 

security level in accessing MMS based on iris recognition biometric authentication 

method (IRBAM) and develop mobile money applications based on the designed 

framework. Questionnaires were used to obtain the user’s perceptions of evaluating 

the effectiveness of the framework based on the usage of developed mobile money 

application.  

The rapid application development (RAD) approach is used in the development of 

mobile money application based on the proposed framework. Use-case and flow 

chart diagrams were used to depict the flow of information between mobile money 

users (MMU) and mobile network operators (MNO). Different tools and 

programming languages were used in a development environment, for example, 

Microsoft Visio, MySQL database, Android studio, PHP, JSON, and java.  

The results obtained from the evaluation of the effectiveness of the developed mobile 

money application have concluded that 46.1% and 51.9% of customers and agents 

respectively have strongly agreed that the implementation of the proposed 

framework will eliminate unauthorized access to MMS. Furthermore, 85.5% of 

customers and 71.6% of agents have accepted to use the developed mobile money 

application based on the proposed framework.  

The implementation of the proposed framework using 2FA of PIN and iris biometric 

authentication method has shown to remove unauthorized access to MMSs. This 

study recommends MNO and other stakeholders to use the findings of this study as a 

roadmap to help guide them in improving security in accessing MMS. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Background Information 

The development of science and technology has brought a great impact on the 

improvement of telecommunication services across the world. The mobile phone 

technology has enriched the usage of mobile devices from phone calling and 

messaging into multi-tasking devices (Serhani et al., 2009). Its development has 

replaced other similar services for example landlines and post office. Currently, 

shifting from the use of traditional technologies is high, towards the usage of mobile 

technologies (Klímová, 2017). 

The technological revolution from landlines to mobile devices and huge wireless 

network coverage has led to an increase in the number of mobile users. By the end of 

2018, there were about 456 million mobile users in the Sub-Sahara African region an 

increase of 20 million users compared to 2017, Which signifying a subscriber 

penetration rate of 44% (GSM, 2019). Tanzania is among the countries in East Africa 

(EA) whereby the rate of mobile phone users have been shown to grow fast in the 

recent years, as of December 2020 mobile phone networks had a total of 49.2 million 

telecommunication subscribers (TCRA, 2020).  

As mobile phone users keep on increasing people turns mobile phones to be part of 

their daily life, also other normal services that were not accessed by mobile phones 

now start to be accessed via mobile phones, for example, financial services known as 

Mobile Money Services (MMS). In EA, Kenya was the first country to introduce 

MMS in 2007 and was followed by Tanzania in 2008. According to Tanzania 

Communication Regulatory Authority (TCRA) (2020), overall mobile money 

subscriptions in the country reached 30.5 million accounts in December 2020, versus 

30.4 million accounts in August 2020 and 28.5 million accounts in July 2020. In 

December 2020 there were a total of 299 million mobile money transactions with the 

value of Tsh.11.5 trillion. Currently, there are six mobile network operators (MNO) 

running mobile money services in Tanzania, the MNO include M-Pesa, Tigo Pesa, 

Airtel Money, EzyPesa, Halopesa, and T-pesa 
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Offering transactions through mobile devices has many advantages to Tanzanians as 

it enables cashless payments, lower transaction costs, and customers do not require 

brokers for money transfers anymore. The mobile money system provides easy 

sending and receiving money for distant people, also, provide employment 

opportunities. However, it introduces access security challenges that have to be dealt 

with, which may allow unauthorized accesses that are resulting in theft. 

According to Kitime (2018), the Personal Identification Number (PIN) authentication 

method is currently used as an authentication method on accessing MMS in 

Tanzania. Though it is easy to be forged as a result several studies have been 

conducted to improve security levels.  

Mangala (2012) proposed a biometric mechanism for providing improved security to 

the mobile payment in e-banking. In the proposed mechanism, the fingerprint image 

is taken in real-time and sent to the server for authorization. Moreover, Scarfone and 

Souppaya (2009) proposed Two Factor Authentication Model (2FA) which based on 

the combination of  PIN and biometric authentication, Using fingerprint 

authentication someone can have his/her finger touched on the fingerprint scanner if 

he/she slept or undergo unconsciousness state and allow unauthorized access to the 

application. Also, two facial identical people can get access to one account using face 

recognition biometric authentication. Therefore, further improvement of security in 

accessing mobile money services is required. This research was conducted to 

propose a security framework for mobile money usage based on iris biometric 

authentication in Tanzania. 

1.2 Research Problem Statement 

Mobile Network Operators (MNO) in EA, offer mobile money users (MMU) with a 

menu to access MMSs. These users follow the menu’s instructions to accomplish the 

transactions, menus use different methods such as Short Message Service (SMS), 

SIM Toolkit (STK), and Unstructured Supplementary Service Data  (USSD) to pass 

users commands to the servers (UNCTAD, 2012). All those methods use a PIN for 

authorizing transactions. By using a PIN, MMU is required to enter a four digits 

number to authenticate transactions. 
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Regardless of its popular usage by all MNO in EA countries, the usage of PIN as an 

authentication method in MMSs conveys many security flaws. For example, PIN 

digits are not being hidden when typed on the phone. Thus, making it possible for 

someone to eavesdrop over one’s shoulder. Besides, the PIN contains only four 

digits, thus becoming easy to be forged. The study conducted in Tanzania by Bakar 

(2016) has shown that 14.1% of respondents had experienced PIN requests from 

other people especially family members, friends, and Agents. Furthermore, the study 

discovered that 29.3% of the respondents confirmed their mobile money PINs are 

known to other people, mostly family members. All of those may lead to 

unauthorized access to MMSs hence theft of money will occur. 

Several studies have been conducted on improving security in accessing MMSs, for 

instance, a study conducted by Chemwa (2010) based on security issues faced by 

mobile cash transfer applications in Kenya on Global System for Mobile 

Communication (GSM) and third-generation (3G) networks, the study proposed the 

use of fingerprint or facial biometric and other authentication vector to enhance 

security on mobile money application. According to Bilal (2011) study conducted in 

Sweden on trust and security issues in mobile banking and its effects on customers 

proposed the biometric authentication system based on the fingerprint mechanism for 

the customers to be able to use mobile banking services safely. Also, the study by 

Sharma (2019) conducted in India proposed the mobile payment framework which is 

based on face recognition. Despite the available studies literature review revealed, no 

study has been conducted proposing the usage of MMS based on iris biometric 

authentication. 

Regardless the presence of security challenges in using PIN, all MNOs in Tanzania 

use PIN as an authentication method in accessing MMSs. According to Police 

Tanzania (2016) on crime and traffic incidents statistics report show that there were a 

total of 4,171 offenses of theft on mobile money transactions that involve M-Pesa, 

Tigo-Pesa, and Airtel money services. Therefore, it is in that context this study aimed 

to develop a framework to improve the security level of accessing MMS using two-

factor authentications, which involves both PIN and iris biometric authentication.  
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1.3 Research Objectives 

1.3.1 General Objective 

The main objective of this research was to develop a framework to improve the 

security level in accessing MMS’s based on the iris recognition biometric 

authentication method (IRBAM).  

1.3.2 Specific Objectives  

i. To design the framework to improve the security level in accessing MMS 

based on IRBAM. 

ii. To develop mobile money application based on the framework with IRBAM 

iii. To evaluate the effectiveness of a mobile money application based on the 

framework with IRBAM to improve security level in accessing MMS’s. 

1.4 Research Questions 

i. How does the framework with IRBAM designed to improve the security level 

in accessing MMS?  

ii. What are the requirements to develop a mobile money application based on a 

framework with IRBAM to improve access security of MMS? 

iii. What are the criteria to evaluate the effectiveness of mobile money 

application based on the framework with IRBAM?  

 

1.5 Significant of the Research 

This study is expected to add to the existing body of knowledge by showing the 

roadmap to future researchers to design and implement a secured framework for 

accessing and using MMS. The findings of this study are expected to be used by 

MNO in improving security in accessing MMS’s especially in smartphones, on top 

of that, according to recent research conducted by Solazzo (2019), there is a great 

increase in smartphone usage in Tanzania, its analysis shows that the adoption of 

smartphone in the country will rise at compound annual growth rate (CAGR) of 

19%, and will count for more than 30 million subscribers by the end 2024. This 

means the usage of smartphones in Tanzania will exceed that of feature phones. At 

least 10% of those subscribers will be using smartphones equipped with iris scanning 

technology, and therefore 3 million users will be benefited from the finding of the 

study. 
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1.6 Scope of the Study 

This study was confined to improving security on accessing mobile money usage 

based on PIN and iris biometric authentication and did not cover other online 

payments even if they are accessed using mobile devices because these services are 

not directly connected with mobile phones. Also, the study relies on smartphones 

embedded with iris scanners. 

1.7 Limitations of the Study 

In conducting this research, the researcher faced the following limitations that 

somehow affect the effectiveness of the study: 

1.7.1 Inadequate of Local Literature 

Lack of literature on security on MMS’s has been one of the biggest challenges faced 

by the researcher in conducting this study. Locally, very few studies have been 

conducted on the same topic, the availability of local literature would pave a way for 

solving the problem here in Tanzania.  

1.7.2 Lack of Access to Mobile Network Operator’s Data   

During the data collection process, the researcher faced some challenges in obtaining 

data from mobile network companies as they fear business competition, also most of 

the contacted mobile money agents (MMA) refuse to participate in the study as they 

fear theft. 

1.8 Organization of the Research 

This report is arranged into five chapters. Chapter one presents the background of the 

study, research problem statement, objectives of the study, research questions, 

significance of the research, scope, and limitation of the study. Chapter two presents 

collective information gathered from the review of related studies. Chapter three 

contains the methodology that was applied to attain the objectives of the study, it 

includes research design, data collection and analysis, and ethical issues that have 

been discussed in that chapter. Chapter four is concerning with the findings and 

discussions of the study. Conclusion, recommendations, and areas for further study 

have been described in chapter five. And finally, the references list contained at the 

end of this report. 
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Introduction 

This chapter consists of a detailed literature review about this study, it explains the 

meaning of different concepts related to the study, related studies conducted from 

different countries. Also, it explains in detail about parameters to be considered in 

developing the iris biometric framework and related procedures and consideration in 

designing of iris biometric framework on MMS. 

2.2 Definition of Concepts 

2.2.1 Mobile Money 

Mobile money is a term describing electronic financial services performed via a 

mobile phone. There are three major mobile money services: mobile banking, mobile 

payments, and mobile transfers (María & Martinez, 2014). 

According to the UN (2012), Mobile money services can largely be classified into 

three groups: 

i. M-transfers: where the money is transmitted from one user to 

another, usually without associating an exchange of goods or services. 

These are also known as Person-to-Person (P2P) transfers and may be 

local or international. 

ii. M-payments: where the money is exchanged between two users with 

an association with the exchange of goods or services. 

iii. M-financial services: where mobile money is connected to a bank 

account to offer the user a choice of transactions (savings, credits) that 

they would normally access at a bank branch. In other cases, users can 

access new financial-related services like insurance, micro-finance, 

etc. via their mobile phone. 

2.2.2 How Mobile Money Works. 

According to S.O’Dea (2020), registered MMUs can deposit cash in their digital 

mobile money account, make withdrawals or transfers. These transactions are 

managed by MNO and their approved agents. To sign up, prospective users must 

purchase a SIM card from the provider, and the registration is free and accomplished 

by visiting MNO shops or approved agents. After that the user can use mobile money 
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services by dialing up a USSD code number for example *150*00# and follow the 

menu’s instructions. On authorizing a transaction user is required to put in a PIN to 

allow the transaction. Unlike other forms of mobile/digital payments, mobile money 

is not linked to bank accounts. 

2.2.3 Mobile Applications 

Mobile application is also known as mobile app is a software program developed for 

mobile devices such as smartphones and tablets (Kitime, 2018). Mobile application 

that handle financial transactions between mobile phone users is known as mobile 

money application. 

2.2.4 Biometric Authentication 

According to Das (2019), biometrics refers to the actual, individual components of 

human anatomy. It includes all physiological components ranging from the brain to 

the heart to the blood vessels down to the most minuscule capillaries and cellular 

tissue. Biometric authentication is a security method that depends on the unique 

biological characteristics of an individual to verify that he is who he/she says he/she 

is. 

2.2.5 Iris Biometric 

The iris is the round-shaped muscle behind the cornea, responsible in regulating the 

size of the pupil, hence controlling the amount of light transmitted to the retina by 

adjusting the width of the pupil that is by shrinking or widening the size of the pupil 

when the light is high or low respectively. The iris starts to be formed in the early 

months during the gestation period, the random patterns of the iris consist of furrows, 

ridges, freckles, crypts, corona, arching ligaments, and a collarette, forms a powerful 

biometric characteristic. Furthermore, the iris’s structural pattern is significantly 

different through all people, whereby the left and right iris patterns of a single person 

and even the irises of identical twins are not the same (Rathgeb & Busch, 2017). 

According to Destini et al., (2009) compared to other biometric modalities the use of 

the iris as a biometric authentication method offers many advantages including:  

impossibility of surgical modification, ability to detect a dead person or plastic eyes, 

and the fact that the iris is located inside the human eye, thus well protected from 
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external modifiers. Also, has a low false acceptance rate and the false rejection rate. 

Due to its performance in identifying people, iris biometric technology is currently 

applied in different areas including in airports, mobile phones, and borders for 

security. 

 

(a) 

                                                          

(b) 

Figure 2. 1: Anatomical structure of (a) the eye and (b) features within the iris. 

Source: (Rathgeb & Busch, 2017) 

2.2.6 Iris Recognition Process 

The Iris recognition process is mainly divided into two phases that is enrollment and 

matching phases. The phase which is concerned with the extraction of iris features 

from the captured image of an eye and store into the database is called the enrollment 

process. The phase on which features from the captured image of an eye is compared 

with stored features on the database is called the matching phase (Dey & Samanta, 

2010). These phases are the sets of processes as it shown on Figure 2.2. 
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(a) 

 

(b) 

Figure 2. 2: Two basic process of iris recognition (a) Enrollment process (b) 

Matching process: Source: (Dey & Samanta, 2010). 

 Iris image acquisition- Refers to the process of capturing an image of the 

iris. Marciniak & Dąbrowski (2011) added that the iris image has to be 

captured with a good resolution, as the captured iris area is small, with a 

diameter of about 1 cm. The higher the resolution the more details will be 

visible. The method should also be not invasive or causing discomfort to the 

photographed person. The captured image should have no or small number of 

reflections in the iris 

 Iris segmentation or Localization – This is the process of finding the 

location of an iris region from the acquired or captured image of an eye. At 

this process, it is important to determine the position of the upper and lower 

eyelids, as well as eliminating the region covered by the lashes. 

 Normalization - After the iris region is successfully detected, the next stage 

is to transform the iris area so that it has a fixed size rectangular pattern to 

account for the possible inconsistency on the size of the iris. 

 Feature extraction and encoding – This is a process responsible for 

encoding the obtained characteristics, aims to extract the normalized iris 
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distinctive features of the individual and to transform them into a binary code 

(Marciniak & Dąbrowski, 2011).  

 Feature matching – This is the process of calculating the degree similarities 

between two extracted features of an iris. 

2.2.7 Framework 

Cambridge (2013) Framework is defined as a supporting structure around which 

something can be built, also an idea, belief or rules that is used to plan or decide 

something. Furthermore, Hewling & Sant (2012) defined a framework as “a structure 

provided to support something else”. Basically, it explains and provides direction on 

how something can be achieved. 

2.3 Security Parameters 

Biometric authentication methods have been proven to be the most powerful way for 

both authentication and identification of a person (Clarke & Furnell, 2014). 

However, according to Himaga (2015), if a biometric device accepts any artifact 

incorrectly and enrolls it as a genuine pattern, it can be like a normal password or 

PIN that can be used by anyone; then, the security level of that biometric device 

becomes not higher than normal keys, passwords or PIN. It is imperative for 

biometric systems, in general, to guarantee that the registered biometric patterns are 

genuine. To achieve that the proper implementation needs to be highly considered for 

better performance hence security improvement. This section deeply describes 

parameters to be considered for the proper implementation of iris authentication 

methods on mobile devices for security improvement. 

Several studies have been conducted to clearly describe security parameters to be 

considered in iris authentication in mobile devices. Chen, Lin, & Ding (2012) 

considered the liveness parameter on their study concerning higher reliability of iris 

recognition. That parameter has been mostly considered for devices with 

unsupervised applications for example when the mobile phone in the hands of other 

people. Shoewu and Omitola (2013) outline their views of what to consider on actual 

security of biometric authentication and encryption systems, the following were 

among them, liveness detection, the accuracy of biometric systems, and template 

protection. However, their particular attention was paid to biometrics used in large 



11 

systems. But these parameters can also be considered in biometric implemented in 

small devices like mobile phones. 

2.3.1 Accuracy of Biometric System 

According to Yang, Wang, Hu, & Zheng (2019) the accuracy of a biometric system 

can be evaluated by using established performance indicators, for example, False 

Accept Rate (FAR), False Reject Rate (FRR), and Equal Error Rate (EER). The 

biometric matching cannot be 100% accurate, therefore there should be an allowed 

variability of the biometric data in order not to reject too many authorized users (this 

would be a case of the FAR). However, the greater variability that will be allowed 

the greater is the probability that an impostor with related biometric data will be 

accepted as a genuine user (this is a case of the FRR). The variability allowed is 

called a security threshold level (Matyas & Riha, 2010). According to Shoewu and 

Omitola (2013) Iris recognition accuracy normally depends on factors such as input 

image quality, distance from which the image is captured, matching algorithms, and 

environmental conditions  

2.3.2 Liveness Detection 

The trustworthiness of biometric identification depends on ensuring that the 

biometric data acquired and compared has been captured from a live body part of the 

person to be identified instead of iris photograph, a video playback, a glass eye, or 

other artifacts (Ma,Wang,&Zhang, 2003). According to Sequeira, Murari, & Cardoso 

(2014), liveness detection methods can generally be categorized into two, these 

methods depending on where they are integrated on the biometric system, the 

methods can be classified as sensor-level and feature-level. Sensor-level methods or 

hardware-based approaches are the methods that integrate some equipment to a 

scanner to collect specific characteristics of a living biometric trait, such as optical 

properties of the eye (He, Hou, Li, & Wang, 2010). While Feature-level methods are 

software-based techniques. Unlike sensor-level methods, the fake biometric data is 

identified after the sample has been captured by a standard scanner (e.g. mobile 

phone cameras). In other words, features used to distinguish real and fake irises are 

found from the biometric data (iris images), instead of directly from the user’s eye 

(Galbally & Gomez-Barrero, 2016). 
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2.3.3 Template Protection 

As it is in the normal password world, attackers do exist also in the biometric world, 

biometric template needs to be protected from the attackers. The study on secure 

mobile banking biometric authentication suggests that biometric templates should be 

encrypted or at least concealable during all stages of storage, transmission, and 

verification from the mobile devices to the authentication server (Maček, 2017). Also 

added that the operating environment of the software and the communication link 

between the software and the device (in a client-server application) has to be secured 

to protect biometric data, the acquisition device itself must be trusted and secured. 

Otherwise, a malicious party or even the device itself may intercept the 

communication and replay recorded biometric data. 

2.4 Framework for Mobile Application Development 

The study conducted by Serhani et al., (2009) proposed an efficient framework for 

designing and developing secure mobile applications. The framework pointed out 

what are the necessary components needed to develop a mobile app. Though, the 

presented components differ depending on the functionality of the application the 

following components were included as shown on Figure 2.3. He uses the following 

criteria to evaluate the efficiency of the proposed framework originality, usability, 

quality, and focus on cultural aspects. 
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Figure 2. 3: Framework for designing, developing, and using secure mobile 

applications. 

2.5 Authentication Frameworks 

As it has been described earlier framework provides an idea or structure from which 

something else can be implemented. Different studies have been conducted to 

propose a framework for improving security in accessing financial services using a 

mobile application.Saevanee et al. (2015) wrote a paper on continuous user 

authentication using multi-modal biometrics. The study proposed the framework to 

provide robust, continuous, and transparent authentication based on a multimodal 

biometric approach utilizing linguistic analysis, keystroke dynamics, and behavioral 

profile. The framework contains three major parts; a sensor to acquire biometric 

traits, a process to receive user input data, and process them, and lastly, it contains a 

database section for storing user’s biometric templates. Furthermore, the processing 

part has been divided into four parts data collection engine, biometric profile engine, 

authentication engine, and communication engine. The evaluation of the 

effectiveness of the proposed framework was done based on security and user 

convenience. The framework can operate in both standalone and client-server mode 

as shown on Figure 2.4. 
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Figure 2. 4: Show the Text-based multimodal framework structure of proposed: 

Source: (Saevanee, et al., 2015) 

Luvanda (2014) on his study proposed the framework for securing mobile banking 

applications from the Man-In-The-Middle (MITM) attacks. Not only does this study 

intend to secure communication between the customer and the bank, the framework 

also considers the authentication on the mobile bank applications. This is achieved 

through Multi-factor authentication, or customer authentication, which is a key 

control for verifying that the end-user attempting to access the financial institution’s 

mobile banking solution is the actual authorized consumer. The defense mechanism 

on the proposed framework for protecting mobile banking applications was divided 

into three crucial layers, namely: the client; the communication channel, and the 

server. The client layer is representing by the mobile phone user who also happens to 

own the handset, the communication channel is owned by the telecommunication 

companies who happen to be the infrastructure service providers and the server 

represents the banking/financial organizations, the layers are then broken-down to 

sub-layers to meet security requirements as shown on Figure 2.5. 
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Figure 2. 5: Framework for securing mobile transactions from a MITM attack. 

Source: (Luvanda, 2014) 

Xu et al.(2015) proposed mobile payment framework which is based on face 

recognition, it applies biological characteristics to ensure users’ identity. Technically, 

it uses face detection and facial feature extraction method which cope with 2D-PCA 

(two dimensions principal component analysis) to verify users’ face image and 

identity. The framework also consists of three important parts, the mobile client part, 

the server-side which is referred to as the third part of this framework, and finally the 

transaction interface which consists of the issuer, payment gateway, and acquires as 

shown on Figure 2.6. They found that the proposed framework will improve security 

also reduce the hassle for the customer to remember many passwords. But as it has 

been shown in the previous chapter the use of face recognition has some challenges 

in the authentication process.  
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Figure 2. 6: A secure mobile payment framework based on face authentication: 

Source: (Xu et al., 2015) 

2.6 Related Works 

On improving security on mobile payment systems the study conducted by Wong & 

Kim, (2016) propose a user authentication solution for mobile payment systems, 

whereby the study suggests the idea of not depending on a single device to store all 

important user information such as payments information and biometric templates. 

The loss of that device makes it easier for a thief to obtain a credential that may 

allow unauthorized access. Therefore, this study suggested the splitting of the user’s 

personal information and store them into two distinct devices (for example, a 

smartphone, and a wearable device).  

The study went further and recommended to differentiate the biometrics data and the 

identical procedure from the mobile phone to a wearable device such as 

smartwatches. However, there will be existing unauthorized access if one manages to 

steal the two devices. Also, the study considers vendors payment system such as 

Apple Pay and Samsung Pay who store their data on mobile phone and didn’t cover 

those who serve these data on their severs as what mobile money systems work.    
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According to Nyamtiga, Sam, & Laizer (2013) from their study on enhanced security 

model for mobile banking systems in Tanzania, they suggested the improvement in 

PIN as an authentication method in accessing mobile banking services and proposed 

to include the combination of letters, numbers, and symbols to increase the resistance 

against brute force attack to access to the service. However, Chong (2009) argued 

that the use of a text-based password requires the tradeoff between security and 

memorability. This also makes users remember many passwords which cause 

memorability problems and increases insecure work practices, such as writing 

passwords down (Adams & Sasse, 1999). 

Mtaho (2015) found the weakness of the existing PIN authentication in current 

MMSs in Tanzania, by the use of the series of interviews and questionnaires on a 

purposively sampled population of 50 respondents, the study propose the model to 

improve mobile money security with 2FA in accessing MMSs which includes PIN 

and fingerprint biometric authentication as shown on Figure 2.3. The study also 

comments that usage of 2FA will eliminate the security issues in accessing MMSs, 

convenient and easy use, and makes 80% of the sample population in Tanzania to 

have strongly agreed to use biometric in accessing MMSs. 
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Figure 2. 7: Flow chart for Authentication in the Proposed 2FA Model.  

Source: (Mtaho, 2015) 

 

Similar methods and biometric technique as of Mtaho (2015) were found by 

(Athidass & Alamelu, 2018) using literature review and interview methods the 

author found that using fingerprint biometric technique is suitable for authentication 

of customer to access mobile banking facility, as it increases the security level 

between the user and bank.  

However the proposed biometric techniques found to have some weaknesses which 

may allow unauthorized access. According to Salveggio et al., (2015) fingerprint can 

allow unauthorized access for example by using dummy latex finger and 

manipulation of scanner to raise latent print of previous user, voice biometric can 
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compromised by replay voice, also Facial scanner can allow false authentication for 

common identical people and may be exploited by impersonators. 

2.7 Research Gap 

Even though there are different studies conducted to improve security for the usage 

of MMSs in Tanzania, for example, the study conducted by Mtaho (2015) concerned 

with the improvement of mobile money security with 2FA in accessing MMSs which 

combine PIN and Fingerprint biometric authentication. But according to Salveggio et 

al., (2015) fingerprint can allow unauthorized access for example by using a dummy 

latex finger and manipulation of the scanner to raise the latent print of the previous 

user. However, there is no study conducted to scientifically proposing the framework 

for the development approach of secure mobile money applications based on iris 

scan biometric authentication in Tanzania.  
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CHAPTER THREE 

RESEARCH METHODS AND MATERIALS 

3.1 Introduction  

This chapter describes the methods used to attain the main objective of this research. 

The research intended to develop a framework to be used to develop mobile money 

application improve the security level of the mobile money usage based on iris 

recognition biometric authentication method. To achieve this main objective, several 

tasks were conducted to respond to research questions. It describes, study area, 

sampling technique, sample size, data collection methods, Data analysis, 

Development approach for the proposed framework, framework implementation, 

testing and evaluation of the proposed framework, and finally, ethical considerations. 

3.2 Area of Study 

This study was conducted in Dodoma urban due to the following reasons, first, it is 

the capital city of Tanzania and the Government services have been shifted to this 

city. Therefore, as the government services been shifted to Dodoma, many people 

from different part of Tanzania are moving to this city, this movement of people 

resulting in increasingly MMU also increase in challenges associated with accessing 

of  MMSs hence it was an ideal place to conduct the study. 

3.3 Sampling Technique 

Due to the nature of this study, it is practically impossible to obtain the entire 

population of interest, therefore sampling technique was used. Sampling refers to the 

act of selecting some part of an aggregate or totality based on which an inference 

about the total is made (Creswell, 2013). There are two types of sampling techniques: 

probability and non-probability sampling techniques. Probability sampling were 

employed on selecting study areas where by all the areas had an equal chance of 

being selected. Thus, both probability and non-probability sampling were used in 

conducting this study. Therefore specifically, this study employed a purposive 

sampling method to get the sample population. 
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3.3.1 Purposive Sampling 

The criteria for choosing participant was the usage of MMS. According to Kothari 

(2004), the researcher deliberately selects the sample items in which the reason for 

selection is kept as an important criterion. Centering on purposive sampling, units of 

the sample was selected depending on the known characteristics that seem to 

represent the characteristic of the population. Focusing on this study, sample items 

were selected based on the usage of MMS’s.  

3.3.2 Sample Size 

The sample size is part of a population study chosen for experiments or surveys 

(Kothari, 2004). The sample was obtained using a purposive sampling method. 

Therefore, this study included a total of 258 respondents, whereby 204 MMC and 54 

MMA. The sample size from the area of study which includes Majengo, Mji mpya, 

Kikuyu, Makulu, Area D, Area A, Kisasa, Chang’ombe, Makole, and UDOM. The 

sample size was obtained using a mathematical calculation. Thus, the study used the 

following mathematical formulae to obtain the sample size according to Yamane (1967). As 

the formula states, the sample is defined as    

 

Whereas:   N =  Total Population of Dodoma Municipal 

℮ =  Level of significance given that it is 0.1 

N =  410,956 (Source: 2012 Census General Report) 

 

S =  410,956/ 411,056 

S =  100 

From the result obtained after the mathematical computation based on Yamane 

(1967) formulae, result suggest the respondents should not be less than 100. For the 

manageability of the study, the researcher used a sample size of 258 respondents 

from the study population. 
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3.4 Data Collection Methods  

The qualitative and quantitative approaches were used to collect both primary and 

secondary data used in this study. Structured questionnaires used to collect 

quantitative data and unstructured interviews and casual talks used to collect 

qualitative data. 

For the primary data, the designed questionnaires were presented to both MMCs and 

MMAs, and it contains three sections. Section A aimed at gathering demographic 

information about the respondent, which including gender, age, employment status, 

and education level. Section B, intended to obtain information relating to 

respondent’s usage and knowledge of MMS’s which are based on the various usage 

variables. And section C was organized for obtaining data regarding respondent’s 

understanding of biometric authentication and particularly iris biometric 

authentication, not only that but also their views on the usage of the proposed 

framework to access MMS’s. Also, unstructured interviews conducted at MMU help 

the researcher to understand the functional and non-functional requirements of 

mobile money applications. Furthermore, the above-mentioned questionnaires were 

used to obtain the user’s perceptions of the developed mobile money app based on 

the framework. 

Secondary data collected from the reviews of various researches, journals, internet 

articles, and books related to this study. This helped the researcher to gain a deep 

understanding of how other similar studies were conducted. Also, help the researcher 

identifying security parameters as well as requirements for the development of the 

proposed framework. 

Furthermore, an observation technique was carried out by the researcher to examine 

the direct interaction between MMA and MMC. The key benefit of using the 

observation method, enabling the researcher to obtain wealthier and more accurate 

information as spending enough time studying the situation (Ranjit, 2011). 
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3.5 Data Analysis 

Data analysis means the process of systematically searching and organizing the 

accumulated data that enable the researcher to come up with answers or findings. It 

involves working with the data, arranging them, breaking, coding, synthesizing them, 

and searching for patterns (Bogdan & Biklen, 1982). As the research is quantitative, 

the analyses were done as follows: 

3.5.1 Quantitative Data Analysis 

Questionnaires were used in this study for the quantitative data collection. It was 

administered by the researcher, there were no uncompleted ones all were well filled. 

The Statistical Package for the Social Sciences (SPSS) was used to record the data 

from the questionnaire and to create the needed reports. Before the data entry 

process, two templates (for MMC and MMA) for interring data were created in SPSS 

by configuring the Data View/Data Variable panels. All the questions on the 

questionnaires and their answers were all reduced into slighter sentences that could 

be simply understood when the report is created. All questions from each 

questionnaire were then entered into the variable data of the corresponding template, 

which serves as the headings for the various responses inputted under them. Then 

coding the various answers to the questions was the next step. The coding was done 

by assigning a number to each question and where open-ended answers were 

obtained from respondents were also structured to allow such responses to be 

entered. The next step was entering each of the questionnaires in the SPSS. To 

ensure that no questionnaire is entered twice, the researcher wrote a number on each 

questionnaire entered. Results were produced from the SPSS in the form of 

percentages, tables, and graphs.  

3.6 Development Approach for the Mobile Money Application 

Mobile money application developed based on the identified framework to improve 

security in accessing to MMS with two factors authentication, Software 

Development Life Cycle (SDLC) framework was adopted. It explains a set of 

activities that needs to be performed at every stage of the software development 

process. Rapid application development (RAD) software development approach used 

in developing and implementing the mobile money app. RAD improves speed in 

software development as it consumes less time in planning while concentrating much 
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on prototype iterations (Agarwal, Prasad, Tanniru, & Lynch, 2000). This approach 

has been applied to this study because of its ability to consuming less time in 

software development so that to deliver the application in a specified tight timescale. 

Furthermore, the adaptation of RAD in system development improves the user’s 

satisfaction (Gerry & Renaat, 1998). 

 

Figure 3. 1: The system's Rapid Application Development (RAD) model: 

Source: (Mduma, 2015) 

3.7 Mobile Money App Implementation 

Various tools have been used during the implementation of the mobile money 

application. The employed tools include programming software, Database, and 

development environment. Below are the explanations of the employed tools in this 

study.  

3.7.1 MySQL Database 

MySQL is available for free and is an open-source relational database management 

system invented and provided by Oracle Corporation. A MySQL database supports 

developers to add, access, and process the data stored in the database. The database 

architecture is organized into physical files and logical models to optimize for speed 
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and offers a flexible programming environment respectively (Christudas, 2019). The 

study used it due to its performance and speed. 

3.7.2 Android Studio 

Android Studio is the official Integrated Development Environment (IDE) for 

android application development. It is an open-source tool comprising of multiple 

libraries that simplifies the implementation of an android application. Android 

phones have high usage penetration in Tanzania (Ibrahim, 2019). In this study, it 

used to develop a secure application to access MMS on android phones, also selected 

due to its popular usage among the participants. 

3.7.3 The Hypertext Preprocessor  

The Hypertext Preprocessor (PHP) is a programming language that enables 

developers to create dynamic content that connects with databases. Being a server 

scripting language offers many advantages to the users as it is compatible with nearly 

all servers, it contains security features to protect users from attacks and it can be 

executed in several platforms, for example, Android and Windows (Mduma, 2015). 

During this study, it was used to connect web application that manages MMUs to the 

database. 

3.7.4 Java 

Java is a high-level programming language that runs on a range of platforms, such as 

Windows, Mac OS, and the various versions of UNIX. In this study, Java was 

employed for implementing a user interface for a mobile money application. 

3.7.5 JavaScript Object Notation 

JavaScript Object Notation (JSON) is a human-readable lightweight format used for 

data-interchange. Make it easy to connect a mobile application with the database 

(Ibrahim, 2019). During this study, it was used to transmit data from the mobile 

money app to the database. 

3.7.6 OpenCV Library 3.4.1 

The iris scanning uses the camera on the mobile phone and the eye scanning 

processed using the open source library OpenCV Library 3.4.1. The library uses 

artificial intelligence to detect the Iris and train the recognition model. Once the 
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scanning has been completed, the iris signature will be stored in the database for 

comparison when performing the financial transactions. 

3.8 Testing and Evaluation of Mobile Money Application 

The developed application was subjected to a series of testing to ensure all errors 

have been fixed and the proposed framework implemented well and works as per 

gathered requirements.  

3.8.1 Testing 

Process of checking if the program does what is intended to do to discover the 

program’s flaws before puts in real use. Both unit testing and integration testing have 

been performed during the development of the program. Unit tests involve testing 

part of the application individually while integrating tests involve the testing of the 

program after integrating the modules. 

3.8.2 Mobile Money Application Evaluation 

This accomplished using the survey usability evaluation method.  The method used 

to recognize the users’ opinions and responses to understand their expectations for a 

given product, using questionnaires and interviews (Moumane, Idri, & Abran, 2016). 

Few MMU from the population participated in this survey. This achieved by 

enrolling them in the system and making them use the apps for accessing the demo of 

MMSs.  

3.9 Ethical Consideration  

The original finding of research will only be of value if the study is conducted 

honestly, the research will be trusted only when there is no doubt that the researcher 

is acted unethically (Walliman, 2011). To observe research ethics, the researcher had 

to obtain permission latter from UDOM to be allowed to collect data from the 

targeted population. The researcher provided detailed information about the purpose 

of the study to the participants, and the importance of their participation, and 

understands that the information obtained from them is confidential and kept 

securely secret. Furthermore, the information obtained was used only for academic 

purposes and not otherwise.  
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CHAPTER FOUR 

FINDINGS AND DISCUSSION 

4.1 Introduction  

This chapter highlights the findings obtained in this research. The findings are based 

on the three specific objectives of this study. By starting it presents the designed 

framework to improve security for accessing MMS based on IRBAM, followed by 

the result regarding the second specific object intended to develop the secure mobile 

money application to improve security in accessing MMS based on IRBAM. Finally, 

present the results of the third specific objective that is concerned with the evaluation 

of the effectiveness of developed mobile money application to improve security in 

accessing MMS based on IRBAM. 

4.2 Findings 

4.3 Proposed Framework 

The framework provides a common knowledge, systematic direction to achieve 

something (Hewling & Sant 2012). The proposed framework provides an efficient 

way of implementing, developing, and using secure mobile money application based 

on 2FA to improve security in accessing MMSs. The proposed framework has been 

adapted from the framework for designing, developing, and using secure mobile 

applications proposed by Serhani et al., (2009). 

Figure 4.1 shows the proposed framework with the two most important participants 

in MMSs; mobile money application the side of MMU and mobile money back-end 

servers the side of MNO. This proposed framework shows a logical structure and 

does not essentially imitate a physical architecture. For example, in a large 

implementation, separate devices are used to run specific components of the 

proposed framework. 

4.3.1 Mobile Money User 

The MMU side consists of two major components; Application and user knowledge. 

Not only does the proposed framework concentrate on describing components for the 

successful development of secure mobile money application but it considers the user 

knowledge on using the application to enhance its security capability. 
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4.3.1.1 Application  

This consists of a mobile application to access MMSs, the application should be 

implemented to facilitate 2FA based on IRBAM. It is a software program developed 

for mobile devices such as smartphones (Kitime, 2018). Furthermore, the developed 

application based on the proposed framework should take into account the three 

important parts including user interface, mobile application APIs, and Secure Layer 

Interface. 

4.3.1.1.1 User Interface  

This is the graphical user interface that enables MMC to access MMSs. User 

interfaces mainly include menus, buttons, navigation abilities, and search tools, it 

describes how the application looks in the hands of the customer (Xu et al., 2015). 

4.3.1.1.2 Mobile Application Programming Interfaces 

Application programming interfaces (API) is a set of libraries that implement 

addition to the capabilities that might be required by the mobile application, they act 

as an interface between two applications (Joel, 2019). This is important as it invokes 

the request to use the restricted or protected API like camera function which is vital 

to our application to obtain iris image. 

4.3.1.1.3 Secure Layer Interface  

This component manages user authentications on the mobile application to access 

MMSs, on the proposed framework this part is concerning with handling user’s PIN 

and captured iris biometric image, protocols such as Secure Sockets Layer (SSL) can 

be used with proper encryption algorithms. As the number of attacks increases, 

applications use SSL/TLS to protect their communications to the servers (Stacy, Rob, 

& Mike, 2010).  

4.3.1.2 User Knowledge 

The major challenge in applications implementing iris authentication is when the 

user capture the image of low quality such as poor illumination, low contrast, motion 

blur, camera diffusion, presence of eyelashes and eyelid, reflections, and capturing 

iris with small diameter (Ghali, Jamel, & Mohamad, 2017). The bad images in the 

iris recognition system increase FRR and FAR, therefore, reducing the performance 
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of the system. These may be influenced by the quality of equipment and the way it 

has been used. Therefore, knowledge to users on what device of which quality to be 

used and how to use the application correctly is highly needed to enhance the 

security of the application. 

 

Figure 4. 1: A proposed framework to improve the access of MMS using 2FA 

with IRBAM: Source: (Researcher, 2020) 

4.3.2 MNO server 

The second part of the proposed framework consists of a mobile money server on the 

MNO side. The server is divided into three major parts, security system, web-

services, business logic, and the database.  

4.3.2.1 Security system  

This is the critical component of the proposed framework, from which the decisions 

of whether to allow access or deny are made. It has been divided into sub-layers, it 

comprises of data decryption and encryption processes, PIN enrollment center, and 

Iris recognition center. The decryption and encryption process is responsible for 
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decrypting and encrypting data from and to MMU respectively. The Iris recognition 

process has two phases that are enrollment phase which is concerning with extraction 

of iris features from the captured image of an eye, and the matching phases compare 

the features stored in the database and features of captured iris (Dey & Samanta, 

2010). Biometric can be cheated as other security methods do, therefore the 

researcher incorporates the component of liveness detection to identify the liveness 

of the user. The liveness detection can be implemented on the user side but due to 

limited power and computation of mobile devices, the feature-level method is 

proposed. This method is used to distinguish real and fake irises by checking the 

features found from the biometric data (iris images), instead of directly from the 

user’s eye (Galbally & Gomez-Barrero, 2016). 

4.3.2.2 Web Services  

Web services are the component of the server (API) that control data for mobile 

apps. These services provide communication between the mobile application and the 

databases. Usually, web services fetch data, arrange it in an agreed format that 

mobile application can support, and send as per the request of the mobile application 

(Dospinescu, et al., 2013). They can also write the data in the database when it is 

received from the mobile application. They are included because they offer 

interoperability, standardized protocol, and low-cost communication.   

4.3.2.3 Business logic 

represents the core functionalities of the MMSs, in this case, it presents mobile 

money computations logics, it has to be implemented on the MNO’s server-side and 

accessed remotely by the mobile money application to reduce the load due to limited 

resource available on the mobile devices and security reasons (Serhani et al., 2009). 

4.3.2.4 Database 

This is the last component of the proposed framework, It is the storage of collected 

information including user credentials PIN and biometric data, transactions 

information that have been analyzed for been easily accessed. A proper access 

security mechanism should be implemented in accessing the database, the 

availability of the stored information may in turn used to authorize illegal access to 

the MMSs (Luvanda, 2014). 
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It is worthwhile to understand that, the inclusion of those components to the 

proposed framework was due to the known parameters that its implementation is 

vital for the improvement of the security in accessing MMS. As it can be noticed 

from the proposed framework major functionalities of the MMS are implemented on 

MNO server-side, this is due to the two major factors that is limited complex 

computational and power on mobile devices also security concern due to the nature 

of the services provided by the system.  

4.4 Development of Mobile Money Application Based on the Framework with 

IRBAM 

To experiment with the features of the proposed framework based on IRBAM to 

improve security in accessing MMS, the researcher developed mobile money 

applications based on the proposed framework. The three different applications were 

developed depending on the identified activities of key actors in MMS. The first 

application was controlled by MNO for registering and managing MMU, the second 

application was for the MMA and the third application was for the MMCs. The 

applications ware then connected to an online server to allow information exchange 

through web services technology for both authentication with 2FA and process 

transactions, this provides users with services that engaged them in a truly 

transacting experience. 

4.4.1 Requirements for the development of Mobile Money Application 

The requirements for a system are the descriptions of the services that a system 

should provide and the constraints on its operation (Sommerville, 2016). Both 

unstructured interviews and observations have been used in this study to obtain these 

requirements from MMU. The obtained requirements have been categorized into 

two, functional and non-functional requirements. 

4.4.1.1 Functional and Non-functional Requirement 

Functional requirements are statements of services the system should offer, how the 

system should react and behave to particular inputs and situations respectively, while 

non-functional requirements are constraints on the services offered by the system, 

they imposed by standards. They include for example timing constraints and other 

constraints on the development process (Sommerville, 2016). The obtained 
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functional and nonfunctional requirements are shown in Table 4.1 and Table 4.2 

respectively. 

Table 4. 1: Functional requirement for the developed mobile money 

application based on the proposed framework. 

Requirement Description Actor 

User registration and 

account management 

MMUs (agents and customers) 

must be registered to the system 

application. They are required to 

provide their names, Citizenship 

ID number, PIN, and captured 

iris biometric template. 

MNO Staffs 

MMU must be able to change 

their PIN from their respective 

application. 

MMC/MMA 

Two factor authentication The application should be able 

to authenticate users before 

processes transaction by using 

both PIN and iris biometric 

mechanisms. 

MMC/MMA 

Transactions Processing  The application should be able 

to send money to another 

account, to pay the bill, buying 

airtime, and bundles and money 

transfer to other financial 

institutions. 

MMC/MMA 

Transaction SMS 

generation 

The application should be able 

to generate and send the SMS to 

the MMU after allowing the 

transaction. 

MNO 
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Table 4. 2: Non-functional requirement for mobile money application developed 

based on the proposed framework. 

Requirement Description 

Speed The application should be able to process 

both biometric authentication and 

transaction in a short time. 

Security The application should be able to 

authenticate MMU and prevent hackers 

from penetration to the system and its data. 

Scalability  The application should be easily 

expandable to add other functions on it is 

needed to do so.  

Maintainability The application should be easily maintained 

without affecting its functionality and 

customer data, for example, when 

customers update to a newer version. 

Language The application should support and be 

accessed in both English and Swahili 

languages. 

Memory The application should use less amount of 

space of the user’s phone so that to be 

installed on phones with different 

capacities. 

Operating System The proposed application was implemented 

on the android platform. 

 

4.4.2 Mobile Application and System Modelling 

4.4.2.1 Conceptual Use Case 

Functional requirements depict how the key actors of the proposed framework (MNO 

staff, MMC, and MMA) interact. Use cases are a way of describing what users 

expect from the system by showing interactions between users and a system using a 

graphical model and structured text (Sommerville, 2016). Figure 4.2 shows the use 

case diagram complete interaction of the MNO system and MNO staff for registering 
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MMU. Figures 4.3 presents the use case diagram to show the interaction between 

mobile money application and MMU. 

 

Figure 4. 2: Use case to show MMU enrollment  

 

Figure 4. 3: Use case to show interaction between MMU and mobile money 

application  
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4.4.2.2 Flow Chart Diagram  

A diagram that comprises a set of standard graphic symbols to show the structure or 

arrangement of coded instruction to perform a specified task. Figure 4.4 shows how 

the information flows on the proposed secure mobile money application during the 

enrollment stage. Figure 4.5 shows how the information flows and mobile money 

service accessing stage, the authentication process is similar for both MMA and 

MMC.  

 

 

Figure 4. 4: Flow chart diagram for MMU enrollment: Source Researcher 

(2020) 
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Figure 4. 5: Flow chart diagram for the proposed mobile money application: 

Source Researcher (2020) 

4.4.3 Mobile Money Application and System Implementation 

4.4.3.1 Database Implementation 

The secure mobile money application developed to be supported by the MySQL 

database management system. The database is implemented on the MNO side which 

is communicating with the mobile money app via internet connection. The database 

that keeps all mobile money system-related data, receives queries from the 

application server, and responds accordingly. The PHP and JSON script has been 

used to connect MMU and mobile money server. The scripts allow the MMU to send 

the request to and obtain the expected response from the server in return. 



37 

4.4.3.2 Mobile Application Implementation 

Based on the findings from the preliminary study, the majority of people in the study 

area shown uses smartphones with android platforms. Therefore, the secure mobile 

money application was developed to be used on smartphones with the android 

platform. It contains an interactive, user-friendly interface which supports both 

English and Swahili languages, to enable all customers to use and interact with it in a 

simplified manner. The apps developed for MMC, MMA, and MNO staff, depending 

on their roles played on MMS’s. MNO staff uses the app to manage MMU (customer 

and agents). MMC uses the application to perform normal transactions, and by using 

the developed application MMA can provide services to MMC. Before login, the 

users have options to choose the language, as shown in Figure 4.6. 

 

Figure 4. 6: Login screen 

MNO staff have to enroll MMU in the system before users perform mobile money 

transactions. During the enrollment process, MMU has to submit the authorized user 

ID from which names and ID number are recorded. Other information recorded 

includes user password and iris biometric data, as shown in Figure 4.7. Moreover, 

MNO staff have to verify the registration by recapturing the user’s iris biometric data 

and compare with the stored one. 
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Figure 4. 7: MMU registration interface 

 

After successful enrollment of MMUs to the database, MMU download and install 

secured mobile money app on their smartphones. On opening the app after 

installation, it requests the user to put a previously registered PIN. After login to the 

app, the user gets the MMS’s option to select services which include withdrawing, 

send and transfer of money as shown in Figure 4.8(a), this is for MMC. On the MMA 

side, the services displayed include deposit, withdraw, and Account management, as 

shown in Figure 4.8(b). 
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Figure 4. 8: (a) Displaying services for MMC and (b) for MMA 

Cash withdraw: The services were obtained for both MMC and MMA’s menu for 

cash withdraw. MMC’s use it to withdraw cash from MMA, whereby MMA use it to 

withdraw cash from super-agent. 

Send money: This service enables MMC to send money to another MMC from the 

same network or different network. 

Financial Services: This menu enables MMC to send money from his/her mobile 

account to the bank account and vice versa.  

Airtime and Bundles: This menu allows MMC to buy airtime and bundles on 

his/her number or to other numbers on the same network. 

Bill Payment: This menu enables MMC to various bills for example water, 

electricity, and school fees, etc. 

(a) (b) 
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Deposit money: this menu is obtained on the MMA agent application which allows 

an agent to send money to MMC. 

My account: This menu is obtained in both the MMC app and MMA app which 

allows them to check balance and PIN change.  

On selecting one of the services explained above MMA or MMC navigate to another 

screen depending on the selected menu. For example, when customers select the send 

money menu, a new interface opens requesting customers to put phone numbers to 

whom the money will be sent, followed by authentication using iris biometric to 

allow transactions shown in Figure 4.9. Likewise, on the MMA interface, when 

selecting the cash withdraw menu another interface will open requesting an agent to 

put the super agent’s number and authenticate the transaction using iris biometric 

method as shown in Figure 4.10. 

 

Figure 4. 9: Processing transaction for MMA and MMC 
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Figure 4. 10: The transaction using iris biometric method 

After successful authentication, the transaction will be allowed and the session will 

automatically be terminated. 

4.5 Evaluation of the Effectiveness of a Mobile Money Application Based on the 

Framework with IRBAM to Improve Security in Accessing MMS’s 

The researcher manages to evaluate the effectiveness of the proposed framework 

which has been implemented through the developed mobile money application, by 

analyzing the information gathered from MMUs. In evaluating the effectiveness of 

the mobile money application based on the proposed framework, the following 

criteria were used; elimination of unauthorized access, convenience, and user 

acceptance.  

4.5.1 Distribution of Respondent  

This part explains the considered respondent’s demographic characteristics, from 

which the following were included sex, age, and the level of education completed by 

the agent and customers of the MMS’s. The results are presented in the following 

subsections. 
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4.5.1.1 Gender of Respondents 

The results show that 53.70% of the agent’s respondents were males of which 

46.30% were females. The MMC’s respondents involved were 63.24% males while 

36.76% were females. The results have revealed that the sample involved in this 

study contains a high number of males in both MMA’s and MMC’s compared to the 

females.   

Table 4. 3: The Gender Distribution of the Respondents 

    Agent Customer 

Demographic categories Count Percentage% Count Percentage% 

Gender Male 29 53.70 129 63.24 

 Female 25 46.30 75 36.76 

Total   54   204   

 

4.5.1.2 Age of Respondents 

Regarding the age of MMAs and MMCs involved in this study, the results have 

shown that 72.22% of MMA’s respondents were in the age group 18 – 35, while 

22.22% were in the age group 36 – 50, and only 5.56% were in the age group of 51 

and above. For the MMC’s, the study shows 79.41% fall under the youth age group 

18 – 35, while the age group of 36 – 50 were involved by 17.65%, and only 2.94% of 

the MMC’s involved were in the age group 51 and above.  This indicates that many 

young generations were involved in MMS’s engagement for both customers and 

agents, while the above-aged people were rarely involved in this service. 

Table 4. 4: The Age Distribution of the Respondents 

    Agent Customer 

Demographic categories Count Percentage% Count Percentage% 

Age  18-35 39 72.22 162 79.41 

 36-50 12 22.22 36 17.65 

 51 and above 3 5.56 6 2.94 

Total   54   204   
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4.5.1.3 Education Level of Respondents 

The level of education was divided into six categories which include primary, 

secondary, college certificate, diploma, bachelor's degree, and master's degree. The 

results show 9.26% and 4.41% have primary education for MMA’s and MMC’s 

respectively. 18.52% of MMA’s and 6.86% of MMC’s were completed secondary 

education level. 12.96% of MMA’s and 0.98 of MMC’s were completed college 

certificates. 37.04% of MMA’s and 35.29% of MMC’s were completed diploma 

level, For the bachelor level, 47.55% were MMC’s and 22.22% were MMA’s, and at 

the master's degree level only 4.9% involved were MMC’s but for agents, the group 

didn't involve. The results have shown that many graduates at diploma and bachelor 

were involved in mobile money services delivery as well as usage of the services. 

Table 4. 5: Education Level of Respondents 

    Agent Customer 

Demographic categories Count Percentage% Count Percentage% 

Education 

level 

Primary 

education  5 9.26 9 4.41 

 

Secondary 

education 10 18.52 14 6.86 

 Certificate 7 12.96 2 0.98 

 Diploma  20 37.04 72 35.29 

 

Bachelor 

degree   12 22.22 97 47.55 

 Master degree 0 0.00 10 4.90 

Total   54   204   

 

4.5.2 Security as a Criteria for Selecting MNO 

The researcher was interested in understanding the criteria set by MMUs on selecting 

MNO. Figure 4.11 narrates different criteria that MMCs use to select MNO to use 

the MMS, Easy availability of their service, less cost, and good network coverage are 

the most attractive reasons for MMCs to choose the mobile operator with 31.8%, 

19.6%, and 16.2% respectively. However, this has been different with MMAs whom 

they are business-oriented, therefore they compare the availability of more 

customers, network, and good commission. Surpassingly, security is not the most 

significant reason for choosing a mobile operator to use for both customers and 

agents with 4.5% and 4.4% respectively.  
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Figure 4. 11: Security as a Criteria for Selecting MNO 

4.5.3 Mobile Money Awareness and Usage Knowledge. 

The purpose of this part is to understand the awareness and knowledge of MMSs 

among the customers. The assessment of awareness was based on number of services 

customer uses when accessing MMSs. MMS includes money transfer, bill payments, 

and accessing financial services (María & Martinez, 2014) Figure 4.12 shows the 

percentage of the number of serveries the customers use in their normal transaction. 

The findings show that 14.71% of the customers use two services of sending and 

receiving money and buying airtime, 34.31% of the customers use three MMS that is 

sending and receiving money, buying airtime, and either paying bills or accessing 

financial services. and finally 50.98% of the customer shown to use four services that 

are sending and receiving money, paying bills, buying airtime, and bundle and 

accessing financial services. 
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Figure 4. 12: Percentage of the 

number of serveries the customers 

use in Mobile Money services 

 

Figure 4. 13: The Percentage of the 

services provided by the agents to 

customers 

 

The findings show that the majority of MMC with 85.29% use more than two 

services when accessing the MMSs hence the knowledge of using MMSs high. The 

knowledge on the other side was analyzed based on the services the customer’s 

request from the agents. Figure 4.13 shows that 85.69% of the services provided by 

agents is sending and customer withdraw of money, 10% of the serveries provided 

by agents is bill payment and only 4.31% sending airtime to customers. From Figure 

4.12 and Figure 4.13 the number of services the customers access in MMS and the 

services provided by agents is clear that there is great awareness of the availability of 

services and there is high knowledge among the customers on using MMS direct 

from their phone. 

4.5.4 Awareness of Iris Biometric Authentication  

The researcher assessed and identifies how the iris biometric authentication is 

understandable by both agents and customers in MMSs. The analysis shows that 

79.90% and 65.20% of the agents and customers respectively are not aware of iris 

biometric as an authentication method. Also, 24.10% and 34.80% of agents and 

customers respectively are aware of iris biometric authentication methods. As shown 

on Figure 4.14.   
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Figure 4. 14: Awareness of iris biometric authentication 

 

4.5.5 Elimination of Unauthorized Access in MMS’s 

From Figure 4.15 the MMU’s perception on the elimination of unauthorized access 

of mobile money app based on the proposed framework has revealed that 46.1% and 

51.9% for customers and agents respectively have strongly agreed that the usage of 

the framework for authentication security is enough to eliminate unauthorized access 

in MMS’s. However, the agents' perception surpasses the customers' perception 

across all categories except for the strongly disagree. The customers' perception 

shows that strongly disagree with the elimination of unauthorized access in mobile 

money by 3.92% while agents reveal 0.00% strongly disagree.  

 

Figure 4. 15: The MMU’s perception on the elimination of unauthorized access 

of mobile money app 
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4.5.6 Convenience on Usage 

This section presents the findings obtained from the participant’s view on developed 

mobile money application based on the proposed framework. The results show that 

50.2% and 35.6% of customers and agents respectively have strongly agreed that the 

mobile money application with the proposed framework is convenient for them to 

use. 13.10% of customers and 7% of agents were neutral on the convenience of the 

framework. However, 10.9% and 20% of customers and agents disagree with the 

convenience of the application to them respectively. Other findings are as shown on 

Figure 4.16.  

 

Figure 4. 16: Convenience on Usage of mobile money application based on the 

proposed framework 
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4.5.7 Usage Acceptance of Proposed Framework. 

The researcher was interested in understanding the usage view acceptance of the 

proposed framework to the customers, as it will play a major role in the success of 

the market when adopted to improve security in accessing MMS’s. The usage 

acceptance of the proposed framework with IRBAM reveals that 85.5% of customers 

and 71.6% of agents accepted to use it to access MMS.  However, some of the agents 

and customers did not accept the use of the proposed framework, with the following 

reasons including high cost, health problems, and difficulty of use have been 

mentioned. More details have been shown in Figure 4.17. 

 

Figure 4. 17: The usage acceptance of the proposed framework with IRBAM 
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4.6 Discussion 

4.6.1 The designed Framework to Improve Security in Accessing MMSs  

The first research objective was guided by the following question; how does the 

framework with IRBAM designed to improve the security level in accessing MMS? 

The framework has been designed based on its main function. The study found key 

components to be included in designing the proposed framework. The components 

include mobile application and user knowledge on the mobile user, and on the server 

side includes security system, web-services, business logic, and the database. The 

findings are similar to findings obtained by (Serhani et al., 2009) (Xu, Zhang et al., 

2015), (Luvanda, 2014) and (Saevanee, et al., 2015). However, the big difference is 

on implementing a security mechanism   

4.6.2 Requirements to develop mobile money application based on a framework 

with IRBAM 

The second objective of the study was led by the following research question; what 

are the requirements to develop a mobile money application based on the framework 

with IRBAM to improve access security of MMS?  

Through observing how MMS is conducted, the researcher identifies these 

requirements including template protection, the accuracy of the biometric system, 

and masking PIN when entering the application and including characters on PIN. 

These findings are similar to the results reported by the number of previous studies 

by Yang et al., (2019), Shoewu and Omitola (2013), Sequeira, Murari, & Cardoso 

(2014), Nyamtiga, Sam, & Laizer (2013), and (Maček, 2017). Furthermore, there 

should be liveness detection on implemented biometric recognition system to 

identify whether the captured biometric data captured from a living body or 

imposters, this has not been implemented on the application, more study needs to be 

conducted in this part. 

Moreover, the study found that unauthorized access to MMSs may occur due to 

legitimate users been forced to access his/her account illegally without their 

willingness. Therefore the study found that there should be a mechanism to detect the 

pressure of the MMUs when subjected to dangerous situations. Also, more studies 

should be conducted in these areas. 
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4.6.3 Evaluation of the Effectiveness of a Mobile Money Application  

The study objective three was led by the following research question; what are the 

criteria to evaluate the effectiveness of mobile money application based on the 

framework with IRBAM? The researcher manages to evaluate the effectiveness of 

the proposed framework by analyzing the information gathered from MMUs. In 

evaluating the effectiveness of the mobile money application based on the proposed 

framework, the following criteria were used; elimination of unauthorized access, 

convenience, and user acceptance. The same criteria have been used by Serhani et al. 

(2009) on evaluating the framework for designing, Developing, and Using Secure 

Mobile Applications and Mtaho (2015) on his study to improve mobile money 

security with 2FA. 

The findings of this study show that the majority of the respondents have agreed that 

the implementation of the proposed framework with 2FA with iris biometric on the 

mobile application will eliminate unauthorized access to MMSs, convenience to use, 

and accept to use it. These results are similar to the findings obtained by Mtaho 

(2015).  

However, the findings in acceptance criteria differ with what Mtaho (2015) suggests, 

many of MMU didn’t accept to use the proposed framework, this is because the 

proposed framework uses the eye which is a sensitive part of the human body. Health 

fear has been a major issue of concern. Samsung (2018) described that there is no 

health problem when using devices with iris recognition using infrared radiation used 

at a distance of 20cm-35cm. However, it might cause health problems when used for 

more than 10 seconds at a distance of 2cm. 

Furthermore, the study findings have shown that the majority of the respondents 

were using smartphones in accessing MMSs. This is similar findings as of Solazzo 

(2019) showing that there is a high increase in smartphone usage in Tanzania. This 

has led the majority to be able to use a mobile money application based on the 

proposed framework with less training under minimum supervision. 



51 

CHAPTER FIVE 

CONCLUSION, RECOMMENDATION, AND FURTHER STUDY 

5.1 Introduction 

This chapter presents the conclusion of the study, recommendations to various 

stakeholders, and gaps for further studies. 

5.2 Conclusion  

This study aimed at proposing the framework to improve security level in accessing 

MMS’s with 2FA based on IRBAM. The study designed the framework to be used to 

improve security in accessing MMS based on IRBAM, Followed by developing 

mobile money application based on the proposed framework with IRBAM and lastly 

the evaluation of the developed mobile money application based on the proposed 

framework. Finally, the study comes up with the developed framework to remove 

unauthorized access to MMS’s. 

This study found that the MMS has increased the financial inclusion among the 

people, the majority access the service to perform their normal transactions, paying 

bills, bank transfers, and buying air time for communication. Moreover, currently, 

some of the customers use it as their saving accounts. The majority of the 

participants in this study accept to use the proposed framework for accessing 

MMS’s. Adding on that, 74% of them agreed that the framework will eliminate 

unauthorized access to their mobile money accounts.  

The implementation of the proposed framework requires the use of the smartphone, 

the study found that a large number of contacted MMCs use smartphones to access 

MMSs, this suggests that the implementation of the proposed framework will be easy 

for the majority of MMCs. However, this is different from the number of contacted 

agents who mostly use the featured phone, because it is less expensive compared to 

smartphones. Due, the potentiality of MMS in our life, this has led to an increase in 

theft caused by security access to MMS’s. This study suggests that there is a need to 

improve security in accessing MMS’s using 2FA by using PIN and iris biometric 

authentication.  
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5.3 Recommendations 

MNO operators should start working on these findings on the implementation of this 

framework. First, by providing knowledge about biometric to their customers, 

because most of them are not aware of this technology. Secondly, the proposed 

framework needs to be used on advanced mobile devices. Therefore, they have to 

recommend minimum specification requirements for the devices their customer can 

buy to be able to efficiently enhance the access security implemented by the 

framework.  

To the government, policy makers, and other stakeholders such as internet service 

providers should offer internet services at affordable prices to enable MMU to use 

the proposed framework to securely access MMS’s. Since the framework uses the 

internet to connect to MNO servers. Furthermore, the importation tax of computing 

and telecommunication devices should be reduced to enable a large number of 

people to own smartphones to use the secure proposed framework.  

As it has been noticed that most young people participate in providing MMS. The 

Government through the Ministry of youth recommended keeping providing loans to 

MMA so that to increase their capital and improve their business environment 

because the interactions of customers at agent's places may influence security 

problems.  

To the MMU, to enhance the security capability and efficiency of the framework, 

user behavior and environmental factors are of much concern. The efficiency of 

IRBAM on mobile devices depends on factors for example movements, amount of 

light, the distance between the sensor and an eye, and the size of the captured iris. 

Therefore, users are advised to use the implemented framework with fewer 

movements, with less light reflecting the eyes, keeping the phone closer to the eye 

not more than 25cm, and fully open the eye to get a good iris image.  
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5.4 Further Study 

This research recommends the future studies should focus on the following areas.  

Future studies should focus on how to implement biometric authentication on feature 

phones. Also, future studies should focus on implementing the liveness detection 

mechanism on iris recognition on accessing MMS to avoid the use of imposters to 

access the services. 
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APPENDICES 

Appendix 1: Questionnaire to mobile money customer 

Dear Respondent, 

This questionnaire aims to collect data regarding the evaluation of effectiveness of 

the iris recognition biometric authentication method to improve security level in 

accessing mobile money services. The results from this survey will be used in 

aggregate, without referring to any one individual, and will be used solely for 

academic purposes. Your response will be kept confidential and there is no right or 

wrong answer. It is the researcher’s hope that you could spend some of your time to 

answer this survey. 

Thanks for your willingness to participate in answering this questionnaire. 

Tick the most appropriate response. 

A. DEMOGRAPHIC 

1. Region………………….. District ………………….. 

2. Gender of the respondent 

a) Male 

b) Female 

3. Occupation of the respondent 

a) Employee, b) Entrepreneur, c) Unemployed, d) Student 

4. Age group 

a) 18-35, b) 36-50, c) 51-above 

5. Education Level 

a) Primary Education, b) Secondary Education, c) Certificate, d) 

Diploma,   

e) Bachelor degree/Advance diploma f) Master degree,   
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B. KNOWLEDGE ON MOBILE MONEY AND ITS USAGE 

1. For how long have you being using mobile money services? 

a) < 1 Year, b) 1-2 Years, c) 3-4 Years, d) >5 Years 

2. What services you normally use in mobile money services?  

a) Sending/Receiving money, b) Bills payment, c) Buy airtime and bundle, d) 

Accessing financial service (e.g. Bank)  

3. How many times do you use mobile money services in a week? 

a) Once,   b) twice,  c) thrice,  d) frequently 

4.  Does mobile money services have any advantage to you? 

 a) Yes, b) No 

If YES, what are the advantages gained from the use of mobile money 

services  

………………………………………………………………………………… 

………………………………………………………………………………… 

5. Which mobile money network operator do you use? 

a) Tigo, b) Vodacom, c) Airtel, d) Halotel, e) Zantel, f) TTCL, 

6. What reason(s) made you to choose that mobile money operator in question 

6 above? 

………………………………………………………………………………… 

………………………………………………………………………………… 

7. Which type of mobile phone do use to access mobile money services? 

a) Featured phone, b) Smartphone 
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C. EVALUATION ON EFFECTIVENESS OF THE PROPOSED IRIS 

RECOGNITION BIOMETRIC AUTHENTICATION METHOD ON 

IMPROVING SECURITY LEVEL IN ACCESSING MOBILE MONEY 

SERVICES.  

1. Do you know about Biometric authentication? 

a) Yes, b) No,  

2. (If yes in question 1) do you know about iris biometric authentication? 

a) Yes, b) No,  

3. Will the use of iris biometric authentication eliminate unauthorized access in 

Mobile Money Services? 

a) Strongly disagree, b) Disagree, c) Neutral, d) Agree, e) Strongly agree  

4. Will you accept the proposed Iris biometric authentication method?  

a) Yes, b) No 

5. Please give reason(s) for the above (question 4) 

…………………………………………………………………………………

…………………………………………………………………………………

…………………………………………………………………………………

…………………………………………………………………………………

…………………………………………………………………………………

………………………………………………………………… 

6. Will the use of iris biometric authentication in accessing mobile money 

services be convenient for you? 

a) Strongly disagree, b) Disagree, c) Neutral, d) Agree, e) Strongly agree  
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Appendix 2: Questionnaire to Mobile Money Agent 

Dear Respondent, 

This questionnaire aims to collect data regarding the evaluation of effectiveness of 

the iris recognition biometric authentication method to improve security level in 

accessing mobile money services. The results from this survey will be used in 

aggregate, without referring to any one individual, and will be used solely for 

academic purposes. Your response will be kept confidential and there is no right or 

wrong answer. It is the researcher’s hope that you could spend some of your time to 

answer this survey. 

Thanks for your willingness to participate in answering this questionnaire. 

Tick the most appropriate response. 

D. DEMOGRAPHIC 

6. Region………………….. District ………………….. 

7. Gender of the respondent 

c) Male 

d) Female 

8. Age group 

b) 18-35, b) 36-50, c) 51-above 

9. Education Level 

a) Primary Education, b) Secondary Education, c) Certificate, d) 

Diploma,   

e) Bachelor degree/Advance diploma, f) Master degree,   
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E. KNOWLEDGE ON MOBILE MONEY AND ITS USAGE 

8. For how long have you being serving as mobile money agent? 

a) < 1 Year, b) 1-2 Years, c) 3-4 Years, d) >5 Years 

9. What services you normally provide in mobile money services?  

a) Sending/Receiving money, b) Bills payment, c) Buy airtime and bundle, d) 

Accessing financial service (e.g. Bank)  

10. Does mobile money services have any advantage to you? 

 a) Yes, b) No 

If YES, what are the advantages gained from the use of mobile money 

services  

…………………………………………………………………………………

………………………………………………………………………………… 

11. What mobile money network operators do you have? 

b) Tigo, b) Vodacom, c) Airtel, d) Halotel, e) Zantel, f) TTCL, 

12. Which mobile money network operator is mostly used? 

a) Tigo, b) Vodacom, c) Airtel, d) Halotel, e) Zantel, f) TTCL, 

13. What reason(s) made mobile money operator in question 6 above to be 

mostly used? 

………………………………………………………………………………… 

………………………………………………………………………………… 

14. Which type of mobile phone do you use to provide mobile money services? 

a) Featured phone, b) Smartphone 
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F. EVALUATION ON EFFECTIVENESS OF THE PROPOSED IRIS 

RECOGNITION BIOMETRIC AUTHENTICATION METHOD ON 

IMPROVING SECURITY LEVEL IN ACCESSING MOBILE MONEY 

SERVICES.  

7. Do you know about Biometric Authentication? 

a) Yes, b) No,  

8. (If yes in question 1) do you know about iris biometric authentication? 

a) Yes, b) No,  

9. Will the use of iris biometric authentication eliminate unauthorized access in 

mobile money services? 

a) Strongly disagree, b) Disagree, c) Neutral, d) Agree, e) Strongly agree  

10. Will you accept the proposed Iris biometric authentication method?  

a) Yes, b) No 

11. Please give reason(s) for the above (Question 4) 

…………………………………………………………………………………

…………………………………………………………………………………

…………………………………………………………………………………

…………………………………………………………………………………

…………………………………………………………………………………

………………………………………………………………… 

12. Will the use of iris biometric authentication in mobile money services be 

convenient for you? 

a) Strongly disagree, b) Disagree, c) Neutral, d) Agree, e) Strongly agree  

 

 


